Ruijie | Reyce

RG-WALL 1600-Z-S Series

Cloud-Managed Firewall

Cookbook

Document Version: V1.0
Date: 2023-08-11
Copyright © 2023 Ruijie Networks




Copyright
Copyright © 2023 Ruijie Networks
All rights are reserved in this document and this statement.

Any reproduction, excerption, backup, modification, transmission, translation or commercial use
of this document or any portion of this document, in any form or by any means, is prohibited
without the prior written consent of Ruijie Networks.

? — e BN ? —
Trademarks including I\I’etwo!k!’llefﬁﬁ,' u’l’e , Rcycc are

owned by Ruijie Networks.

All other trademarks or registered trademarks mentioned in this document are owned by their

respective owners.

Disclaimer

The products, services, or features you purchase are subject to commercial contracts and terms.
Some or all of the products, services, or features described in this document may not be within
the scope of your purchase or use. Unless otherwise agreed in the contract, Ruijie Networks

does not make any express or implied statement or guarantee for the content of this document.

The content of this document will be updated from time to time due to product version
upgrades or other reasons. Ruijie Networks reserves the right to modify the content of the

document without any notice or prompt.

This manual is for reference only. Ruijie Networks endeavors to ensure content accuracy and will
not shoulder any responsibility for losses and damages caused due to content omissions,

inaccuracies or errors..






Preface

Intended Audience

This document is intended for:

e Network engineers

e Technical support and servicing engineers
® Network administrators

Technical Support

® Official website of Ruijie Reyee: https://www.ruijienetworks.com/products/reyee

® Technical Support Website: https://ruijienetworks.com/support

® (Case Portal: https://caseportal.ruijienetworks.com

® Community: https://community.ruijienetworks.com

® Technical Support Email: service_rj@ruijienetworks.com

Conventions

1. GUI Symbols

Interface
Description Example
symbol
1. Button names 1. Click OK.
2. Window names, tab name, 2. Select Config Wizard.
Boldface . .
leld name and menu items 3. Click the Download File
3. Link link.
> Multi-level menus items Choose System > Time.

2. Signs

The signs used in this document are described as follows:

@ Danger
An alert that calls attention to safety operation instructions that if not understood or followed

when operating the device can result in physical injury.


https://www.ruijienetworks.com/products/reyee
https://ruijienetworks.com/support
https://caseportal.ruijienetworks.com/
https://community.ruijienetworks.com/

© Wwarning
An alert that calls attention to important rules and information that if not understood or
followed can result in data loss or equipment damage.

A Caution
An alert that calls attention to essential information that if not understood or followed can
result in function failure or performance degradation.

@ Note
An alert that contains additional or supplementary information that if not understood or
followed will not lead to serious consequences.

& Specification

An alert that contains a description of product or version support.

Note

This manual introduces the features of the product and offers guidance on configuration and

testing.
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Product Cookbook Product Overview

1 Product Overview

1.1 Overview

With the emergence of new hot spots such as social networking, cloud computing, and big data,
the Internet has entered a stage of prosperity never experienced in history. However, the
information security problems accompanied have become increasingly complex, bringing huge
challenges to the traditional security construction model. With years of technology accumulation
and considering the development trend of next-generation firewalls, Ruijie Networks promotes
the RG-WALL 1600-Z3200-S series cloud management firewalls (hereinafter referred to as Z-S

series firewalls) to meet the actual needs of the market.

The RG-WALL 1600-Z-S series cloud management firewalls use DPDK-based high-performance
network forwarding service platform to provide active asset discovery, intelligent policy manager,
and one-click fault analysis functions, simplifying product launch and operation and maintenance
(O&M). This series of firewalls have rich security functions, including intrusion prevention, port
scan, traffic learning, application control, and defense against DoS/DDoS attacks. These firewalls
also support unified management on the cloud platform, data synchronization to the cloud for

analysis and reporting, and remote monitoring and O&M.

The Z-S series firewalls have performance expansion capabilities, and a single hardware platform

supports 3-10 G performance expansion, which can be realized through a performance license.

The Z-S series firewalls are suitable for network egress, area boundary, and other scenarios of

general education, higher education, government, and enterprise customers.

1.2 Product Characteristics

e Easy configuration

The Z-S series firewall provides a quick onboarding wizard to help users quickly complete
basic configurations for network access. Users only need to select interfaces and a mode and
configure the basic connection type and IP address to bring a device online. The configuration
wizard also provides optional functions such as connectivity test, license import, and policy
configuration to help users complete basic operations related to testing, authorization, and

policies.

e Intelligent policy manager
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Affected by factors such as service accumulation and change of O&M personnel, the
configuration complexity of security policies becomes increasingly high during routine
security policy O&M. Major problems are as follows: Policies are not refined enough. Services
are interrupted due to conflicts between new and existing policies. O&M personnel are
concerned about the overall policy health and whether policies are optimal. When a fault
occurs, O&M personnel usually need to trace and analyze the policies that are changed.

Complex policies make O&M even more difficult.

The Z-S series firewall provides functions including port scan, traffic learning, policy
simulation space, intelligent policy sorting, and policy lifecycle management to help users

resolve the preceding problems.
® App identification and control

The Z-S series firewall can identify over 2000 applications of 36 categories. It can identify
more applications after the rule base is upgraded. App identification and control can

implement traffic control and management.
e Diversified security defense

The Z-S series firewall provides rich security defense functions to defend against various types
of traffic flood attacks including SYN flood, UDP flood, ICMP flood, and IP flood, and
large-traffic DDoS attacks. With the built-in comprehensive IPS signature library, the firewall
can perform real-time deep scan on the traffic passing through it to identify malicious
information hidden in the traffic and generate alarms and block the traffic in real time,

protecting users against threats from malicious traffic.
e High stability and reliability

The Z-S series firewall uses a stable and reliable hardware design to provide the following
functions: Provides dual-boot instruction to reduce the probability of device start failures
caused by boot problems. Actively monitors the voltage of each circuit on the device
motherboard, prompts for voltage exceptions, and applies power-off protection in case of
grid exceptions to protect storage components against damage in case of abnormal grid
fluctuations and abrupt power-off. Uses dual-power supply and area-based power design to

avoid whole device restart caused by short circuit of the optical module.
® Flexible expansion

The Z-S series firewall can expand the device performance based on licenses. It also has high

hardware expansion capability, with one expansion slot and an optional hard disk of 1 TB.
e Easy cloud-based O&M

The Z-S series firewall supports configuration delivery, upgrade, status monitoring, and hot

patch installation on the cloud to lower the O&M difficulty.

2
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1.3 Hardware Description

The RG-WALL 1600-Z3200-S cloud management firewall uses the brand-new NTOS platform and
has the following characteristics:

® Rich ports: The firewall has fixed ports including eight GE electrical ports, one GE optical port,

and one 10GE optical port. With rich ports, the firewall applies to various access scenarios.

® Optional large-capacity hard disk: 1 TB high-performance hard disk can be configured for

longer log storage. (The standard configuration does not contain a hard disk.)

e Hardware-based attack defense: Attack defense based on the hardware chip provides higher

defense capability.

e Scalable performance: A single hardware platform supports 1-3 G performance expansion,

which can be smoothly upgraded through a performance license.

Optional large-capacity hard disk

+ Optional 1 TB hard disk for longer log
Hardware-based attack defense storage, meeting network security
requirements (The standard
configuration does not contain a hard
disk.)

+ Attack defense based on the hardware
chip, providing higher defense
capability

On-demand performance expansion m

+ Asingle hardware platform supports 1-3 + 8 x GE electrical ports, 1 x GE optical port
G performance expansion, which can be » 1x 10GE optical port
smoothly upgraded through a + With rich ports, the firewall applies to various
performance license. access scenarios.
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1.3.1 RG-WALL 1600-Z3200-S Panels

1. Front Panel

Figure 1-1 Front Panel
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Table 1-1 Components on the Front Panel

No. Component Description
@ Steady green: A hard disk is connected.
1 SATA hard disk indicator
@ Blinking green: Data is being read or written.
® Steady green: The power supply is normal.
2 PWR indicator
@ Off: The power supply is cut off or fails.
@ Blinking green: The device is powered on and
being initialized.
3 SYS indicator S
@ Steady green: Initialization is complete.
® Steady red: An alarm is generated.
@ Restarting the device: Press the button for less
than 3 seconds.
@ Restoring factory settings: Press the button for
4 Reset button more than 5 seconds.
When you perform either of the preceding operations,
device status information is collected. After the device
restarts, you can access the web Ul of the firewall,
choose System > One-Click Collection, and download
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No.

Component

Description

the information.

Console port

It is used to connect to the console for device

maintenance and diagnosis.

Note: The console port is used only in special scenarios.

For details, contact technical support personnel.

USB port

Two USB 2.0 ports can be used to connect USB drives.

Electrical port O (port
0/MGMT)

It is used to access the device management page upon

first login.

Electrical ports 1 to 7

They are used to connect network cables.

Optical port OF indicator

@ Steady green: The port is connected.

@ Blinking green: The port is receiving or sending
data.

@ Off: The optical port is incorrectly connected.

10

Optical port 8F indicator

® Steady green: The port is connected.

® Blinking green: The port is receiving or sending
data.

@ Off: The optical port is incorrectly connected.

11

Optical port 8F

Gigabit optical port. For details about optical modules

that support this port, see Table 1-3.

12

Optical port OF

10 Gigabit optical port. For details about optical
modules that support this port, see Table 1-3.

13

Link/ACT status indicators
(round) of electrical ports
Oto7

® Steady green: The port is connected.

@ Blinking green: The port is receiving or sending
data.
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No. Component

Description

@ Off: The port is incorrectly connected.

14 Speed indicators (square)
of electrical ports 0 to 7

@ Steady orange: Gbit/s port speed

® Off: 100/10 Mbit/s port speed

2. Rear Panel

Figure 1-2 Rear Panel
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Table 1-2 Components on the Rear Panel

No. Component Description
Installation position of a _ _ )
1 ) ] Used to install a power cord retention clip.
power cord retention clip
2 Power socket Used to connect an AC power cord.
3 Power switch Used to power on or power off the device.
Expansion slot for a hard ) )
4 ) Used to install a hard disk.
disk
5 Grounding terminal Used to ground the device to ensure electrical safety.
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1.4 Specifications

1.4.1 RG-WALL 1600-Z3200-S Specifications

Table 1-3 Specifications

Model RG-WALL 1600-Z3200-S
DDR4 SDRAM: 4 GB
Boot ROM: 8 MB
Storage
eMMC: 8 GB
SATA hard disk: 1 TB
The firewall supports eight Gigabit electrical ports and two optical ports.

@ Electrical port: works at a rate of 10 Mbit/s, 100 Mbit/s, or 1000 Mbit/s
in auto-negotiation mode and automatically identifies network cables
and crossover cables.

® Gigabit optical port: supports 1000BASE-SX/LX/ZX mini GBIC and
GE-SFP-LX20/LH40-BIDI optical modules.

® 10 Gigabit optical port: supports XG-SFP-SR-MM850,
XG-SFP-LR-SM1310, and XG-SFP-ER-SM1550 optical modules, as well

Port as BIDI optical modules.

MGMT port

Used as GE 0/0 port. It works at a rate of 10 Mbit/s, 100 Mbit/s, or 1000

Mbit/s in auto-negotiation mode and automatically identifies network

cables and crossover cables.

Console port: 1

USB port: two USB 2.0 ports

Bypass Not supported
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Expansion Slot

(Optional) One 1 TB hard disk can be configured.
for Hard Disk

Expansion

Not supported
Card PP

Hot Swapping | Hard disk: not supported

Ethernet port: 10Base-T/100Base-TX/1000Base-TX, 1000BASE-SX/LX/ZX,
and 10GBASE-SR/LR/ZR

Port Standards

Console port: RS-232
Dimensions 43.6 mm x 440 mm x 200 mm (1.72 in. x 17.32 in. x 7.87 in.; without rubber
(Hx W x D) pads)

Power Supply 100-240 V AC, 50-60 Hz; 0.65 A

Max. Power
X Less than 25 W
Consumption

Temperature 0°C to 45°C (32°F to 113°F)

Humidity 10% to 90% RH (non-condensing)
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2 Device Management

2.1 Logging In to the Device

2.1.1 Logging In to the Device from the Web

Application Scenario
The web management page provides a visualized graphical management page for efficient
configuration and management.

You can configure and manage the firewall on the visualized web UI and configure the
management functions of Ge0/1.

Network Topology
Ge0/0 (port 0/MGMT)
-] 192.168.1.200/24 o &
[ 4
PC Firewall

192.168.1.1/24

Prerequisites

® The Z-S series firewall provides the default web configurations as listed in Table 2-1. You can

log in to the management page with the default values through HTTPS.

Table 2-1 Default Web Configurations

Function Item Default Value

Web service Enabled

Device IP 192.168.1.200 (port 0/MGMT)
Username/Password admin/firewall

Default user permission Super Admin (with all the permissions)
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& Note

® If the address of port 0/MGMT on the firewall is modified but you forget the address, you can
can access the Command Line Interface (CLI) to view the current configuration. For details,
see 0

® |logging In to the Device from the Console.

® If you change the password and forget it, restore the initial password. For details, see 2.6
Password Restoration.

® The management PC and firewall have been connected and can communicate with each other.

o Port 0/MGMT on the firewall is connected to the management PC through a network

cable.

rRuifie O/MGMT

Z3200-S

o The default IP address of port 0/MGMT is 192.168.1.200. To ensure that the management
PC can communicate with the firewall, the IP address of the local NIC on the management
PC must be changed to one in the same network segment as that of port 0/MGMT, for
example, 192.168.1.100/24.

e The management PC meets relevant requirements on the browser and resolution.

o Browsers: Internet Explorer 11.0, Google Chrome, Firefox, and some Internet Explorer
kernel-based browsers are supported. If you log in to the web management system using

other browsers, exceptions such as garbled characters or formatting errors may occur.

o Resolution: The recommended resolution is 1440 x 900. In case of other resolution, scroll

bars may appear on the U], affecting the use experience.
Configuration Points

(1) Set the IP address of the management PC to one in the same network segment as the IP
address of port 0/MGMT.

(2) Log in to the web management page.

10
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(3) Configure the Ge0/1 port and enable the management functions on the port. By default, IP
addresses or access management functions such as HTTPS are not configured for other ports
except O/MGMT.

Procedure
(1) Configure an IP address for the management PC.

The default IP address of port 0/MGMT on the firewall is 192.168.1.200. On the management PC,
set IP address to 192.168.1.1 and Default gateway to 192.168.1.200.

Internet HMYRRES 4 (TCP/IPv4) Properties % [
General

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(C) Obtain an IP address automatically
(@) Use the following IP address:

IP address: [192.168. 1 . 1 |
Subnet mask: | 255 .255 .255 . 0 |
Default gateway: [ 192 .168 . 1 .200 | !

Obtain DMS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: | 114 .114 . 114 . 114 |

Alternate DNS server: | . . . |

[Jvalidate settings upon exit
Cancel

(2) Log in to the web management page.

& Note

It takes a certain period of time to complete system initialization after the device is powered on
and started. You are advised to wait for 5 to 6 minutes before accessing the web page.

a Open a browser on the management PC.
b Enter https://192.168.1.200 in the address bar and press Enter.

The login page is displayed.

11
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¢ Enter the username (admin), password (default: firewall), and verification code. Read the
statement, select I have read and agree to Terms and Condition & User Data

Processing Policy, and click Log In.

RUGIC | 7 sers Fironal

Ruijie | =

(4) (Optional) If you log in to the web management page for the first time, the system forces you

to change the default password of the Super Admin.

(5) Set the IP address of the Ge0/1 port to 192.168.0.200/24 and enable the management
functions on the Ge0O/1.

a Choose Network > Interface > Physical Interface.

Bl ierfoc 1 Physical Interface

Interfaca Nama Dascription Mode. Zone. Connaction Type 4 Aggragation Mods  MTU Oparation

b Select Ge0/1 and click Edit.

¢ Configure attributes of Ge0/1.

12
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< Back

Basic Info

Interface Name

Edit Physical Interface

Device Management

Description
Connection Status @ Enable Dizable
Mode @ Routing Mode Transparent Mode Off-Path Mode
* Zone untrust @ Add Security Zone
Interface Type @ WAN Interface LAN Interface
Address
IP Type IPv4 IPvE
Connection Type @ Static Address DHCP PPPoE
* IP/Mask 192.168.0.200/24
* Next-Hop Address 192.168.0.254
Default Route (D)
Line Bandwidth
Uplink
Downlink
Access Management
Permit @@ HTTPS B PING B SSH
Advanced
ISP Address Library
@ MTU 1500
MAC | 00:d0:f8:22:37:0a Restore Default MAC
Link Detection
Item Description Remarks
[Example]
IP/Mask IP address of the physical interface.
192.168.0.200/24
Access Whether the interface supports HTTPS, The configuration takes
Manageme | Ping, and SSH. effect when local defense is

13
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Item

Description

Remarks

nt

® HTTPS: Allows users to access the
device using https://Interface IP
address, such as https://192.168.0.200.

® PING: Allows users to ping the
interface address. If this option is not
selected, ping fails even if there is a

reachable route.

® SSH: Allows users to access the device
by creating an SSH connection with
the interface IP address that is used as
the destination address, such as ssh
192.168.0.200.

enabled on the device.
[Example]

Select HTTPS.

d Click Save.

Follow-up Procedure

® Enter https://192.168.0.200 in the browser and log in to the system for management.

® Figure 2-1 shows the web management page layout of the firewall Figure 2-1.

Figure 2-1 Web Management Page Layout

Rale IPv4 Host 1PV6 Trusted Host

14
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Area Description

® This area displays the company logo, device name, and function panel.

® This area supports new network discovery, network-wide management,
Mark and quick onboarding, policy configuration wizard, and customer service,

panel area helping users quickly complete deployment operations.

® This area displays the current login user and allows you to change the

password and log out.

This area displays the web function menus of the device in the tree structure.
Navigation You can click a function menu in the navigation bar to access the
pane corresponding function configuration page. The configured items are

displayed in the operation area.

Operation In this area, you can perform configuration operations and view information

area and the operation results.

2.1.2 Logging In to the Device from the Console

Application Scenario

To access the CLI for configuration management, connect a console cable to the console port of
the device and start the terminal simulation software such as Super Terminal or SecureCRT. By

default, the firewall supports console management.
Network Topology

Console cable connection

Baud rate: 115200 ..
-; =k
\ Firewall

COM port Console port

Tool Preparation
e Console cable

o Model 1: Connect one end of the cable to the 9-hole DB9 connector and the other end to

the RJ45 connector.

15
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o Model 2: Connect one end of the cable to the RJ45 connector and the other end to the

USB connector.

e PC with a COM port: The COM port of the PC is usually located near the display interface on
the rear panel of the chassis. The COM port has nine pins, as shown in Figure 2-2.

If your PC does not have a COM port (such as the laptop), the USB-to-COM cable (as shown in
Figure 2-3) must be connected to the USB port to convert it into the COM port. You can also
use the USB-to-console (RJ45) cable of Model 2 directly.

16
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Figure 2-2 COM port

e Install SecureCRT, Super Terminal, or another terminal simulation software on the PC.

o A PC running the Windows XP operating system is usually delivered with Super Terminal in
the accessories. For a PC running Windows 7 or a later version, you need to download

Super Terminal independently.

o Super Terminal is not installed in Windows Server 2003 by default. To install Super

Terminal, choose Control Panel > Add/Remove Programs.

Configuration Points

(1) Prepare a configuration cable and a PC that can be connected to a configuration cable. (For
details, see Tool Preparation.)

(2) Connect the configuration cable.

Connect the RJ45 connector of the configuration cable to the console port of the device and
the other end to the COM port of the PC.

17
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(3) Run the terminal simulation software to log in to the device.
Procedure
(1) Connect the configuration cable.

a Insert the RJ45 connector of the console cable to the console port of the device (as shown

in the following figure).

b Insert the DB9 connector on the other end of the console cable to the 9-pin COM port of
the PC.

(2) Run the terminal simulation software after the configuration cable is connected.

U Note

This section uses SecureCRT as an example. For details about other programs, see the

corresponding operation manual.

a View identified COM ports on the PC.

@ Note
If a PC has only one COM port, it is displayed as COM1 by default. In this case, skip this step.

Right-click This PC, choose Manage > Device Manager, and view COM ports under Ports
(COM & LPT).

18
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A Computer Management = O X
File  Action View Help

=% 7 HE B

A Computer Management (Local | + :.'.-_ R12775 Actions
v '[[’& System Toels I Audio inputs and outputs e — -
@ Task Scheduler E Computer
@ Event Viewer o Disk drives More Actions »
| Shared Folders [543 Display adapters
J¥ Local Users and Groups Human Interface Devices
@ Performance =@ |DE ATA/ATAPI controllers
& Device Manager Keyboards
v g Storage B Mice and other pointing devices
=" Disk Management [ Meonitors
E«} Services and Applications !! Multifunction adapters

I Network adapters
v B Ports (COM & LPT)

@ SUNIX coM porificom)]
& SUNIXLPT Port (LPT3)
& USB-SERIAL CH340 (COMBE)
& BERD oM

= Print queues

= Printers

b Run the SecureCRT software. The Quick Connect dialog box is displayed automatically. (If

the dialog box is not displayed, click 3 in the menu bar.) In the dialog box, set the
connection parameters and click Connect. The following table describes the connection

parameters that you need to set.

Parameter Value

Protocol Serial

COM port of the PC identified in the

Port .
previous step

Baud rate 115200

RTC/CTS Deselect

19
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Quick Connect

Brotocol: Serial

Baud rate:
Data bits: ot e
Parity: Mone w
Stop bits: il e

[]Show quick connect on startup

et

Flow Control
[]oR/DSR
[IRTs/CTS
[ ] xonNMoFF

Save session
Openina tab

Connect Cancel

Configuration Verification

Device Management

Press Enter and enter the username admin and password firewall as prompted. (If you change

the password and forget it, restore the initial password. For details, see 2.6 Password Restoration.)

& Note

It takes a certain period of time to complete system initialization after the device is powered on

and started. You are advised to wait until the system is ready before running CLI commands.

A\ Caution

If you fail to access the CLI, check the configurations as follows:

terminal login software.

Check whether the configuration cable is connected to the console port.

Check whether the baud rate is set to 115200 for the terminal simulation connection.

If the preceding configurations are correct, replace the PC, configuration cable, and

20
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Sent SIGKILL to
switching rootfs

Welcome to NTOS "-'!”ff
z5100-01 Togin: admin

Password:
Please wait a moment while the system is initializing ...

all processes

z5100-01 Togim:

2.1.3 Logging In to the Device Using SSH

Application Scenario

When you want to configure the device or collect information in CLI management mode, but you
do not have a configuration cable or you are far away from the device, you can remotely log in to

the device using SSH.

Network Topology
Ge0/0 (port 0/MGMT)
192.168.1.200/24 L &
Y
PC Firewall

192.168.1.1/24

Configuration Points

To use the SSH login method, the connectivity between the management PC and the
management interface address of the device must be ensured. After the ping function is enabled

on the interface, the management PC must be able to ping the management interface.
(1) Enable the SSH function on the interface.

(2) Manage the device using SSH.

Procedure

(1) Enable the SSH management function on the interface.

a Choose Network > Interface > Physical Interface and edit Ge0/0 (port 0/MGMT), as

shown in the following figure.

21
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< Back Edit Physical Interface

Basic Info

Interface Name

Description

Connection Status

Mode

Zone

Interface Type

Address

IP Type

Connection Type

IP/Mask

Line Bandwidth

Uplink

Downlink

© Enable Disable

© Routing Mode
trust

WAN Interface

1pvs  ENS
@ Static Address

192.168.1.200/24

Transparent Mode

© LAN Interface

o

DHCP PP

Access Management

Permit

HTTPS PING SSH

Advanced

MTU

MAC

1500

00:d0:8:22:37:09

oE

Off-Path Mode

9 Add Security Zone

Restore Default MAC

Device Management

b In the Access Management area, select SSH (ping function disabled on the interface by

default) and click Save.

(2) Manage the device using SSH.

Create an SSH connection using the terminal simulation software (such as SecureCRT), and enter

the username and password (for login to the web management page) to manage the device.

The following uses the SecureCRT software as an example.

a Start the SecureCRT software and choose File > Quick Connect.

not connected - SecureCRT

File | Edit View Options Transfer

id Connect... Alt+C

%] Quick Connect... Alt+Q
Connect in Tab/Tile... Alt+B

&) Reconnect Enter
Reconnect All

Script  Tools

22
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b In the Quick Connect dialog box, set Protocol to SSH2, Hostname to the management
address 192.168.1.200 of the device (that is, IP address of Ge0/0), and Port to 22, retain

the default values for other parameters, and click Connect.

Quick Connect e
Protocol: S5H2 w
Hostname: | 192.168.1.200) |
Port; Firewal: | Mone w
Usernarme: | |
Authentication

[+|Password a Properties...

[+]|Publickey

[]keyboard Interactive

[£]GssAPT
|:| Show guick connect on startup Save session

Open in a tiled window

¢ Enter the username and password (admin and firewall by default) as prompted to log in

to the CLI for configuration management.

2.2 Modifying the Web Login Configuration

Application Scenario

To improve the login security, the administrator can set web login parameters, for example,
locking the administrator account if the number of incorrect password attempts exceeds the
specified number. These parameters improve the login security and reduce the data leakage risks

caused by password leakage.
Procedure
(1) Choose System > System Config > Service Parameters and click the Web tab.

(2) Customize the web service configuration.

23
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Ruijie | Z series Fire © He @ Monito

Device Name

* HTTPS Port

# Login Timeout Period

(min)

* Allowed Consecutive

Login Failures

* Lockout Period (min)

Verification Code

£8 Polic

Web SSH Advanced Settings

RG-WALL

443

1440

Enable © Disable

Save Restore Defaults

€} System

24
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Item Description Remarks
Name of the device. In integrated
deployment on Ruijie Cloud, you can
view the modified device name on the
Device Ruijie Cloud platform and master [Example]
Name device. For details about integrated RG-WALL
deployment on Ruijie Cloud, see 6.1
Integrated Deployment on Ruijie
Cloud.
The default value is 443.
HTTPS Port | Port number used by the web service. [Example]
443
Period of time within which if no ' )
o ) ® Enter an integer in the range of
operation is performed after login to T
) 0 to 1440, in minutes.
Login the web management page. The
Timeout system displays a prompt of login ® The default value is 30 minutes.
Period timeout when the administrator tries [Example]
to log in to the web management 30
page again.
Number of consecutive incorrect ® Enter an integer in the range of
Allowed password attempts. If a user enters an 0 to 10.
Consecutiv | incorrect password for a number of ® The default value is 6.
e Login times exceeding the value specified by
Failures this parameter, the system [Example]
automatically locks the user. 3
® Enter an integer in the range of
Period of time within which the 0 to 30, in minutes.
Lockout automatically locked user is not ® The default value is 3.
Period allowed to log in to the web

management page.

[Example]

30

25
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Verification
Code

Whether a verification code is required

for login to the web management

page.

By default, the value is Enable.
[Example]

Enable

(3) Click Save.

2.3 Account Permission Settings

2.3.1 Administrator Permission Overview

Upon factory delivery, the system provides the following default administrator roles: Super Admin,

Security Admin, Auditor, and User Admin. The permissions of the default roles are described in

Table 2-2.

Table 2-2 Permissions of the Default Roles

Role Type

Permission

Default Account

Super Admin

Read-write permissions on all menus of the

web page

admin

Security Admin

No permission on Admin menus under

System

Read-write permissions on other menus

securityadmin

Read permission on Home menus

Auditor Read permission on Monitor menus auditadmin
No permissions on other menus
Read permission on Home menus
i Read-write permissions on Admin menus _
User Admin useradmin

under System

No permissions on other menus

26
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2.3.2 Enabling Default Accounts

Application Scenario

The system default administrator accounts securityadmin, auditadmin, and useradmin take

effect after they are enabled and passwords are set for them.

O Note

The account admin can be used immediately after factory delivery, without the need for the
following operations.

Procedure
(1) Choose System > Admin.
The system displays the default accounts.
(2) Select a default account to be enabled and set its status to Enable.

The Change Password dialog box is displayed.

Change Password

Account useradmin

* (@ New

Password

*Confirm

Password

(3) Set a new password for the account and enter the password again for confirmation.
Password description:

e A password must contain at least three character categories, including uppercase and

lowercase letters, digits, and special characters.
® A password cannot contain any Chinese character, space, or full-width character.
e Password length range: 8-15 characters
® A password cannot be the same as the username or the username in reverse order.

(4) Click Confirm.

27
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Follow-up Procedure
e In the administrator list, find the target account and click Edit. On the Edit Admin Account
page, modify the default account and description to that can be easily identified.
¢ Back Edit Admin Account

Basic Info
* Account auditadmin
* Enabled State @ Enable Disable
* Role

Description

Advanced

To ensure account security, change the password when you enable the default administrator for the first time.
* (D) Password

* Confirm Password

o The default administrator account cannot be deleted.

2.3.3 Creating an Administrator

1. Creating an Administrator Role

Application Scenario

The user scenario grants different permissions to different roles to implement level- and
rights-based management. You can customize administrator roles and grant permissions to the

roles as required.
Procedure

(1) Choose System > Admin Role.

(2) In the operation area, click Create.

Ruijie | z wal 2 & Networ & Objec £3 System

Ss Admin I Admin Role

T Delete | & Refresh

Admin Role Name Description Operation

Admin

Edit

Super Admin

Security Admin Edit
User Admin User Admin Edit
Auditor Auditor Edit

28
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(3) Seta new role and grant permissions to the role.

< Back Add Admin Role

Basic Info

* Admin Role Name

Description
4
Permission Settings
Permission © Read-Write Read-Only None
> Monitor [-]
> Network [-]
> Object o
> Policy (-]
> System (-]
» Quick Onboarding [-]
> Policy Wizard [-]
Item Description Remarks
Admin Role o ' ' [Example]
Name of the role, which is used to identify the role.
Name Security Admin
o Description of the role, which distinguishes role [Example]
Description o
permissions. New

Permission Settings

o Web page functions that can be operated by the new [Example]
Permission o
administrator role. Monitor
Different modules have different permissions,
Permission including: [Example]
Settings Read-Write: View, add, delete, and edit permissions Read-Only
Read-Only: View permission only

29
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Item

Description

Remarks

None: No permission at all

(4) Click Save. A role is created.

2. Creating an Administrator Account

Application Scenario

With the increase of device administrators, the Super Admin can create a new administrator

account and specify a role for the account.

After the new administrator logs in to the device, the administrator can only view or manage

modules of the corresponding role.

Procedure

(1) Choose System > Admin.

(2) Above the operation area, click Create.

© Home J Monitol & Network 2 Object @ Policy

I Admin List

[ Delete @ Enable  © Disable & Password Policy

Account Role
admin Super Admin
securityadmin Security Admin
useradmin User Admin
auditadmin Auditor

&3 System

Verify Trusted H
ost

Disabled

Disabled

Disabled

Disabled

(3) Enter the basic information and select a role.

30
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Edit

Change Password Edit

Change Password  Edit

Change Password Edit
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< Back
Basic Info

* Account

* Enabled State

* Role

Description

Advanced
* (0 Password

* Confirm Password

Configure Trusted Host

Add Admin Account

sec
© Enable Disable

Security Admin

Device Management

Restrict Trusted Host Login ()
(D IPv4 Trusted Host 1 172.26.1.19 O Delete
@ Add IPv4 Trusted Host
(D IPv6 Trusted Host 1 [ Delete
® Add IPv6 Trusted Host
Item Description Remarks

Basic Info

Account

Username of the created

administrator.

® The username can contain letters,

digits, and underscores (_), and

must start with a letter.

® The value cannot be the same as

an existing administrator

username.

[Example]
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Item

Description

Remarks

Admin_security

Whether to enable the new [Example]
Enabled State o
administrator account. Enable
Role of the new administrator,
[Example]
Role which specifies the operation
permissions of the administrator. Security Admin
Any character is supported.
o Description of the new
Description o [Example]
administrator.
With the security monitor permission
Advanced
The password is a string of 8 to 15
Password used by the new characters. Any character is supported.
Password administrator to log in to the web
[Example]
UL
admin@123
The value of Confirm Password must be
Confi the same as that of Password.
onfirm ) )
Enter the login password again.
Password [Example]
admin@123
Configure Trusted Host
) If this function is enabled, the
Restrict .
account can only log in to the [Example]
Trusted Host ) _ -
) firewall using a specified IP Enable
Login
address (trusted host).
IPv4 Trusted Enter the IPv4 address of a trusted | [Example]
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Item Description Remarks

Host 1 host. 192.168.1.1

IPv6 Trusted Enter the IPv6 address of a trusted | [Example]
Host 1 host. 333:444:0:1:11

(4) Click Save. An administrator account is created.

2.3.4 Changing the Password

1. Modifying the Administrator Password Security Policy

Application Scenario

To ensure the security of an administrator password, the account and password must be modified
periodically. You can set a validity period for a password. After a password expires, the system

forces the user to change the password.

Procedure

(1) Access the Password Policy page.
a Choose System > Admin.

b  Above the operation area, click Password Policy.
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Password Policy >

Password description:

A password must contain at least three character categories,
including uppercase and lowercase letters, digits, and special
characters.

A password cannot contain any Chinese character, space, or full-
width character.

Password length range: 8-15 characters

A password cannot be the same as the username or the username

in reverse order.

Mandatory Password

Change

* Maximum Password 100 Day

Age

(2) Enable Mandatory Password Change.
(3) Set Maximum Password Age.

(4) Click Submit.

Follow-up Procedure

When a password is used for a period of time longer than that limited by the system, the system

forces you to change the administrator password.

2. Changing the Default User Password of the Super Admin

Application Scenario

Upon factory delivery, the default password of the Super Admin account admin is firewall. To

ensure the account security, you must change the default password of the account admin in time.
Procedure

(5) In the title and panel area, click the name of the login user and choose Change Password

from the short-cut menu.

34



Product Cookbook Device Management

Change Password

(6) In the Change Password dialog box, enter the old password, new password, and confirm

password.

Change Password X

* Old Password
* (1) New Password

* Confirm Password

Confirm Cancel

Item Description Remarks
Old Password used by the login You need to obtain the password of the login
Password user. user in advance.

The new password must meet the following

requirements:

New ®

Password after change. Contain 8 to 15 characters.

Password ]
® (Contain at least three types of the

following: uppercase letters, lowercase

letters, digits, and special characters, and
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cannot contain Chinese characters, spaces,

or full-width characters.

® Cannot be the same as the username or

the username in reverse order.

Confirm Password after change that The value of Confirm Password must be the

Password is entered again. same as that of New Password.

(7) Click Confirm.

3. Changing the Password of Administrators Except the Super Admin

Application Scenario

When other administrators forget their passwords or want to change their passwords to improve

the security, the Super Admin can change the password for them.
Procedure
(1) Choose System > Admin.

(2) Select the administrator whose password needs to be changed and click Change Password in

the Operation column.

The Change Password dialog box is displayed.

Change Password )

* Old Password
* (1) New Password

* Confirm Password

Confirm Cancel

(3) Set a new password for the administrator.
The new password must meet the following requirements:
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o Contain 8 to 15 characters.
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o Contain at least three types of the following: uppercase letters, lowercase letters, digits,

and special characters, and cannot contain Chinese characters, spaces, or full-width

characters.

o Cannot be the same as the username or the username in reverse order.

(4) Click Confirm.
2.4 Configuration Backup and Restoration

2.4.1 Exporting the Configuration

Application Scenario

An administrator can use the configuration backup function to manually back up the current

configuration or export the current system configuration file to facilitate subsequent restoration

or batch configuration.

Procedure

(1) Choose System > System Maintenance > Config Backup.

(2) Back up the configuration using either of the following methods:

o Click Export Current Config to download the configuration file.
T2uijie | Z series Firewall © Home  © Monitor @ Network & Object [ Policy | &3 System

I Config Backup

Back Up Config

nt Platform 71 Manually Back Up [?) Export Current Config

[&] Signature Library Upgrade

Restore

Mode 1: Restore from a backup file on the device.

Mode 2: Restore from a local backup file.

running-cfg-20230314110105.tar.gz

o Click Manually Back Up to save the current configuration file to the firewall.
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I Config Backup

Back Up Config

1 Manually Back Up [?] Export Current Config

Restore

Mode 1: Restore from a backup file on the device.

running-cfg-20230314110105.tar.gz
Mode 2: Restore from a local backup file.

2.4.2 Importing the Configuration

Application Scenario

You can import the backup configuration file in the following scenarios to implement quick

restoration and deployment.

e After a device restores from a fault, import the backup configuration file to facilitate quick

restoration and deployment.

e When you deploy a new device in the same network environment, import the configuration

file of another device to implement quick deployment.
Procedure
(1) Choose System > System Maintenance > Config Backup.

(2) In the Restore area, you can restore from a backup file on the device or click Browse to select

a local backup file.
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2.5

I Config Backup
Back Up Config

) Manually Back Up [? Export Current Config

Restore

Maode 1: Restore from a backup file on the device.

running-cfg-20230314110105.tar.gz
Mode 2: Restore from a local backup file.

(3) Click Restore to import the backup configuration to the current device.
Follow-up Procedure

After a configuration file is imported, the device automatically restarts to make the configuration
take effect.

Defaults Restoration

You can perform the defaults restoration operation when you want to delete all configurations of
the device. The Z-S series firewall supports web-based one-click restoration and restoration by

pressing the Reset button.

A\ Caution

The defaults restoration operation clears all the configurations. Before you perform this operation,
back up the configurations in time.

2.5.1 Web-based One-Click Restoration

Application Scenario

When you are unable to operate the hardware directly in the equipment room, you can perform

the defaults restoration operation on the web management page.
Procedure

(4) Choose System > System Maintenance > Defaults Restoration.
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(5) Click Restore Defaults.

I Defaults Restoration

(i) When factory settings are restored, all existing configurations will be deleted. To retain existing configurations, clickExport Current Config first and then restore
factory settings.

Restore Defaults

Follow-up Procedure

The device automatically restarts. After the restart, all configurations of the device are restored to

factory defaults.

2.5.2 Restoration by Pressing the Reset Button

Application Scenario

When you can maintain the device in the equipment room, press the Reset button on the device

to restore factory defaults.
Procedure
Press and hold the Reset button on the device (for over 5s). The Reset button is located on the

front panel of the device, as shown in_Figure 2-4.

Figure 2-4 Reset Button on the Front Panel

O E D e e s ] ) i ) 5

Follow-up Procedure

The device automatically restarts. After the restart, all configurations of the device are restored to

factory defaults.

U Note

The Reset button provides the following functions:
® Device restart: Press and hold for less than 3s.
® Defaults restoration: Press and hold for over 5s.

Both of the preceding two operations will initiate one-click collection. After the restart, you can
log in to the web management page and choose System > Fault Diagnosis > One-Click
Collection to download the device status information.
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2.6 Password Restoration

Application Scenario

When the administrator forgets the login password, you can restore the current password to the

default password.
Procedure

(1) Access the User Login page of the web management platform.

Ruwe £ Series Firewall

User Login

have read and agree toTerms and Conditions &

User Data Processing Policy

fa Customer Service Center Forgot Password?

(2) Click Forgot Password?.

(3) Perform the operation as instructed on the page.
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Perform the Following Procedure ®

1. Hold down the Reset button for over 5s.

2. Log in to 192.168.1.200 through port 0/MGMT using the default account and
password: admin and firewall.

3. After login, click Restore Backup File. Then, the system prompts you to restart

the device. After the device restarts, the Web login account and password are

restored to admin and firewall, and the other configurations are retained. Please

note that you need to use the original port and IP address for login.

a

Hold down the Reset button for over 5s until the device is restored to the factory mode.

b Connect the management PC to port 0/MGMT on the device panel through a network

cable and set the IP address of the PC to one in the same network segment as that of port
0/MGMT (default address: 192.168.1.200), such as 192.168.1.201. Log in to
https://192.168.1.200 and enter the default username and password (admin and firewall).

After login, click Restore Backup File. Then, the system prompts you to restart the device.
After the device restarts, the web login account and password are restored to admin and

firewall, and the other configurations are retained.

Restore Backup File

@ Backup files exist on the device. Select a handling method.

© Restore configuration from backup files. Device configuration before reset will be restored. (During restoration, the device will restart.)

Restore factory settings. (Backup files will be cleared.)

Restore Backup Config

Restoring... Refresh the page if it is not responding
for a long time.
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@ Restored successfully.

After the device restarts, use the default
account and password admin and firewall to
log in to the web page.

Confirm and Restart

& Restored successfully.

After the device restarts, use the default
account and password admin and firewall to
log in to the web page.

Confirm and Restart
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@Restart succeeded.
Restart succeeded. Please log in again.
Refresh the page and try again later if the server does
not respond.

Got It

d Log in to the device using the default account and password (admin and firewall) and

change the password as required.
Change Password

To ensure system security, change your password upon login.

* New Password

A password must contain at least three character categories

including uppercase and lowercase letters, digits, and special
characters,

A password cannot contain any Chinese character, space, or
full-width character.

assword length range: 8-15 characters

-3

password cannot be the same as the username or the

* Confirm Password

2.7 SNMP Management

2.7.1 Overview

Simple Network Management Protocol (SNMP) is a protocol used for network monitoring and

management. SNMP allows the network administrators to perform information query, network

44



Product Cookbook Device Management

configuration, fault locating, and capacity planning for nodes on the network for efficient and

batch management of network devices.

The firewall supports basic SNMP functions, allows administrators to manage devices on the
third-party platform using SNMP, and enables devices to actively report alarms to the network

management system (NMS) server.
The firewall supports the following SNMP versions:
e SNMPv1

SNMPv1 is the first officially released SNMP version, which is defined in RFC 1157. SNMPv1
performs authentication based on the community name. The serial management interface

(SMI) and Management Information Base (MIB) of SNMPv1 are simple, with low security.
e SNMPv2c

SNMPv2c is a community-based management architecture, which is defined in RFC 1901.
SNMPv2c is compatible with SNMPv1 and provides two more protocol operations (GetBulk

and Inform) to support more data types and error codes.
e SNMPv3

SNMPv3 defines extended security capabilities and provides the following security features

through data identification and encryption:
o Ensures that data is not tampered during the transmission.
o Ensures that data is sent by a valid data source.

o Encrypts packets to ensure data confidentiality.

2.7.2 Configuring SNMP

(1) Access the SNMP configuration page.

Choose System > System Config > SNMP.
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Ruifie | Z se

O Admin

(2) Enable SNMP.

I SNMP

SNMP Version

/(3 System

Basic Config
SNMP

SNMP Version

SNMP Read-Only

Community String

SNMP Read-Write

Community String
Device Location

Contact Info

Trap Receiver

Trap Receiverl @ Port

Basic Config

SNMP

SNMP Read-Only

Community String

SNMP Read-Write

Community String

Device Location

Contact Info

Type

Device Management

Security ®

Username

(3) Configure parameters for interconnecting the firewall and NMS server.

options are v1/v2c and v3.

Item Description Remarks
The selected version must match
T Version number of SNMP. The that of the NMS server.

[Example]
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Item

Description

Remarks

v3

SNMP Version: v1/v2c

The value must be the same as the
Community name used for read-only community name on the
authentication between the NMS. Otherwise, access from the
SNMP managed device and NMS server. NMS to the device may fail.
Read-Only If the NMS user uses a read-only Characters such as
Community community name for ~1#% A8 +\[{};:"/<>? and spaces
String authentication, the user possesses | 5re not allowed.
the read-only permission to query
. . [Example]
device information.
public
The value must be the same as the
Community name used for read-write community name on the
authentication between the NMS. Otherwise, access from the
SNMP managed device and NMS server. NMS to the device may fail.
Read-Write If the NMS user uses a read-write Characters such as
Community community name for %A\ <> 2 and spaces
String authentication, the user possesses | 5re not allowed.
the read-write permission on
) ) _ [Example]
device configuration.
private

SNMP Version: v3

Security

Username

Username used by the NMS user

to access the managed device.

The value must be the same as that
on the NMS.

Characters such as
T~ H#RA*+\[{};:"/<>? and spaces

are not allowed.

[Example]
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Item

Description

Remarks

userl

Authentication

Algorithm

Authentication algorithm used to
verify the user identity. MD5 and
SHA algorithms are supported.

The value must be the same as that
on the NMS.

[Example]

MD5

Authentication

Password used to verify whether

The value must be the same as the
authentication password configured
on the NMS.

Key the NMS user is valid.
[Example]
authkey
The value must be the same as that

. Encryption algorithm used to on the NMS
Encryption . ’
) encrypt the transmitted data. AES
Algorithm ] [Example]
and DES algorithms are supported.

AES

Encryption Key

Password used to encrypt the

transmitted data.

The value must be the same as the
encryption password configured on
the NMS.

[Example]

prikey

Device

Location

Physical location of the managed
device. This information allows the
administrator to quickly locate a

faulty device.

Contact Info

Contact information of the
maintenance engineer of the
managed device. This information

allows the administrator to easily
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Item Description Remarks

get in touch with the

device-related personnel.

Trap Receiver

Click Create to add a trap receiver.

Destination host address that [Example]

Trap Receiver receives the Trap message. 1112

Number of the port used by the
managed device to send a Trap [Example]
Port message to the destination host. 162

The default value is 162.

The type is TRAP2 in most cases.

Trap type. The options are TRAP,

Example
Type TRAP2, and INFORM. [Example]

TRAP2

The value must be the same as that

. Credential used by the device to on the NMS server
Security ] ) :
report alarm information to the
Username [Example]
NMS server.

userl

(4) Click Save.
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3 License Activation

3.1 Authorization Service Overview

After purchasing a device, you can use basic functions of the device. To use value-added functions
or expand device resources due to service expansion, you can purchase the corresponding
function or resource licenses. License-based authorization can effectively lower costs. You can

import licenses based on actual needs to obtain custom functions.

The device supports four types of licenses: function license, performance license, signature library

license, and testing license. The following table compares the licenses of different types.

Industry Effective License L.
Category . . Description
Attribute | Time Type
1GB The basic forwarding performance
Performanc ] is 3 GB, and forwarding capacity
) Yes Permanent capacity per
e license ) can be expanded to 10 GB by
license ) _ _ _
importing multiple licenses.
® This license upgrades the IPS
signature library of the firewall
to identify and protect against
various types of in-depth
attacks, including vulnerability
Security With a Intrusion attack, overflow attack,
license No validity Prevention database attack, advanced
period (IPS) threat attack, and brute-force
attack.
® Each license provides the
upgrade service of the IPS
signature library of one year.
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Industry Effective License L
Category . . Description
Attribute | Time Type
® This license upgrades the app
identification signature library
to identify Internet
applications and limit and
App control the Internet
identificatio

n (app/URL)

application access of users.

® FEach license provides the
upgrade service of the app
identification signature library

of one year.

Antivirus
(AV)

® This license provides the virus
scan function and upgrades
the AV signature library to
detect viruses in various types
of files transmitted using
HTTPS, HTTP, FTP, SMTP, and
POP3.

® FEach license provides the
upgrade service of the AV

signature library of one year.

Threat
Intelligence
(D)

® Fach license provides the

® This license upgrades the TI
signature library to import
instant and global threat
intelligence information to the
firewall, so that the firewall can
identify and defend against
advanced threats such as
Advanced Persistent Threat
(APT) and mining.

upgrade service of the TI
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Industry Effective

Categor
e Attribute Time

License

Type

Description

signature library of one year.

3.2 Secure Cloud Platform

3.2.1 Overview

As the supporting platform for the Z-S series firewall, the Secure Cloud Platform provides the

following functions: license activation, license change, version upgrade, patch upgrade, and

security signature library upgrade.

3.2.2 Secure Cloud Platform Operations

1. User Registration and Login

(1) Register a user.

& Note

When you register a user, you need to bind the user to a device SN. Ensure that the device SN

exists in the order system (device is normally delivered).

a Enter https://secloud-en.ruijienetworks.com/ in the browser and press Enter.

b Click Sign up to access the registration page.

¢ Enter the required user information to complete registration.
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Prompt

Secure Cloud Platform account is used for device license activation, license
change, and other operations. One account can be bound to multiple devices and
must be kept confidential. If device management personnel change, the account
and password must be transferred accordingly.

Register

* Country or region

* Time Zone

* Accounts

Please register using O&M personnel informaticn of a customer. Do not use a
partner account to activate the license of a customer device.

* Password

* Confirm Password

* Company Name

* Email Address

Telephone Number

* Verification Code

| have read and agree to Terms and ConditionsandPrivacy Policy

(2) Log in to the platform.
Visit https://secloud-en.ruijienetworks.com/ to access the login page.

If the login page is not displayed, click Login in the upper right corner of the home page.

Ruipie Library Upgrade Login || Signup
@ 7o download signature libraries, you must log in first.  Login  Sign up
App Identification Library IPSLibrary  AV-HASH Library  AV-SDK Library URLLibrary ~ Threat Intelligence Library ISP Address Library
Product Type Product Series Model Software Version Reset
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Ru,jié | Secure Cloud Platform

Account login Email login

I have read and agree to Terms and Conditionsand Privacy Policy

Forgot password? | Sign up

(3) Modify personal information.
a Modify the mobile number.

Click the drop-down list box of the login username in the upper right corner of the page and
then click Account Center to view the bound mobile number. Click Change to modify the

mobile number bound to the current user.

54



Product Cookbook

License Activation

R uijie Library Upgrade
Account
Username:test
Telephone Account Cancelation
Telephone

Telephone Number

Email
Email weishuwen@ruijie com cn

Terms and Conditions and Privacy Policy

Privacy Policy

e Time 2023-03-07 10:40:56 Tuesday

Terms and Conditions

Release Time 2023-03-07 10:43:12 Tuesday

b Modify the email address.

Click the drop-down list box of the login username in the upper right corner of

Change Password

Account Center

Message Center

Logout

Change

Change

the page and

then click Account Center to view the bound email address. Click Change to modify the

email address bound to the current user.

I?Ul]le Library Upgrade
Account
Username:test
Telephone Account Cancelation
Telephone

Telephone Number.

Email
Emailweishuwen@ruijie.com.cn

¢ Change the password.

Change Password

Account Center

Message Center

Logout

Change

Click the drop-down list box of the login username in the upper right corner of the page and

then click Change Password to change the login password of the current user.
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R uy’i—e Library Upgrade

Account Change Password

Usemame:test Account Center
Telephons Account Cancelation
Message Center

Logout

Telephone

Telephone Number

Change

2. App Identification Signature Library Upgrade

Prerequisites

The App Identification license has been activated for the firewall and the license is within the

validity period.

Procedure

e Offline upgrade

(1) Download a version file for the app identification signature library.

a Log in to the Secure Cloud Platform using an account with permission on the Signature

Library Upgrade menu.

b Choose Signature Library Upgrade > App Identification Library, find the applicable

version, and click Download in the Operation column to download the upgrade file to

the local device.

RU]}'Té Library Upgrade

IPS Library AV-HASH Library AV-SDK Library URL Library Threat Intelligence Library ISP Address Library
Product Type Product Series Model Software Version Reset

No. File Name Version Number VE‘SiO‘i‘O[‘:ESUip[ Model Soﬂwa\: Versio Release Date File Size (MB) MD5 Operation
1 app_signature__ 20230228.0922 ss-app-full 202 Universal 2023-02-28 077 27e2a4bf56fd8
2 app_signature_ 20230302 Iyf-app-full:202 Z5100-test NGFW_NTOS 2022-12-31 358 46 dad9aleafelb. + Download
3 app_signature_. 20230303 Iyf-app-full:202 Z5100-test NGFW_NTOS .. 2022-12-31 358.46 dad9aleafelb.. + Dewnload
4 app_signature__ 20220807 1404 Iyf-app-ful-202 Universal 2022-12-01 077 651ad40cd19a + Download
5 app_signature_ 202208101104  lyf-app-ful 202 Universal 2022-08-10 042 3633948d57de L Download
6 app_signature_ 20220711.1629 hjgtest-app: 2. Universal 2022-07-11 0.40 1cbcbees?240 4 Download
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(2) After the version file is downloaded, choose System > Signature Library Upgrade on the

firewall to upgrade the app identification signature library in offline mode (local upgrade).

1 Signature Library Upgrade

Enable Auto Upgrade

Signature Library Type

Uparade all signature bibearies onfine simultanecusly,

App Identific

tocal Upgrado [l systemversionRoliback Local Upgrade E

e® Online upgrade

& Note

The firewall must be connected to the Internet.

® When the current version information about the app identification signature library of the
firewall exists on the cloud platform and a new version is available, online upgrade of the app
identification signature library can be performed on the firewall.

Ru.yle Library Upgrade test »
App ldentification Library IPS Library AV-HASH Library AV-SDK Library URL Library Threat Intelligence Library ISP Address Library
Product Type Product Series Model Software Version Reset
N File N Version Numb, Version Descript Model Software Versio Rel Dat File Size (MB MDS o ’
o. ile Name fersion Number on odel . elease Date ile Size (MB) New version OPeration
1 app_signature__ 20230228.0922 ss-app-full:202 Universal 2023-02-28 077 27e2a4bf55fd8 4 Download
2 app_signature_ 20230302 lyf-app-full- 202 Z5100-test NGFW_NTOS 2022-12-31 358 48 dad9ateafelb 4 Download
3 app_signature__ 20230303 lyf-app-full:202 Z5100-test NGFW _NTOS 2022-12-31 358.46 daddateafelb... .+ Download
Original version
4 app_signature_ 20220807 1404 lyFapp-full:202 Universal 2022-12-01 077 651ad40cd19a 4 Download
5 app_signature_ 20220810.1104  lyf-app-full:202 Universal 2022-08-10 042 3633948d57de 4 Download
6  app_signature_ 202207111629 hjqtest-app: 2 Universal 2022-07-11 0.40 1c5c6eee240 & Download
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Choose System > Signature Library Upgrade on the firewall, find App Identification
Signature Library, and upgrade the app identification signature library in online mode.

1 Signature Library Upgrade

Enable Auto Upgrade

Signature Library Type

[:' Local Upgrade system.versionRoliback Local Upgrade

Local Upgrade systemersionRollback Local Upgrade i

3. IPS Signature Library Upgrade

Prerequisites

The Intrusion Prevention (IPS) license has been activated for the firewall and the license is within

the validity period.

Procedure

e Offline upgrade

(1) Download a version file for the IPS signature library.

a Log in to the Secure Cloud Platform using an account with permission on the Signature

Library Upgrade menu.

b Choose Signature Library Upgrade > IPS Library, find the applicable version, and click

Download in the Operation column to download the upgrade file to the local device.
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]'_\’Utjle Library Upgrade test «
App Identification Library AV-HASH Library AV-SDK Library URL Library Threat Intelligence Library ISP Address Library
Product Type Product Series Model Software Version Reset
Version Descript Software Versio
No. File Name Version Number . Model Release Date File Size (MB) MD5 Operation
ion n
1 ips_full_sign_v2 202212141801 lyf-ips:20221214  Z3200,25100,Z Universal 2022-12-14 07 a0ed78e89696 + Download
2 ips_full_sign_v2... 20221207.1442 lyfips:20221207  Z3200,Z5100,Z... Universal 2022-12-07 0.70 5d4df171b1a0. 4+ Download
3 IPS-test_20220 20220929.1013 lyf-ips:20221205  Z3200,Z5100,Z NGFW_NTOS 2022-09-19 1372 13e0bad65943 + Download

(2) After the version file is downloaded, choose System > Signature Library Upgrade on the

firewall to upgrade the IPS signature library in offline mode (local upgrade).

1 signature Library Upgrade

Enable Auto Upgrade

Signature Library Type

e v

1SP Address Library Treat Intelligence Signature Libray

E

e Online upgrade

@ Note

The firewall must be connected to the Internet.

® \When the current version information about the signature library of the firewall exists on the
cloud platform and a new version is available, online upgrade of the IPS signature library can

be performed on the firewall.
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I_\’Uljle Library Upgrade test v
App Identification Library PS Library AV-HASH Library AV-SDK Library URL Library Threat Intelligence Library ISP Address Library
Product Type Product Series Model Software Version Reset
i R Version Descript Software Versio . .
No. File Name Version Number B Model Release Date File Size (MB) MD5 Operation
en " New version
1 ips_full_sign_v2 20221214 1801 lyf-ips20221214  Z3200,25100,Z Universal 2022-12-14 071 a0e478e89696 4 Download
2 ips_full_sign_v2 20221207 1442 lyf-ips'20221207  23200,25100,Z Universal 2022-12-07 0.70 5d4df171b1al L Download
QOriginal versian
3 IPS-test 20220 20220929.1013 lyf-ips:20221205  Z3200,Z5100,Z. NGFW_NTOS ... 2022-09-19 1372 13e0bed65943 L+ Download |

Choose System > Signature Library Upgrade on the firewall, find Intrusion Prevention

Signature Library, and upgrade the IPS signature library in online mode.

Signature Library Type

(Upgrade all signature libraries online simultancously)

App Identification Signature Library Virus Protection Signature Library (Deep Scan) Virus Protection Signature Library (Quick Scan)

Local Upgrade system.versionRollback Local Upgrade
Intrusion Prevention Signature Library ISP Address Library Threat Intelligence Signature Library

: Local Upgrade system.versionRollback Local Upgrade

4. Virus Protection (Quick Scan) Signature Library Upgrade

Prerequisites

The Antivirus (AV) license has been activated for the firewall and the license is within the validity

period.

Procedure

e Offline upgrade

(1) Download the version file for the AV-HASH library.

a Log in to the Secure Cloud Platform using an account with permission on the Signature

Library Upgrade menu.
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b Choose Signature Library Upgrade > AV-HASH Library, find the applicable version, and

click Download in the Operation column to download the upgrade file to the local

device.

Ruijie

Library Upgrade

App Identification Library

Product Type Product Series

Version Descrip

No. File Name Version Number

tion

1 hash_20230314 202303141350 hash_2023031

2 hash_20230309 20230309.1428 hash_2023030

3 hash_20230309 20230309.0218 hash_2023030

4 hash_20230308... 202303081406  hash_2023030.

AV-SDK Library URL Library

Model

Software Versio

Model
n
Z5100,25100- Universal
Z5100,Z5100- Universal
Z5100,Z5100- Universal
Z5100,Z5100-... Universal

Threat Intelligence Library

Release Date

2023-03-14

2023-03-09

2023-03-09

2023-03-08

Software Version

File Size (MB)

1139

172

176

174

ISP Address Library

Reset
MD5 Operation
bB8d30054b71 L Download
414caB9%4208 + Download
a3e83947d1d2 + Download
de071b57a86b... 4 Download

(2) After the version file is downloaded, choose System > Signature Library Upgrade on the

firewall, find Virus Protection Signature Library (Quick Scan), and click Local Upgrade to

perform offline upgrade.

Signature Library Type

(Upgrade all signature libraries online simultaneously)

App Identification Signature Library

2171245

to obtain the latest versior

Local Upgrade systemversionRollback

Intrusion Prevention Signature Library

Local Upgrade systemversionRollback

® Online upgrade

Virus Protection Signature Library (Deep Scan)

ISP Address Library

e to obtain the latest version.

Local Upgrade

Virus Protection Signature Library (Quick Scan)

Local Upgrade

Threat Intelligence Signature Library

Note

The firewall must be connected to the Internet.

® When the current version information about the signature library of the firewall exists on the

cloud platform and a new version is available, online upgrade of the AV-HASH library can be

performed on the firewall.
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Choose System > Signature Library Upgrade on the firewall, find Virus Protection Signature
Library (Quick Scan), and click Online Upgrade to perform online upgrade.

1 Signature Library Upgrade
Enable Auto Upgrade

Signature Libraryfl Select

Signature Library Type

e ==

e Lot e

5. Virus Protection (Deep Scan) Signature Library Upgrade

Prerequisites

The Antivirus (AV) license has been activated for the firewall and the license is within the validity

period.

Procedure

e Offline upgrade

(1) Download the version file for the AV-SDK library.

a Login to the Secure Cloud Platform using an account with permission on the Signature

Library Upgrade menu.

b Choose Signature Library Upgrade > AV-SDK Library, find the applicable version, and
click Download in the Operation column to download the upgrade file to the local

device.
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R Uljl—é Library Upgrade

App Identification Library IPS Library AV-HASH Library AV-SDK Library URL Library Threat Intelligence Library ISP Address Library
Product Type Product Series Model Software Version Reset
i ) Version Descrip Software Versio o )
No. File Name Version Number " Madel Release Date File Size (MB) MD5 Operation
ion n

1 sdk_20230314.... 20230314.1355  sdk 20230314 Z5100,25100-... Universal 2023-03-14 36.05 b936529¢0918... L Download
2 sdk_20230309. 202303091413 sdk_20230309 25100,25100- Universal 2023-03-09 3598 BbccDaa7bh330 L+ Download
3 sdk_20230309. 20230309.0203  sdk_ 20230309 25100,25100- Universal 2023-03-09 3598 37922a28bcbe + Download
4 sdk_20230308..... 20230308.1351 sdk_20230308. Z5100,25100-... Universal 2023-03-08 3598 91fc76678aaff.. L+ Download

(2) After the version file is downloaded, choose System > Signature Library Upgrade on the
firewall, find Virus Protection Signature Library (Deep Scan), and click Local Upgrade to

perform offline upgrade.

Signature Library Type

(Upgrade all signature libraries online simultaneously)

App Identification Signature Library Virus Protection Signature Library (Deep Scan) Virus Protection Signature Library (Quick Scan)

2171245

to obtain the latest versior

Local Upgrade system.versionRollback Local Upgrade

Intrusion Prevention Signature Library ISP Address Library Threat Intelligence Signature Library

18
¢ 11:53:03

the latest versio

Local Upgrade system.versionRollback Local Upgrade

® Online upgrade

W Note

The firewall must be connected to the Internet.

® When the current version information about the signature library of the firewall exists on the
cloud platform and a new version is available, online upgrade of the AV-SDK library can be
performed on the firewall.

Choose System > Signature Library Upgrade on the firewall, find Virus Protection Signature

Library (Deep Scan), and click Online Upgrade to perform online upgrade.
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Signature Library Type

(Upgrade all signature libraries online simultaneously)

App ldentification Signature Library Wirus Protection Signature Library (Deep Scan)

to obtain the latest version

n State:Activated

Local Upgrade system.versionRollback E

6. ISP Address Library Upgrade

Procedure
e Offline upgrade
(1) Download a version file for the ISP address library.

a Log in to the Secure Cloud Platform using an account with permission on the Signature

Library Upgrade menu.

b Choose Signature Library Upgrade > ISP Address Library, find the applicable version,
and click Download in the Operation column to download the upgrade file to the local

device.

I_\,Uy”-é Library Upgrade

App Identification Library IPS Library AV-HASH Library AV-SDK Library URL Library Threat Intelligence Library ISP Address Library
Product Type Product Series Model Software Version Reset
. . Version Descript Software Versio . )
No. File Name Version Number ~ Model Release Date File Size (MB) MD5 Operation
ion n
1 isp_202212021 20221202 1005 isp_20221202 Z5100,75100- Universal 2022-12-02 0.01 6a2e2877bB8c. L Download
2 isp_202210301 20221030.1000 isp_20221030 Z5100,25100- Universal 2022-10-30 0.01 0ABAFBEF14A L Download

(2) After the version file is downloaded, choose System > Signature Library Upgrade on the
firewall, find ISP Address Library, and click Local Upgrade to upload the upgrade file for the
upgrade.
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Signature Library Type

(Upgrade all signature libraries online simultaneously.)

App Identification Signature Library Virus Protection Signature Library (Deep Scan)

Current Version:20230217.1245 Current Version:-

Last Upgrade Time:- Last Upgrade Time:-

Latest Version:Unable to obtain the latest version. Latest Version:Unable to obtain the latest version.

Version State- Version State:

Activation State Activated virus protection signature libr

Local Upgrade system.versionRollback B

Intrusion Prevention Signature Library

Current Version:20221026.1141 Current Version:20221202.1005

Last Upgrade Time:2023-03-13 11:53:03 Last Upgrade Time:-

Latest Version:Unable to obtain the latest version. Latest Version:Unable to obtain the latest version.
Version State:- Version State:-

Activation StateActivated

Local Upgrade system.versionRollback

® Online upgrade

0 Note
® The firewall must be connected to the Internet.

® When the current version information about the signature library of the firewall exists on the
cloud platform and a new version is available, online upgrade of the ISP address library can
be performed on the firewall.

Choose System > Signature Library Upgrade on the firewall, find ISP Address Library, and
click Online Upgrade to perform online upgrade.

Signature Library Type

(Upgrade all signature libraries online simultaneously)

App ldentification Signature Library Virus Protection Signature Library (Deep Scan)

Current Version:20.

0217.1245 Current Version:-
Last Upgrade Time:- Last Upgrade Time:-

Latest Vers

n:Unable to obtain the |atest version Latest Version:Unable to obtain the latest version.

Version State:- \ersion Stater

Activation State:Activated

function is n

Local Upgrade system.versionRollback 4

virus protection signature library f

Intrusion Prevention Signature Library ISP Address Library

Current Version 1026.1141 Current Version:20221202.1005

Last Upgrade Time:2023-03-13 11:53:03 Last Upgrade Time:-

Latest Version:Unable to obtain the latest version Latest Version:Unable to obtain the latest version.
Version State:- Wersion State:-

Activation StateAcf

Local Upgrade system.versionRollback Local Upgrade
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7. Threat Intelligence Library Upgrade

Prerequisites

The Threat Intelligence (TI) license has been activated for the firewall and the license is within the

validity period.

Procedure

e Offline upgrade

(1) Download a version file for the threat intelligence library.

a Login to the Secure Cloud Platform using an account with permission on the Signature

Library Upgrade menu.

b Choose Signature Library Upgrade > Threat Intelligence Library, find the applicable

version, and click Download in the Operation column to download the upgrade file to

the local device.

RUJ:TI-é Library Upgrade

App Identification Library IPS Library AV-HASH Library AV-SDK Library URL Library ISP Address Library
Product Type Product Series Model Software Version Reset
~ . Version Descrip Software Versio I .
No. File Name Version Number . Model Release Date File Size (MB) MD5 Operation
ion n
1 1i_20230308.16 20230308.1608 1i_20230308.1 Z5100,75100- Universal 2023-03-08 14.62 46810b5a0424 4 Download
2 1i_20230307.16.. 20230307.1604  ti_20230307.1... Z£5100,25100-... Universal 2023-03-07 14.42 d901b8b2afs0... 4 Download
3 i_20230306.16 202303061602  ti_20230306.1 25100,Z5100- Universal 2023-03-06 1453 c35ff98822b87 <+ Download

(2) After the version file is downloaded, choose System > Signature Library Upgrade on the
firewall, find Threat Intelligence Signature Library, and click Local Upgrade to upload the
upgrade file for the upgrade.
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1 Signature Library Upgrade

Enable Auto Upgrade

usion Prevention Signature Library ISP Address Library

s | oo | E

e Online upgrade

& Note

The firewall must be connected to the Internet.

® When the current version information about the signature library of the firewall exists on the
cloud platform and a new version is available, online upgrade of the threat intelligence
library can be performed on the firewall.

Choose System > Signature Library Upgrade on the firewall, find Threat Intelligence
Signature Library, and click Online Upgrade to perform online upgrade.

1 Signature Library Upgrade

Enable Auto Upgrade

B Sionature Ub

e

[ ooty E
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8. System Upgrade

e Offline upgrade
(1) Download a device version.
a Confirm that the user possesses permission on the Version Upgrade menu.

b Log in to the platform using an account with the desired permission, choose Version

Upgrade > Version Info, find the applicable version, and download the version file.

Ruiie version Upgrace tost -
|;| e
;]
oduct Type Product Series Mode! Software Versio Reset
Appilcable

No. File Name Version Number Release Date Fils Size (MB) MDS Applicable Model Hardwars Version N ) Version Description Opsration

F NT 4
F :
F TS 2

E 1 GEBTS al
T-005.E TEST 1 o al e
E 21 B

(2) After the version upgrade file is downloaded, choose System > System Maintenance >
System Upgrade on the firewall, upload the upgrade file, and perform offline upgrade (local
upgrade) of the device system version.

I System Upgrade

@ You can perform an up;

On the platform, acces! n page and download the latest

system upgrade file. Tr during the upgrade process. Othes

Note: The file nam erify that the targ

Version Info
Current Version NGFW_NTOS 1.0RS, Release(03151320)

Version Rollback You can roll back toNG|

Online Upgrade

Recommended Version

Local Upgrade

import CEE  Upgrade Now

e Online upgrade
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& Note

® The firewall must be connected to the Internet.
® When the current version information about the firewall exists on the cloud platform and a
new version is available, online upgrade of the device system can be performed on the

firewall.

Ruifie

File Size (MB) MD5 Applicable Model  Hardware Version

Choose System > System Maintenance > System Upgrade and click Upgrade Now to

perform online upgrade.

I System Upgrade

9. Patch Installation

When a patch in the system is not installed, an alarm is displayed on the home page. When more

than 20 patch packages need to be installed, you are advised to upgrade the software version.
e Online patch installation

a Log in to the firewall and choose System > System Maintenance > Patch Installation.
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b  Enable Online Upgrade. The system automatically installs the patch packages.

/\ Caution

Online upgrade is successful only when the firewall can properly communicate with the Ruijie
cloud platform.

I Patch Installation

(D) You can perform an upgrade online or visit Ruijie Secure Cloud Platform at https://secloud.ruijie.com.cn On the platform, access the Version Upgrade page and download
the latest patch file. Then, install the patch locally to complete the upgrade. Do not close or refresh this page during the upgrade process. Otherwise, the upgrade may fail.
Note: The file name cannot contain any Chinese or full-width character. Before the upgrade, verify that the target version matches the device model.

Online Upgrade (New patches will be installed at the specific time point. Some patches do not support automatic upgrade and require manual upgrade.)
Patch Info Sync Daily 05 Hour | 37 Minute

Auto Upgrade DA&a this function is enabled, new patches that support automatic upgrade are automatically installed.)

Local Upgrade

Download Download Link:https://secloud.ruijie.com.cn

Import Browse

G Refresh

Descript
No. Patch Name system_upgradeType Release Date jon H Source Status Installation Time

e Offline patch installation

a Log in to the Ruijie Secure Cloud Platform, choose Version Upgrade > Patch Info, and

download the latest patch upgrade file to the local device.

Ruifie Version Upgrade e test +

Release Dot Applicable Softwars
No. File Name Version Number Update Time File Size [MB) MD5 Applicable Model Version De

¢ Login to the firewall and choose System > System Maintenance > Patch Installation.

d Inthe Local Upgrade area, click Browse and select a patch file.

70



Product Cookbook License Activation

I Patch Installation

(D) You can perform an upgrade online or visit Ruijie Secure Cloud Platform at https://secloud.rujjie.com.cn On the platform, access the Version Upgrade page and
download the latest patch file. Then, install the patch locally to complete the upgrade. Do not close or refresh this page during the upgrade process. Otherwise, the
upgrade may fail. Note: The file name cannot contain any Chinese or full-width character. Before the upgrade, verify that the target version matches the device model.

Online Upgrade (New patches will be installed at the specific time point. Some patches do not support automatic upgrade and require manual upgrade.)
Patch Info Sync Daily 05 Hour 37 Minute

Auto Upgrade (After this function is enabled, new patches that support automatic upgrade are automatically installed.)

Local Upgrade
Download Download Link:https://secloud.ruijie.com.cn
Import
& Refresh

Descript

No. Patch Name system.upgradeType Release Date ion Source Status Installation Time

e Click Upgrade to start system upgrade.

& Note

Device restart is not required after successful hot patch installation, but is required for successful
cold patch installation. You need to select whether to restart the device based on actual needs.

10. License Activation

® License binding
(1) Confirm that the user possesses permission on the Device Authorization menu.

(2) Log in to the platform using an account with the desired permission, and choose Device
Authorization > Activate License. In the License Generation dialog box, bind licenses using

one of the following methods:
o Manually add the device SN and license code.

Select Manual Input, enter the device SN and license code, and click Generate License

File.
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License Generation

o Batch import device SNs and license codes.

Select Batch Import, download a template, enter the device SNs and license codes in the

template in the correct format, upload the file, and click Generate License File.

License Generation

° w ST O s Activate the

Manual Input of Batch import

Dewnload Template

e Offline activation

(1) Log in to the Secure Cloud Platform, bind the device SN to the license code, find the desired
item in the license list on the Device Authorization, and click Download to download the

license file.
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Ruifie Device Authorization

Device Authorization

O Activate License

License List
9 Add Davice & Batch Download Lic
License  License Typ License Change Ti
No Device SN License Code License Name . License Validity Period  Activation Time License Status Operation
tatus . me
RGWALL 1 Not ex ) . i §
) Term license 2 3-202.03-12  202303-13 163408 _
G-WALL 1600-Z3200-S-AP  Nol exp
Term license: 20200312 2023-03-13 163406 Dounloa
P g
1 c
3494
WAL 16 51PS  Notex ~
Term license: 0240312 202310313 16:34 Downloa
LIS g
RG-WAI 0SUR  Notexp ., .
‘ ) Term license: 20040312 20230313 163406 Downloa
RGWALL 1 Not o o ;
) Term license: 20240312 2 3 16:3406 Downloa
RGWALL P Notes . 5
) Term license: 20240312 2 316:3406 Downl

(2) On the firewall, choose System > System Config > Authorization Management and click
Activate Manually to upload the license file for offline license activation. For details, see 3.2.3

2. Manual Activation.

Ruijie @ Home @ Moritol @ Pol @ System

I Authorization Management

License Config

fore activating a device, register on and log in to Rujie Secure Cloud Platform athttps://secloud m.cn. On the platform, access the Device Authorization page, and generate alicense file. The
account of this platform is used for activating and changing device licenses andmust be kept confider
2. Select an activation mode based on device connection status.For threat intelligence, only online activation is supported.

Authorization Mansgement Activate Online You can choose to perform manual activation
Activate Now
Bl Signature Library Upgrade Device SN:MACC932672666 Copy
License Info How to Obtain License

1 Performance License
3G/36

Available Performance:3G(Basic Performance:1G +Added New Performance:2G; performance to Be Added:0G
[ SSLVPN License

Max. Concurrent License Sessions25(25 concurrent free license sessions + 0 concurrent purchased license sessions)
&1 Security Capability License

No. Security Capability Name Description License Type Status

(Expiry Time:2024-03-

) It provides upgrade services for app id
1 App Identification (APP) : - ormal License ]
entification signature libraries.

. . It provides upgrade services for IPS sig . (Expiry Time:2024-03-
2 Intrusion Prevention (IPS) )
nature libraries. o7)

® Online activation

After the firewall is connected to the Internet, choose System > System Config > Authorization
Management on the firewall to perform online activation directly. For details, see 3.2.3 1.

Automatic Activation.
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Ruijie | Z seres O Home @ Monito 0 9. Object [ Policy &3 System @ o i
Netwo ery Network Mgmt  Quick Onboarding Policy Wizard istomer Service di
I Authorization Management
License Config
rm athttps://secloud1.ruijie.com.cn. On the platform, access the Davice Authorization page, and generate a license file. The
must be kept confidential.)
usFor threat intelligence, only online activation is supported.
Activate Online You ¢an choose to perform manual activation.
| Activate Now | Activate Manually
Device SN:MACC932672666  Copy
License Info How to Obtain License
B Performance License
3G/36

Available Performance:3G(Basic Performance:1G+Added New Performance:2G Performance to Be Added:0G

[ SSL VPN License

3.2.3 License Activation Methods

Two license activation methods are available: automatic activation and manual activation.

A\ Caution

The threat intelligence function supports online activation only.

1. Automatic Activation

Application Scenario

When the device is connected to the Internet, you can use the automatic activation method to

perform online activation in real time.
Prerequisites

e Automatic activation is supported only when the license code is within the validity period. If
the license code has expired (obtaining the validity period in the license file), contact the

technical support personnel.

e Before license activation, log in to the Secure Cloud Platform
(https://secloud-en.ruijienetworks.com/), choose Device Authorization > Activate License,

and generate a license file.
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@ Once a license file is generated, the validity period begins. Activate the license on the device as soon as possible

3 |0 wmanuaiinput Batch Import

NO.1 * Device SN

* License Code (@ Add License Code

@ Add Device SN and License Code I 5

6 l Generate License File Cancel

Procedure

(1) Choose System > System Config > Authorization Management.

(2) Click Activate Now.

Ruipie | £s £33 System
I Authorization Management

License Config

se ore activ Ew‘q a device, veg\ster onand \ug into m < Seeure
of this platfor: ed for activating and c} g dev

nse: st be kept confidential.)
2 seectan actetion mode based on de ice connect cwstatusf:rthmatunelllgen:e anly online activation is supported.

Authorization Management Activate Online

Activate Now Activate Manually

Device SN:MACC932672666 Copy

License Info

E Performance License

You can choose to perform manual activation.

License Activation

ud Plaform ofitpeyfsecous e com.n. On theplatorm, acces the Devie Authoriztion page. and generateaicense fle The

How to Obtain License

3G/36

Available Performance:3G(Basic Performance:1G +Added New Performance:2G Performance to Be Added:0G
1 SSLVPN License

Max. Concurrent License Sessions25(25 concurrent free license sessions + 0 concurrent purchased license sessions)

O Note

NTOS1.0R1P1 and later versions support automatic license activation after the device is
connected to the Internet. After the device SN and license code are bound on the cloud platform,

you do not need to click Activate Now on the device.

2. Manual Activation

Application Scenario
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When the device is not connected to the Internet, you can use the manual activation method to

manually upload a license file for activation.
Prerequisites

You have performed the following operations: Log in to the Secure Cloud Platform, and choose
Device Authorization from the main menu. On the page that is displayed, click Activate License,

and generate a license file.

License Generation

@ Once alicense file is generated, the validity period begins. Activate the license on the device as soon as possible

3 Jo Manual input Batch Import

NO1

“ License Code @ Add License Code

(® Add Device SN and License Code I 5

Procedure
(1) Choose System > System Config > Authorization Management.
(2) Click Activate Manually.

The Manual License Activation Procedure page is displayed.
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3.3

Manual License Activation Procedure @

1. Obtain Device Info

Click Copy to obtain the device SN and use it on the cloud platform to generate a license file.

Device SN:MACC93 Copy

2. Export License File

Visit Ruijie Secure Cloud Platform athttps://secloud1.ruijie.com.cnOn the platform, access the Device
Authorization page, and click Activate License. Then, enter the device SN obtained in step 1 and the license code
you have purchased, and export the license file.

Ruijie Secure Cloud Platform

3. Import License File

Import the license file obtained in step 2 and click Activate to complete the authorization.

Upload Browse

Disable

(3) Copy the device SN and log in to the Ruijie Secure Cloud Platform to export the license file.
(4) Click Browse to upload the license file.

(5) Click Activate to activate the license.

Follow-up Procedure

After license activation, the page displays the activation status of the license.

Precautions for License Activation

Before using the license activation function, pay attention to the following points:

® After license activation, ensure that DNS is correctly configured for the firewall and the firewall

is connected to the Internet all the time.

e Before license activation, log in to the Ruijie Secure Cloud Platform
(https://secloud-en.ruijienetworks.com), choose Device Authorization > Activate License,
and generate a license file. (The account of the Secure Cloud Platform is used to activate and

change the license. Keep the account safe.)
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Register a cloud
platform user

l

Generate a

license
l The cloud platform automatically generates an
industry license.

Activate the Signature library and performance licenses can

license be generated after the device SN and license
‘Acodear:added on the cloud platform.
Online activation Offline activation

Log in to the firewall, click Activate Manually on
the Authorization Management page, and
import the license file to complete device
authorization.

Log in to the firewall and click Activate Now
on the Authorization Management page to
complete device authorization.

e Automatic activation is supported only when the license code is within the validity period. If

the license code has expired (obtaining the validity period in the license file), contact the

technical support personnel.
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4

4.1

Signature Library Upgrade

Some security defense functions of the firewall need to filter data packets based on the signatures
contained in the signature libraries. Periodical signature library upgrade enables the firewall to
classify and detect data flows based on the latest features of programs and threats that are
updated continuously, so that the firewall can identify and defend against various types of attacks
to protect internal networks. You are advised to upgrade signature libraries periodically. An
upgraded signature library takes effect in security policies immediately, without the need for

software upgrade or firewall configuration modification.

All signature library versions become valid only after they are released on the cloud platform. The

cloud platform is associated with the order shipping system for you to add device SNs.

Configuring Automatic Upgrade

Application Scenario

The system automatically downloads or updates the latest signature library versions from the
cloud based on the specified schedule. Automatic upgrade eliminates the need for human

intervention and improves the operation efficiency.

Procedure

(1) Choose System > Signature Library Upgrade.

I Signature Library Upgrade

Enable Auto Upgrade

(] ] [ ] ] ]
Signature Library Type
i s ﬁ

The system displays information about the current signature libraries:
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4.2

e Last Upgrade Time: displays the last time when a signature library is upgraded.

® Latest Version: displays the latest version information and functions and instructs you to

upgrade a signature library.

(2) In the Enable Auto Upgrade area, configure an automatic upgrade policy for signature

libraries.

The system automatically downloads or updates the latest signature library versions from the

cloud based on the specified schedule.

% Policy

@ System

I Signature Library Upgrade

Enable Auto Upgrade

Upgrade TimeDaily 6 Hour 4 Minute

nature Library Virus Protection Signature Library (Deep Scan) Virus Protection Signature Library (Quick Scan) Intrusion Prevention Signature Library
Threat Intelligence Signature Library

App Identification
ISP Address Libra

a Set the time for automatic upgrade.
You are advised to configure an off-peak period.
b  Select the type of signature library to be upgraded.

(3) Click Save.

Local Manual Upgrade

Application Scenario

When the device cannot connect to the Internet or the version server, the system cannot
automatically detect whether latest signature library versions are available. In this case, you can

complete upgrade in offline manual mode.
Procedure

(1) Choose System > Signature Library Upgrade.
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Signature Library Upgrade

The system displays information about the current signature libraries:

(2)

I Signature Library Upgrade

Enable Auto Upgrade

Signature Library Type

Upgrade all signaturs libraties sriine simubanscushy

App Ientificstion Signature Library Vieus Protectian Signature Library (Deep Scan)

Local Upgrade systemversionRslbsack

ssion Prewention Signature Library ISP Address Library

Virus Proteetion Signature Library (Quick Scan)

Local Upgrade

Threat Intelligence Signature Library

Last Upgrade Time: displays the last time when a signature library is upgraded.

Latest Version: displays the latest version information and functions and instructs you to

b

upgrade a signature library.

Perform local manual upgrade.

a Inthe area of a signature library to be upgraded, click Local Upgrade.

Signature Library Type

(Upgrade all signature libraries online simultaneously)

App |dentification Signature Library

Current Version:20230217 1245

Last Upgrade Time:-
Latest Version:Unable to obtain the |atest version

Version State:-

Activation State:Activated

Local Upgrade system.versionRollback

Intrusion Prevention Signature Library

Current Version:20221026.1141

Last Upgrade Time:2023-03-13 11:53:03

Latest Version:Unable to obtain the |atest version
Version State:-

Activation State:Activated

Local Upgrade system.versionRollback

to download the signature library upgrade file from the Secure Cloud Platform.

Virus Protection Signature Library (Deep Scan)

Current Version:-
Last Upgrade Time:-
Latest Version:Unable to obtain the latest version

Version State:

ISP Address Library

Current Version:20221202.1005
Last Upgrade Time:-
Latest Version:Unable to obtain the latest version

Version State:-

Local Upgrade

(Optional) If no upgrade file is obtained in advance, click the link next to Download Link
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Local Upgrade )

@ You can visit Ruijie Secure Cloud Platform at https://SeCloud1.ruijie.com.cn.On the platform, access the Signature Library Upgrade
page and download the latest upgrade file. Then, perform the upgrade locally. Do not close or refresh this page during the upgrade
process. Otherwise, the upgrade may fail. Note: The file name cannot contain any Chinese or full-width character. Before the upgrade,
verify that the target version matches the device model.

Download | Download Link:https://secloud1.ruijie.com.cn I

Import Browse

Upgrade Now Disable

¢ Click Browse to import the upgrade file.

d Click Upgrade Now.

4.3 Online Automatic Upgrade

Application Scenario

When the device is connected to the network and can properly communicate with the version
server, if the system automatically detects that latest signature library versions are available, you

can complete the upgrade in online automatic mode.

Procedure

(1) Choose System > Signature Library Upgrade.

1 Signature Library Upgrade

Enable Auto Upgrade

Local Upgrade systemuversionRollback Local Upgrade
e i
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Signature Library Upgrade

The system displays information about the current signature libraries:

e Last Upgrade Time: displays the last time when a signature library is upgraded.

e Latest Version: displays the latest version information and functions and instructs you to

upgrade a signature library.

(2) In the area of a signature library to be upgraded, click Online Upgrade.

Signature Library Type

(Upgrade all signature libraries online simultancously)

App Identification Signature Library

Current Ve

0217.1245
Last Upgrade Time:-

Latest Inable to obtain the latest version

Version State:-

Activation State-Activated

E | [

Intrusion Prevention Signature Library

Activation StateActivated

Local Upgrade system.versionRollback

Virus Protection Signature Library (Deep Scan)

Last Upgrade Time:-
Latest VersionUnable to obtain the latest version

Version State

ISP Address Library

Current Version20221202.1005

Local Upgrade

Virus Protection Signature Library (Quick Scan)
Current Version:20230309.0218

Last Uparade Time:-

Latest Version Unable o obtain the latest version
Version State:-

Activation State Activted
Local Upgrade

Threat Intelligence Signature Library

Activation State:Expired

@ Note

When all signature libraries need to be upgraded, click Upgrade All.
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5 Version Upgrade

5.1 Overview

To use the latest functions of the device, you must upgrade the device software version

periodically.

Description of firewall software version:

The software version of the Z-S series firewall is NTOS1.0RX (X ranges from 1 to 99). The first
main version is named R1, and the subsequent versions are named R2, R3... in turn. If the
version number contains Release, such as NGFW_NTOS1.0R2, Release(02131401), the number
next to Release represents the internal version built-up number, which is used to quickly

locate version information.

The product version number remains unchanged in different development stages of a project,
while the release number may change. When the product version number changes, the
release version changes too. To use the latest functions of the device, you must upgrade the

device software version periodically.

The software version of the firewall is released and updated from time to time. You need to
download the latest software version from the official website or based on the pushed

information on the web page of the firewall.

The following describes information of a sample release version.

& Note

The file name, MD5 value, and screenshots in this section are for reference only. The file name and

MDS5 value actually obtained prevail.

File Name NGFW_NTOS1.0R2P1_Z5100-S install.bin

File . ) ) )
L. System upgrade installation package, universal version

Description

File Size 158,404,288 bytes
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5.2

Product
MD5 Value 415f9d28e04604418e1120ee68964618
Software
. NGFW_NTOS1.0R2P1
Version
A\ Caution

® You can upgrade the software version on the site only after upgrade is verified in the lab
environment.
® Before upgrade on the site, configurations of the customer must be backed up.

® If a prompt message for restart forbidden is displayed during the upgrade process, do not
power off the firewall, reset the system, or remove and insert modules.

Upgrade Operations

' Note

The version information in the screenshots in the procedure is for reference only. The version

information obtained from the release note of the product prevails.

5.2.1 Offline Upgrade

Application Scenario

When a network exception occurs, the system cannot automatically obtain the latest software

version. You can upgrade or roll back the software version in offline mode.
Prerequisites

An upgrade file is obtained in advance.

Procedure

(1) Choose System > System Maintenance > System Upgrade.

The System Upgrade page is displayed.
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RuUijie | Z series firewall N 3 System

I System Upgrade

Note: The file name cannot contain
Version Info

Current Version V5.2-NGFW_NTOS 1.0RS, Release(03152203

Version Rollback You can roll back to NGFW
Version Rollback
Online Upgrade

Recommended Version

Local Upgrade

wnioad Download Link:htt

mport powse )

(2) (Optional) If no upgrade file is obtained in advance, click the link next to Download Link to

download the upgrade file.
(3) In the Local Upgrade area, click Browse and select an applicable upgrade file.
(4) Click Upgrade Now to start system upgrade.

After successful upgrade, you can choose to make the upgrade take effect immediately or upon

next restart as prompted.
Follow-up Procedure

Choose System > System Maintenance > Device Info to view the software version information

and confirm whether the upgrade is successful.

A\ Caution

If the version information after the upgrade differs from the target upgrade version, perform the
upgrade operation again. If the upgrade fails again, contact the technical support personnel.

5.2.2 Online Upgrade

Application Scenario

When the network communication is normal and the system displays a recommended version,

you can upgrade the software version in online mode.
Procedure

(1) Choose System > System Maintenance > System Upgrade.
The System Upgrade page is displayed.

(2) In the Online Upgrade area, click Upgrade Now.
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& Home J Monito 3 Network 2 Object E28 Poli 3 System

I System Upgrade

(@ You can perform an upgrade online or visit Ruijie Secure Cloud Platform at https://secloud1.ruijie.com.cn On the platform, access
the Software Version page and download the latest system upgrade file. Then, perform the upgrade locally. Do not close or refresh
this page during the upgrade process. Otherwise, the upgrade may fail.

Note: The file name cannot contain any Chinese or full-width character. Before the upgrade, verify that the target version matches
the device model.

Version Info
Current Version NGFW_NTOS 1.0R4, Release(03152203)
Version Rollback You can roll back to NGFW NTOS 1.0R3

Version Rollback
System Upgrade

Online Upgrade

Recommended Version  V3.2-NGFW_NTOS 1.0R5, Release(03152203) Details

Upgrade Now

Local Upgrade

Download Download Link:https://secloud1.ruijie.com.cn

Import Browse Upgrade Now

(3) Read the prompt information and click Confirm.
The system starts system upgrade automatically.

Follow-up Procedure

Choose System > System Maintenance > Device Info to view the software version information

and confirm whether the upgrade is successful.

A\ Caution
If the version information after the upgrade differs from the target upgrade version, perform the

upgrade operation again. If the upgrade fails again, contact the technical support personnel.

5.2.3 Version Rollback

Application Scenario

When an upgrade file of a previous version exists on the device, the system automatically

displays the information about the version to which the system can be rolled back.

Procedure

(1) Choose System > System Maintenance > System Upgrade.
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I System Upgrade

@) You can perform an upgrade online or visit Ruijie Secure Cloud Platform at ( https://secloud1.ruijie.com.cn On the platform,
access the Software Version page and download the latest system upgrade file. Then, perform the upgrade locally. Do not
close or refresh this page during the upgrade process. Otherwise, the upgrade may fail.

Note: The file name cannot contain any Chinese or full-width character. Before the upgrade, verify that the target version
matches the device model.

Version Info

Current Version V5.2-NGFW_NTOS 1.0R5, Release(03152203)

Version Rollback You can roll back to NGFW_NTOS 1.0R4, Release(03170303)

Version Rollback

Online Upgrade

Recommended Version Failed to connect to the server or obtain the version.

Local Upgrade

Download Download Link:https://secloud].ruijie.com.cn

Import Browse Upgrade Now

(2) In the Version Info area, click Version Rollback.

(3) In the dialog box that is displayed, click OK. The system is rolled back to the specified

version.

Version Rollback

Do you want to perform version rollback now?

Cancel
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6 Configuration Examples for Typical Scenarios

6.1 Integrated Deployment on Ruijie Cloud

As the firewall has complex functions, technical personnel may be unable to or fail to configure
some functions during actual network deployment. Therefore, the firewall provides the quick
deployment function (with new network discovery, network-wide management, and cloud
management capabilities) to add the firewall to the current network through new network
discovery, helping you quickly deploy the firewall on the site. If you cannot configure complex
services, you can contact Ruijie engineers to perform remote configuration using the Ruijie Cloud

platform.

6.1.1 Firewall Deployment (Routing Mode)

1. Application Scenario

The firewall functions as an egress router and it is uplinked to the Internet and downlinked to a
switch. You are advised to deploy the firewall in routing mode. The uplink interface is configured
to work in routing mode to access the Internet and the downlink interface is configured to work in

routing mode.

Ge0/1: routing mode

-

H -
Firewall —

Ge0/0: routing mode

Switch

(@)

AP1

2. Procedure

(1) Click Network Discovery. The current networking information is displayed.
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RUJIe | Z series Firewall @ Home

policies to be optimized Ruijic

traffic exceptions to be
dled

Memory Hard Disk

Unmanaged switches are not displayed in the list. Some device models are not displayed in this phase, but will be discovered in the real topology phase. For detalls, see

3 devices are discovered in total.

I New Device (3)

Device Madel SN 1] MAC

(2) Click Start. Enter the network project name and configure a port IP address as prompted.

& Note

® The DHCP server function is enabled on the firewall by default, and the default DHCP
address pool is configured on the management port.

® Intrusion prevention and virus protection are enabled on the firewall by default. You can
choose to disable these functions based on actual needs. The virus protection function
takes effect only after a license is uploaded. For details about license activation, click How
to activate a license? and scan the QR code to view the license activation video.
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RUIJIC | Z series Firewsll

2 =]
(] e}
LANO/MGMT
ddress Pe
Create Project and Connect to Network

(] (]
a [ ]
DHCP Address Pool
Item Description Remarks

Connects the firewall to the Internet. Generally, the WAN
interface is directly connected to the fiber to the home (FTTH)

Optical Network Unit (ONU) of the ISP. [Example]
WAN

Three methods are available for a WAN interface to obtain an IP Ge0/1
Interfac
e address: Dynamic IP

@ Dynamic IP (DHCP): Applicable when no professional (DHCP)

network administrator is available. The user terminal

automatically obtains an IP address to access the Internet
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Item

Description

Remarks

after the terminal is connected to the firewall.

® PPPoE: Applicable for dialup access to the ISP network. The
username and password of the dialup user must be

configured.

@ Static Address: Applicable when the network administrator
specifies an IP address for the device based on the
predefined IP address planning. This connection type
requires the network administrator to possess certain
network knowledge. The IP address/mask and next-hop

address must be configured.

LAN

Interfac

Connects to the LAN. The LAN interface IP address must be

configured based on the predefined IP address planning.

[Example]

192.168.1.1/2
4

(3) Click Create Project and Connect to Network. The system delivers configuration

information.

(4) Check the system prompt. A prompt indicating successful configuration is displayed after the

configurations are completed. You can scan the username and password to log in to Ruijie

Cloud and migrate the firewall to the cloud.
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U Note
After successful configuration, the firewall automatically adds the IP address of the DHCP server
in the networking to the allowlist and generates a security policy (with the name trust-untrust

and enabled with intrusion prevention).

Please enter your Ruljie Cloud account to log in.

& Note

If the firewall has been bound to the Ruijie Cloud platform, the following dialog box is displayed.
Click Go to Ruijie Cloud for Network Management to go to the Ruijie Cloud platform and
manage the device. Click Return to EWEB Homepage to return to the home page of the firewall.

(5) After successful login, select a project type based on the actual networking scenario and click
Next. The initial configuration delivered varies by the project type, so the project type must be

set based on the actual service scenario.
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Project Type: Office

(6) Wait until preparations before configuration are complete and then configure the service

network.

(7) After all devices go online, click Go to the cloud platform for management and perform

service configuration on the Ruijie Cloud platform.

3 devices are ready. Verify that the number of devices in the project is correct, and then click Go to Ruijie Cloud to proceed with service network configuration.

G to Ruijie Cloud

_ — Model SN MAC Name { & Name the device P Progress

enall 232 ACCMMML D0Fa22 364F 4 Resdy
Gateway
Readly
y
Ready
=
Firewall

11

Switch

mn

(8) (Optional) After service configuration is complete, click Network Mgmt on the firewall to
switch to the web management page of the master device. You can view the current network
topology and device information in the networking on the master device and manage

network-wide devices.
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Ruijie | Z series Firewal @ Home

* RAP1200(E)

Collapse

6.1.2 NBR Deployment (Transparent Mode)

1. Application Scenario

Memory Hard Disk

)
Aik

When the firewall is uplinked to a router and downlinked to a switch, the transparent mode is

recommended. You can configure the uplink and downlink ports of the firewall to work in

transparent mode. In this example, the router refers to RG-NBR6210-E (hereinafter referred to as

the NBR). You can select a router of another model based on needs in the actual service scenario.
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Router @

Ge0/2: transparent mode

. -
Firewall Jg=-

Ge0/1: transparent mode

Switch

()

AP

2. Procedure

(1) After a network is deployed according to the preceding figure, connect the PC to the
management interface of the NBR and set the IP addresses of the PC and the management
interface of the NBR to be on the same network segment to ensure that the PC can access the

web page of the NBR.

& Note

The IP address of the management interface Gi0O/0 of RG-NBR6210-E is set to 192.168.1.1/24
upon factory delivery, and the default login username and password are admin and admin.

(2) Log in to the web page of the NBR. The following page is displayed by default. Click Start.
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Ruipie | RRcyce

o anaged switches and same models will N1 be displayed i the Hst but be displayed in the t0p

5 devices are detected. 1 devices should be added manually.

Please check the device quantity and cable connection before configuration. Nofe: Un-managed switch will not be dispiayed In the kst

an't nd device?
@— == - G
1 1 1 1 1
ntermat
Gateway Firewal Sutcn e A0a Manuaty
| My Network(4)
Model SN [ MAC
NBREZ10E () MACCHIGB21001 1921664 1 000178229359
232008 MACCHIQZI2831 19216815 00004822 36:ce
RAP2261(G) GIRUT0S000836 192.168.1.2
NBSI200-48GT4XS-P G1QH1ADO00557 192.168.1.3 COB8E6BSABC2
Show No.. [10_+| Total Count 4 ‘ «Pre 1 Next» tast [ 1
| Aga manuaiy %
o
@2000-2023 Rue Networks Co. L1d | Oniine Sarvis

(3) Select the WAN interface (interface connected to the gateway, Ge0/2 in this example) of the

firewall based on the actual networking and click Next.

Ruifie | ERcyee

Firewall Port Config

Select an upink pon  Select 2 downlink port

Uplink port Selacted Connected  Discornected
Portfor conmecting o gabbey

oMGMT 1 2z 3 4 5 6 7 OF 6&F
Downlink port
Fort for connecting to switch
Inirusion Prevention
Vins Protection
After this option is checked, the LAN-to-WAN security defense is enabled by default
I e Nenwork CONNECIION IS S04, YOU €1 IS3DK SSCUTY JRIENSE 0N e rewall poicy Contguration page

@2000-2023 Ru

(4) Select the LAN interface (interface connected to the switch, GeO/1 in this example) of the

firewall based on the actual networking and click NBR Port Config.

Ruipie | BReyee

Firewall Port Config

L] L]
Selecl an uplink port  Select a downlink port

Uplink port Seecsd Cowacsd Discormected
Portfor connacting to gateway

OMGMT 1 2 7 OF &

s 1 s s
——— L L L L L N
D
m

B intrusion Prevention

8 virus Pratection

After this option s checked, the LAN-1o-WAN secunty defense is enabled by default

Hthe netwark connection is slaw, you can disable securlty defense on the firewal policy configuration page.

@2000-2023 Ruife Networks Co., Lid | Oming Sarvics
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Firewall Port Config

LI |
—_— W 0 o P e e e e e
_.
_______ E
S 3 "zpemenng contguraon _ Piease wan

(5) After successful configuration delivery, the following page is displayed. On this page, enter

the project name and management password and click Create Project and Connect to
Network.

Ruipie | BReyee

& network 50 Ihal you Can manage Gevices on he project

Project Name: nbr_wed
Management Password s

o0 o7 aiom

cas
For P Assigoment Y o o
wAN D ORGP SRSFP

WANO(GH7): @ DHCP  PPPOE  StaticIP Address

aon coz Gl o

cors
vweor i W W i N
LANOIMGMT  LANY LNz AN LANS LS

LANDIMGMT(GI0N) : 192.168.1.1 I 2552552850

Create Project and Connect 1o Network

@2000:2023 Ruife Networks Co., Lid | Onfine Servios

(6) Check the system prompt. A prompt indicating successful configuration is displayed after the

configurations are completed. You can scan the username and password to log in to Ruijie
Cloud and migrate the firewall to the cloud.
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Ruipie | BReyee Log Out

Login Select the project type Prepare for configuration

Please enter your Ruijie Cloud account to log in.

@
]

Signug
hawe read and agreed t

Local Configuration

@2000-2023 Ruije Networks Co. Lig | Online Senvice

Configure VLANS

(7) After successful login, select a project type based on the actual networking scenario (Other in

this example) and click Next. The initial configuration delivered varies by the project type, so

the project type must be set based on the actual service scenario.

Ruijie | BReyee Log Out

Log in Select the project type Prepare for configuration

Project Type: Office

Restaurant Schoal Retail/Shop

Local Configuration

(&2000-2023 Ruije Nebworks Co., Lig | Online Service

Configure VLANS

Factary/Warehouse

Residence

(8) Wait until preparations before configuration are complete and then configure the service

network.

(9) After all devices go online, click Go to the cloud platform for management and perform

service configuration (such as interfaces and routes) on the Ruijie Cloud platform.
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Ruipie | BReyee Log Qut

Log in Select the project type Prepare for configuration Configure VLANs

4devicesare ready. Verify that the number of devices in the project is correct, and then click Go to Ruijie Cloud to proceed with service network configuration.

Go to Ruijie Cloud

Name ¢ + Nama the devics P Progress
Ready

Name

Gateway
mn

Ready

Ready

Ready

————
Firewall
mn

Switch
m”n

mn

Local Configuration

@2000-2023 Ruije Nebworks Co. Lig | Online Senvice o

Rujie|Reyce 29 Hom Project w17 V| @ Q QB @ @ @
nbr_web
@l nbr_web - Customize Up time: 0 day(s) O hour(s), Time Zona: Asia/Shanghai
@ Workspace
Al Networking Topology & Vie
S Smart Confi a 9
intemet
& A Diagnostics 4 ‘
Contguraton 4
5 NERS210-E
@ Network-Wide } 1
= De
@ Auth & Accour “Tf
Monitoring
& Network-Wide NES3200-43GT4XS-P
(1
@ Devices ‘
@ Clients
RAP2261(G)
B Llogs !
2> Delivery Center VLAN List @ VLAN Configuratio (O
Wired VLANs (1) &
VLANI
Wireless VLANs (1)

@ Note
Log in to the web page of the firewall from the Ruijie Cloud platform in EWEB mode and

configure relevant policies.

After the firewall is migrated to the cloud, the firewall automatically adds the WAN interface and
LAN interface to security zones untrust and trust respectively, generates a security policy that
permits packets from the security zone trust to untrust, and enables IPS detection.
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& Policy
1 Security Policy 9 Simulation Space
yoe | A

Palicy Group = @ cCreate [ Delete  @Enable () Disable O Refrssh  More

@ Add Policy Group ) . )
© Add Policy Priority  Name Type  SrcSecurityZone  Src.Address Dest Security Zone Dest Address  Service App it Operation

Default Policy Group

6.1.3 Deployment Using Ruijie Cloud App (Routing Mode)

1. Application Scenario

The firewall functions as a router and it is uplinked to the Internet and downlinked to a switch. You
are advised to deploy the firewall in routing mode. The uplink and downlink interfaces are

configured to work in routing mode.

@ Note

You do not need to connect the firewall to the PC in Wi-Fi deployment using the Ruijie Cloud app.

‘;\,;‘ |ﬁ 1
=2 Ny

N ]

Ge0/0 Switch AP Mobile phone

routing mode
[
= i .
+i* Firewall

Ge0/2
routing mode

N

P
”

ISP network
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2. Procedure

(1) After the network environment is established according to the preceding figure, start the

Ruijie Cloud app and choose Project > Add a project.

14:14 0 il 56 E8
Ruifie | Reyce Q Q
[P ]
L) &
Scan DEMO Toolkit
My O Received1 Filter Y

© Add a project

A0 A @ &

SaleForce Product Project Community My

(2) Select Connect to Wi-Fi and add a project.
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® Create a project X

Have Reyee APs?

Yes
Connect to Wi-Fi

-
7 No
Scan or enter SN

Configuration Examples for Typical Scenarios

(3) Tap Connect to connect to the Wi-Fi signal of the Reyee AP.
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14159 «ill 56 EA 14159 il 56
< Create Project & Create Project
Preparation Before Configuration Connect to Wi-Fi
Ensure that the following preparations are

completed. 1.Please connect to the Wi-Fi starting with "@Ruijie-m".

WLAN  Wireless Bridge WLAN

1. Finish cable connections, power on all devices, and

wait for 3 mins. @RUijie'mXXXX

4 R
" o qNait for 3 mins

9)

2 Wait until & appears, and return to Ruijie Cloud to

2. After Wi-Fi "@Ruijie-m" is sent, a self-organizing T
network (SON) is completed. \l/
\ 12:539 all F ()
Wi-Fi
\/ Tips:

xxxxxxxxxxxx

* If there is only one AP in the network, please
connect to the Wi-Fi starting with "@Ruijie-s".

& WLAN

WLAN

View help ()
Network acceleration On >
More settings >

AVAILABLE NETWORKS

@Ruijie-mB89AS5 =
Connected (no Internet access) *
@Ruijie-s0848 =

Saved

(4) Wait for about 30s until the system automatically generates the network topology. Then, tap
Start Config.
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14:220 all ¥ €l

< Detect Device

(=)

Detecting...
Please wait.

Configuration Examples for Typical Scenarios

14:229 ol T

< Detect Device

Detect 3 Devices
The devices that support SON are displayed below.

\ = /
\_ z3200s /
.

7 Al

{

N

| === |

NBS5100-... /

/ ”

N

- |

\_ RAP1200(E) /

Topo is incomplete? v

Detect Again Start Config

(5) Enter the project name and password and tap Next.
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14:23 4 all =
< Basic Config

® —C ——O
Project Config Internet Config Wi-Fi Config

Project Name

test

Management Password
e

To ensure project security, ensure that the password
meets the following requirements:
(9 Has at least eight characters.
(@ Contains three of the following items:
+ Lowercase letters: abc...
- Uppercase letters: ABC...
+ Numerals: 123...
+ Special characters: <=>[]'@#$*()
(2 Does not allow "admin”

@ Does not allow spaces or question marks

Select Project Scenario X

Scenario * Office

Factory/
Warehouse

Next

(6) Select the firewall interface (WAN interface) connected to the Internet, set an Internet access

method, and tap Next.
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14:23 ol T &

< Basic Config

® —@® —O0
Project Config Internet Config Wi-Fi Config

Port Icon

Powered-on ports Selected: Not optional

Select an interface on the firewall for connecting to
the ISP network. *

0/MGMT 1 2 3 4

Internet Connection*

DHCP

Network parameters are automatically
assigned. You do not need to configure

them.

Enable intrusion prevention ()

(7) Set the Wi-Fi name and password and tap Save.
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14:23 all 7
< Basic Config

e — 0o — 0
Project Config Internet Config Wi-Fi Config

Radio Country/Region Code
China

2.4G[5G Smart Connect ()

2.4G+5G

SSID/Wi-Fi Name *
Please enter the SSID

Encryption Mode o Do Not Encrypt O Encrypt

Encryption Type OPEN

Save

Configuration Examples for Typical Scenarios

14:24 94 ol F

< Basic Config

e — 0o — 0
Project Config Internet Config Wi-Fi Config

Radio Country/Region Code
China

2.4G/5G Smart Connect (:)

2.4G+5G

SSID/Wi-Fi Name *
test

Encryption Mode ° Do Not Encrypt O Encrypt

Encryption Type

Delivering...

Save

(8) After successful configuration delivery, connect to the new Wi-Fi.
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14:24 all ¥ €l 14:24 494 ail 56 ER
< Added Successfully < Added Successfully
2s
Please wait. Succeeded in delivering the

configuration. Please connect to

Configuring Wi-Fi... thf.new Wi-Fi after relurning Fo
Ruijie Reyee App for connectivity

test.
Configuring Device... = test

%] No Password

Configuring Network...

(9) Access the project management page and tap the firewall icon in the topology to view the

interface status or modify the device name.
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14:26 4 all T &8
< test o ~ Device Information
A Office(BYOD) « Online devices 3
©@ Uptime 0d Oh firewall 2

Medel: Z3200-S

IP: 192.168.1.200

MAC: 00:d0:f8:22:36:af

SN: MACCMMMZ3200S
Firmware Version: NGFW_NTOS
1.0R5, Release(03180701)

CPU 25% Memory 33.8%

w Network &

- 43 ‘\\
/ 11 \
( | Port ©)
| .
\_ 32005 /
P | . OMGMT 1 2 3 4 5 6
/ ] N
F ] e T I I 1 I
| ——
\_Ness100-. )
8 X
/ 11 \
\ - | All ports
\_ RAPI200(E) /
~ e Port Speed Mode
il Ge0/0 1000M Routed Port
192.168.1.200/24
e Client List 2 P
PEreRt Ce0/l 1000M Routed Port
192.168.3.4/24
—
e Workspace Q i Ge0/2 Disabled Transparent
Basic Advanced Scenario
— il Ge0/3 Disabled Transparent
QOn-site = Claud

6.1.4 Deployment Using Ruijie Cloud App (Transparent Mode)

1. Application Scenario

When the firewall is uplinked to a router and downlinked to a switch, the transparent mode is

recommended. The uplink and downlink interfaces are configured to work in transparent mode.

& Note

You do not need to connect the firewall to the PC in Wi-Fi deployment using the Ruijie Cloud app.
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5559 fi7 0
_‘/\_/, C_
> N
>
Switch AP Mobile phone
Ge0/1

transparent mode

-

i ,
~ = Firewall

Ge0/2
transparent mode L5
X
-
/7 ’
Router ISP network

2. Procedure

(1) After the network environment is established according to the preceding figure, start the

Ruijie Cloud app and choose Project > Add a project.
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14:370 > O Xl
Ruijie | Reyce Lg Q
)
=, «r
Scan DEMO Toolkit
MyO0 Received1 Filter Y

Clipboard-read permission is required. To
open

X

© Add a project

= © & © &

SaleForce Product Project Community My

(2) Select Connect to Wi-Fi and add a project.
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® Create a project X

Have Reyee APs?

e
Yes
Connect to Wi-Fi

I

{ No
LEFE]
Scan or enter SN

(3) Tap Connect to connect to the Wi-Fi signal of the Reyee AP.
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14159 il 56 EA

< Create Project

Preparation Before Configuration

Ensure that the following preparations are
completed.

WLAN  Wireless Bridge

1. Finish cable connections, power on all devices, and
wait for 3 mins.

, i : \ o

¥ 2 (4]
" o qNait for 3 mins

2. After Wi-Fi "@Ruijie-m" is sent, a self-organizing
network (SON) is completed.

\
Wi-Fi V

& WLAN

WLAN
View help

Network acceleration

More settings

AVAILABLE NETWORKS

Configuration Examples for Typical Scenarios

14159 all 56

< Create Project

Connect to Wi-Fi

1.Please connect to the Wi-Fi starting with "@Ruijie-m".

WLAN

9)

@Ruijie-mxxxx

2 Wait until & appears, and return to Ruijie Cloud to

continue.

12:534 al T ()

Tips:
* If there is only one AP in the network, please
connect to the Wi-Fi starting with "@Ruijie-s".

Connect

On >

{@Ruijie-m89A5
Connected (no Internet access)

)

@Ruijie-s0848
Saved

(4) Wait for about 30s until the system automatically generates the network topology. Then, tap

Start Config.

o

—
0
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14:220 I 50 14398 0 > 3Ol B E

4))

. < Detect Device
< Detect Device

Detect 6 Devices
The devices that support SON are displayed below.

(2]
[ %5 ]
Add Manually
( 29s ) j
Detecting... no O\
Please wait. — )

NBS3200.. 4

RAP2261(G)

Topo is incomplete? v

Detect Again Start Config

(5) Enter the project name and password and tap Next.
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143980 > 3O M. B E®
< Basic Config
@ o o o

Project Config Internet Config CO:f'i';V:’fa'tlion Wi-Fi Config

Project Name

nbr_app

Management Password

ruijie@123

To ensure project security, ensure that the password
meets the following requirements:
(@ Has at least eight characters.
(© Contains three of the following items:
» Lowercase letters: abc...
+ Uppercase letters: ABC...
« Numerals: 123...
- Special characters: <=>[]!@#$*()
(© Does not allow "admin”
(© Does not allow spaces or question marks

Scenario *

Configuration Examples for Typical Scenarios

(6) Select the firewall interfaces connected to the router and switch, and tap Next.
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14:408 0 3Ol R E
< Basic Config
° L} ° o
Firewall

Project Config Internet Config Configuration Wi-Fi Config

Port Icon

Powered-on ports Selected: Not optional

Select an interface on the firewall connecting to the
uplink gateway.*

2

0/MGMT 1

Select an interface on the firewall connected to
downlink switch.*

0/MGMT 1

«©

Enable intrusion prevention

Enable virus prevention
(You must activate the license to enable the virus
protection feature.)

@

The security policy is defined to allow packets from the LAN to
the WAN of the firewall to pass through by default

If the network freezes during use, you can disable the Security
Guard feature on the firewall policy configuration page

Configuration Examples for Typical Scenarios

(7) Set the Wi-Fi name and password and tap Save.
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14:408 0 > 3Ol B E
< Basic Config
° ° ) o)
Firewall

Project Config Internet Config Configuration Wi-Fi Config

Radio Country/Region Code
United States
2.4G/5G Smart Connect ‘)

2.4G+5G

SSID/Wi-Fi Name *
nbr_app

Encryption Mode . Do Not Encrypt O Encrypt

Encryption Type OPEN >

(8) After successful configuration delivery, connect to the new Wi-Fi.
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e e 14:26 7 Wil = @
< Added Successfully
< Added Successfully
Succeeded in delivering the Configuration succeeded. You can access the
configuration. Please connect to the Internet now.

new Wi-Fi after returning to Ruijie
Reyee App for connectivity test.
Speed Test

=

nbr_app
%) No Password (/’3

Start

(9) Access the project management page and tap the firewall icon in the topology to view the

interface status or modify the device name.
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14:50 > 3O @Sl (]
< nbr_app o~ o Device Information
& Office(BYOD) * Online devices 4

firewall2
Model: Z3200-S

) IP: 192168519
@ Network & i MAC: 00d0.f822.36cd

SN: MACCHJQZ32S31

Firmware Version: NGFW_NTOS 1.0R5,
Release(03181418)

CPU 6.4% Memory 32.6%

© Uptime 0d Oh

= ) O T
NBR6210-E //
T Web Reboot Ry
/17 eWel eboo! emove
/ n \
\ )
\ 73200-S Port @

/ 0 1 2 3 4 5 6 7
\ S L del 00
\\NBSSZOO;j ®

{/ 3 \}
\ RAP2261G) / All ports
>
=i ClentList 0 Detect il Ge0/0 Disabled Routed Port
—
i GeON 1000M Transparent
® Workspace Q
Basic Advanced Scenario
Ge0/2 1000M Transparent
If you are at the project site, connect to nbr_app to rapp T N

6.2 Transparent Mode

6.2.1 Preparations

Confirm the following information before performing the configuration:

e If you deploy the firewall in transparent mode, you need to confirm the network scale and
port type (GE electrical port, GE optical port, or 10GE optical port). As out-of-band
management is used in bridge mode, an independent cable is required to connect the
management interface to the network. You need to plan the IP address and next hop of the
management interface and ensure that the management interface of the firewall can be

connected to the Internet and managed on the cloud.

e If a service system is involved, check whether servers are deployed and whether the servers

permit access from external users.

e Software version obtaining methods
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Method

Path

Official website

https://www.ruijienetworks.com/

Choose Support > Download > Reyee and find the latest version of
the Z-S series firewall under RG-WALL 1600-Z-S series cloud
management firewalls.

W
eb Choose System > System Maintenance > System Upgrade > Online

management . .
Upgrade > Recommended Version to upgrade to the latest version

page of the . .

. (recommended) in online mode.

firewall
After the device goes online on the Ruijie Cloud, you can remotely
upgrade the device in online mode on the Ruijie Cloud (without the

Ruijie Cloud need for local upgrade).
Choose Monitoring > Device > Firewall, select a device, select a
version, and click Upgrade.

A\ Caution

If the quick onboarding wizard is not used for the deployment, you must adjust the system time

in advance. Otherwise, the time clock is inaccurate, which may affect reports and logs. To set the

system time, choose System > System Config > System Time.

6.2.2 Deployment in Transparent Mode (Quick Deployment)

Network Requirements

In transparent mode, the firewall is used as a network cable with the filtering function and is

deployed between the existing gateway and the LAN terminal, without the need to change the

network topology and the configurations of other network devices. In transparent bridge mode,

the firewall provides only transparent data forwarding and security protection functions but not

the route-based forwarding function, as shown in the following figure.

The LAN in this topology can be a Layer 2 network or a Layer 3 network. You can select a structure

model for the LAN based on the network scale and requirements of the customer. The

configurations of the egress router and core switch are the same as those in the networking

without a firewall. As a result, this section describes only the firewall configuration and ignores the

configurations of the egress router and core switch.

Network Topology
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@ Router @ Router
[
Port MGMT | :E.. Firewall  Networking on the left: The firewall Port MGMT | :E.. Firewall
i is managed through port MGMT. B
Networking on the right: Multiple
interfaces of the switch are
— Switch connected to the transparent Switch
interface of the firewall and the
interfaces are located on the same
Layer 2 network, causing a loop. ’
.j

(]

PC

o
M

In this example, the firewall connects to the egress router through the WAN interface and

connects to the core switch through the LAN interface. Port 0/MGMT (Ge0/0) of the firewall is
used as the management interface to connect to the core switch (with management interface
address set to 192.168.200.199 in this example) and the next-hop address 192.168.200.1 is the
management address of the switch (successful ping to the Internet). The addresses can be set

according to the actual needs during deployment.
Configuration Points

(1) Implement quick onboarding. Select a deployment mode (transparent mode) and configure a
WAN interface and a LAN interface to complete Internet access. Configure an IP address and
the next hop for the management interface (0/MGMT) to ensure successful connection to the

Internet.

e WAN interface: Applicable to connect to the egress device. The WAN interface directly

connects the firewall to an egress router or another device.

® LAN interface: Applicable for connection to LAN devices, such as servers, PCs, switches, and

printers.

(2) (Optional) Check the connectivity. The system automatically checks whether the firewall is

connected to the Internet.
(3) (Optional) Import licenses.

a Before license activation, log in to the Ruijie Secure Cloud Platform
(https://secloud-en.ruijienetworks.com/), choose Device Authorization > Activate
License, and generate a license file. (The account of the Secure Cloud Platform is used to

activate and change the license. Keep the account safe.)

122



Product Cookbook Configuration Examples for Typical Scenarios

b  Select an activation method (online activation or offline activation) based on network

connection information of the firewall.
(4) Complete the quick onboarding configuration.
(5) (Optional) Implement remote O&M on the cloud.
Procedure
(1) Implement quick onboarding.

a Configure interfaces.

o Configure an IP address and next hop for the 0/MGMT management interface (Ge0/0) and
connect it to the network using an independent network cable to ensure that the
management interface can access the Internet. (The IP addresses in this example are for

reference only.)

o Configure a WAN interface and a LAN interface to complete Internet access. In this

example, the LAN interface is Ge0/1 and the WAN interface is Ge0/6.

Select an interface.

Ruijie

25200-5 a : : 8 ﬂ ﬂ (]

Selecta

mode. ]
© Routing Mode Transparent Mode

Off-Path Mode

® |eC
[ 4

OO0 == o L0 ==

IP/Mask 92.168.200.199/2

Next-Hop Address 92.168.200.1

b Configure the WAN interface and LAN interface and set the mode to transparent mode.

& Note

The management interface cannot be set to the transparent mode.
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Select an interface.

Ruijie 0/MGMT

Configuration Examples for Typical Scenarios

2 3 4 5 s o sF
23200-6 LB

Selecta

mode. 7 ]

Routing Mode i Go21: 21201023
In routing mode, a firewall
works at Layer 3 and is
deployed at the edge of

an intranet, extranet, or

© Transparent Mode

In switching mode, a
firewall works at Layer 2
and the network structure
does not need to be

DMZ. Co =& /:hanged.

Interface Name Ge0/1

*Interface Type () WAN Interface @ LAN Interface

* Bridge Interface @ Add Bridge Interface

Member Interface

* Connection Type Static Address © DHCP

Select an interface.

Ruijie 0/MGM 1 2 3 4 oF o
Z3200-S n
Selecta
mode.

Routing Mode [E—

© Transparent Mode

In routing mode, a firewall

works at Layer 2 and is i) Geay
deployed at the edge of

an intranet, extranet, or

DMZ.

In switching mode, a
firewall works at Layer 2
and the network structure
does not need to be
changed.

e

0 e=

@
P v

@
L0 ==

Interface Name Ge0/6

* Interface Type @ WAN Interface LAN Interface

* Bridge Interface br0 © Add Bridge Interface
Member Interface

* Connection Type () Static Address @ DHCP

(2) (Optional) Check the connectivity.
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4 Electrical [ Optical | M On + Configured

Off-Path Mode

In off-path mode, both
uplink and downlink traffic
on switch interfaces to be
monitored is mirrored to

the off-path interface of

the firewall without L1
changing the network

structure.

®ee

1 Electrical [1Optical | W On ~ Configured

L4
Off-Path Mode =]

=
In off-path mode, both
uplink and downlink traffic 0 @
on switch interfaces to be
monitored is mirrored to
the off-path interface of
the firewall without L0 =
changing the network )
structure,
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Ruijie

Onboarding
Quick Onboarding Wizard Exit
@ Quick Onboarding ®c ivity Check
FooN
| 5}
-
A
[ Ty )
i w7
€%
w7

Network connectivity is normal.

Please go to the next step.

(3) Import licenses.

“

License Config

ng a device, register on and log in to Ruijie Secure Cloud Platform athttr
atform is used for activating and changing device licenses andmust be kept confiden

1. Before
account of this
2, Select an activation mode based on device connection status.For threat intelligence, only online activation is supported.

e.com.cn. On the platform, access the Device Authorization page, and generate a license file. The
al.)

Activate Online You can choose to perform manual activation.

Activate Manually

Device SN:MACC932672666 Copy

License Info How to Obtain License

Performance License

3GrG

Available Performance:3G(Basic Performance:1G+Added New Performance:2G) Performance to Be Added:0G

SSL VPN License

Complete the quick onboarding configuration and bind the firewall to the Ruijie Cloud to

implement remote O&M.
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Quick Onboarding Wizard

Exit

(© Quick Onboarding (@ Connectivity Check (® Device C

Enable Ruijie Cloud-based Management

@ Ruijie Cloud-based management has been enabled. You can register an account on the cloud for remote management. If you do not need this service, you can disable it

Ruijie Cloud-
based
Managemen

t

Bind Device

@ Use an account to manage gateways. Ruijie Cloud link: http://cloud.ruijie.com.cn/

Note:You must set DNS before connecting the device to Ruijie Cloud. Check whether a correct DNS serveris set. Otherwise, the configuration cannot take effect.

Oz atLin o
Bind the device by
scanning the QR
code on WeChat.

&

Quick Onboarding

Quick onboarding is configured successfully.

Policy Config Wizard [l do not configure poli

Configuration Verification

Exit

rrrrrrrrrr (® Finis

h

In transparent mode, the firewall can access the Internet without the need to modify the network

environment, including the client IP address and gateway IP address.
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6.2.3 Out-of-Band Management in Transparent Mode (Custom

Deployment)

Network Requirements

Out-of-band management needs to be implemented when the firewall is deployed in transparent

mode.

® AnIP address must be configured for the management interface of the firewall to ensure

connectivity to the management PC.

® The local route generated by the added management IP address does not cause conflicts such

as asynchronous route that affects normal service data transmission.

e After all firewall interfaces (except the management interface) are converted to the
transparent mode, they (WAN interface and LAN interface) must be in the same transparent

bridge. Pay attention to prevent loops.

@ Router @ Router
Port MGMT I Port MGMT ‘
ort MuMT | =8, Firewall Networking on the left: The firewall ort MGMT | *8_, Firewall
- is managed through port MGMT. ~u
Networking on the right: Multiple
interfaces of the switch are
— Switch connected to the transparent Switch
interface of the firewall and the
interfaces are located on the same
Layer 2 network, causing a loop.
PC PC
Network Topology
Port MGMT

192.168.3.1/24 192.168.3.2/24

Ej 192.168.1.2/24 § -l
[ d
192.168.1.1/24 192.168.2.1/24 ad- 192.168.2.2/24

PC Switch Firewall Router

Configuration Points

e Configure a management IP address and an access method for the management interface.
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® Ensure network connectivity between the PC and the management interface.
Procedure
(1) Configure the management interface Ge0/0.
a Choose Network > Interface > Physical Interface.
b Select Ge0/0 and click Edit.

¢ Configure attributes of Ge0/0 and click Save.

< gack Edit Physical Interface

Basic Info
Interface Name
Description
Connection Status @ Enable Disable
Mode @ Routing Mode Transparent Mode Off-Path Mode
*Zone untrust ® Add Security Zone

Interface Type @ WAN Interface LAN Interface

Address
IP Type 1Pv4 IPvE

Connection Type @ Static Address DHCP PPPoE

*IP/Mask | 192.168.3.2/24

* Next-Hop Address 192.168.3.1

S

Default Route (‘;

Line Bandwidth

Uplink
Downlink
Item Description
Type of the Ge0/0 interface. As a management interface, Ge0/0
Interface Type needs to connect to the Internet. As a result, you need to set
the interface type to WAN interface.
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Item Description

Set a valid IP address without conflicts that complies with

IP/Mask requirements.
192.168.3.2/24
Next-Hop Address 192.168.3.1
A Caution

The management interface cannot be converted to the

transparent mode.

(2) Convert other interfaces to the transparent mode.

a Choose Network > Interface > Physical Interface.

b  Select the corresponding interface and click Edit.

< Back Edit Physical Interface
Basic Info
Interface Name
Description

Connection Status @ Enable Disable

ode outing Mode ransparent Mode
Mod Routing Mod O Mod

* Bridge Interface bro

* Zone trust

Interface Type WAN Interface © LAN Interface

Advanced
@ MTU 1500

MAC

¢ Configure attributes of Ge0/2 and click Save.
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Item Description

Mod In out-of-band management, set all interfaces except the
ode
management interface to transparent mode.

Bridge Interface Set to the default bridge interface brO0.

Zone Set to trust.

Interface Type Set to LAN Interface.

d Repeat steps a and b to set Ge0/3.

< Back Edit Physical Interface

Basic Info

Interface Name

Description
Connection Status @ Enable Dizable
Mode Routing Mode © Transparent Mode Off-Path Mode
* Bridge Interface br0 @ Add Bridge Interface
* Zone untrust ® Add Security Zone
Interface Type @ WAN Interface LAN Interface
Advanced
O MTU 1500
MAC

The following figure shows the configuration result.
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I Physical Interface

Q@Enable | © Disable | O Refresh
Interface Name  Description panwan I Mode Zone Connection Type » Adureatrion Mol yry Operation
ce Status de
L] Routing trust 1Pvd: Static IP 192.168.3.2/24 1500
- trust 1Pvd: DHCP = = 1500
Transparent  trust 1500
Transparent  untrust = = % 3500
Transparent - . 1500 -
L] Transparent 1500 «
" Transparent - - . 1500 a
L] untrust 1Pvd: DHCP 17220.37.124/24 1500 &
Transparent - o &
Transparent - - . = 1500

(3) Configure a permit policy for traffic from zone trust to untrust.
a Choose Policy > Security Policy > Security Policy.

b Click Create.

& Home J Monito ® Netwo £=Object = [@Policy (3 System

< Back Create Security Policy

Basic Info

* Name all_trust_to_untrust

Enabled State @ Enable Disable
* Policy Group Default Policy Group @ Add Group
* Adjacent Policy allow_all Before
Description

Src. and Dest.
* Sre. Security Zone trust
#Src. Address  any

* Dest. Security  untrust

Zone

*Dest. Address  any

Service

Service

App

App

(4) Configure parameters for the new security policy and click Save.

Item Description

Policy Group Set to the default policy group.
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Item Description

Src. Security Zone Set to trust.

Set to any. This policy is applicable to all IP addresses in the source

Src. Address ] ]
security zone after it takes effect.

Dest. Security Zone | Set to untrust.

Set to any. This policy is applicable to all IP addresses in the

Dest. Address o _ _
destination security zone after it takes effect.

The following figure shows the configuration result.

RUIJIE | Z series Firewa & Policy
1 Security Policy
Policy Group = © Create | @ Delete @ Enable @ Disable | © Refresh  More Type Al
@ Add Policy Group e e SESHUYZ S Addws DestSecurity DestAder P T
one s Zone e .
Default Policy Group

8 (4 Default  scar Pyt a a v PortScan ...  service 2. any a ‘I—

N o . — D «

3 slow - -I:

A Caution

® Access from the Internet to the firewall through NAT mapping may fail because the security
policy permits only traffic from the security zone trust to untrust. To ensure successful
access from the Internet to the firewall through NAT, you need to permit traffic from the
security zone untrust to trust in a security policy.

® All firewall interfaces except the management interface can be switched to transparent mode.
Interfaces in transparent mode cannot be configured with an IP address. When all the other
interfaces are switched to transparent mode, the firewall can only be managed through the IP
address of the bridge interface or the management interface.

Configuration Verification
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Set the IP address of the PC to 192.168.1.2/24. Visit https://192.168.3.1 to access the web

management page of the firewall.

® You can successfully log in to the web management page to configure and manage the

firewall.

® The PC on the same network segment as the management IP address can normally access the

network.

6.2.4 Multi-bridge Deployment Mode

Application Scenario

Two groups of bridges need to be configured in the customer site: bridge 1: WAN 1 interface +
LAN 1 interface; bridge 2: WAN 2 interface + LAN 2 interface.

Network Topology

Router @ @ Router

192.168.1.20 192.168.2.1

Ge0/5 Ge0/7
- ;
»E» Firewall

Ge0/4 Ge0/6

Switch

[+

192.168.1.1 192.168.2.10

Configuration Points
e C(reate four security zones trustl, untrustl, trust2, and untrust2.
e Create two groups of bridge interfaces brl and br2.

e Create two pairs of transparent interfaces and add them to different bridge interfaces and
security zones. For example, add WAN 1 and LAN 1 to brl, with WAN 1 to security zone
untrustl and LAN 1 to security zone trustl; add WAN 2 and LAN 2 to br2, with WAN 2 to

security zone untrust2 and LAN 2 to security zone trust2.

e C(Create two security policies to permit traffic between the specified zones.
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/\ Caution
The multi-bridge function is supported from NTOS1.0R4. If your version is lower than NTOS1.0R4,
upgrade it to NTOS1.0R4 or higher.

Procedure

(1) Create security zones.

a Choose Network > Zone.

RUIe | Z sedes Firewa t & Network

Description

trust Trust Zone. Ge0/0,Ge0/1,Ge0/2 4 Viey
Untrust Zone. Ge/3,Ged/T 4 Ve
Demilitarized Zone.

b Click Create and create security zone trustl.
< Back Add Security Zone
* Name trust1
Description
e
Interface 7o _pe-selected (6) Select Al Selected (0) Clear

Interface
Name
Ge0/4
Gel/5
Ge0/6
Ge0/8
TenGe0/0
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¢ Configure parameters for the security zone trustl and click Save.

d Repeat the preceding steps to create other security zones.

A\ Caution

The security zone name must be unique.

(2) Create bridge interfaces.

a Choose Network > Interface > Bridge Interface.

RuUiJIe | Z sedies Firewa ® Network

I Bridge Interface

7) Member interfaces are interfaces configured with the transparent mode.

delete | O Refresh | @ Enable  © Disable

Bridge Interface Member Interface Connection Type P Next-Hop Address Operation

b Click Create and create bridge interface brl.

< Back Add Bridge Interface

Basic Info

* Interface Name br1

Connection Status @ Enable Disable

Member Interface

Address

Connection Type Static Address © DHCP

Src. MAC Consistency
Check

@ Src. MAC Consistency

Check

Access Management

Permit HTTPS PING SSH
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¢ Configure parameters for the bridge brl and click Save.

Configuration Examples for Typical Scenarios

d Repeat the preceding steps to create bridge interface br2.

1 Bridge Interface

1) Member interfaces are interfaces configured with the transparent mode

Bridge Interface

@ Enable ) Disable

Member Interface

Connection Type P

Next-Hop Address Operation

(3) Convert two pairs of interfaces to transparent mode and add them to the corresponding

bridge interfaces and zones.

a Choose Network > Interface > Physical Interface.

b Select the corresponding interface and click Edit.

< Back

Basic Info

Interface Name

Description

Connection Status

Mode

* Bridge Interface

* Zone

Interface Type

Advanced

@ MTU

MAC

¢ Configure parameters for the interface and click Save.

Edit Physical Interface

© Enable Disable
Routing Mode © Transparent Mode|
bri
trust1

WAN Interface © LAN Interface

1500
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Set Mode to Transparent Mode, Bridge Interface to brl, and Zone to trustl.

d Repeat the preceding steps to convert Ge0/5 to transparent mode and add it brl and

untrustl; convert Ge0/6 to transparent mode and add it br2 and trust2; convert Ge0/7 to

transparent mode and add it to br2 and untrust2.

The following figure shows the configuration result.

Ruifie | wal ® Network

I Physical Interface

@ Enable  © Disable T Refresh

Interface Name  Description Mode Zone
ace Status

n Routing

Transparent

m Routing untrust2

Transparent

Transparent

Network Interf Connection Typ Aggregation M

P
e ode

rust IPv4: Static IP 92.168.3.2/24

B
m Routing trust IPud: DHCP
t

Operation

A\ Caution

When all interfaces except Ge0/0 are set to transparent mode, the management interface must be

configured with an IP address and the next hop to ensure device access through the management

interface.

Choose Network > Interface > Bridge Interface. On the page that is displayed, you can find

members of a bridge interface.

® Network

I Bridge Interface

Bridge Interface Member Interface Connection Type P

DHCP

Next-Hop Address

Operation

(4) Create security policies 1 and 2 and associate zones trustl and untrustl with security policy 1

and zones trust2 and untrust2 with security policy 2.
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a Choose Policy > Security Policy.

b  Click Create and create security policy 1.
< Back Create Security Policy

Basic Info

*Name sec_1

Enabled State @ Enable Disable
* Policy Group Default Policy Group ® Add Group
* Adjacent Policy  allow all Before
Description

Src. and Dest.

* Src. Security Zone | trustl

" Src. Address  any

* Dest. Security untrust1

Zone

* Dest. Address ~ any

¢ Configure parameters for security policy 1 and click Save.

Item Description
Name sec_1
Policy Group Set to the default policy group.

Src. Security Zone | Set to trustl.

Set to any. This policy is applicable to all IP addresses in the source
Src. Address ] )
security zone after it takes effect.

Dest. Security Set to untrustl.
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Item Description

Zone

Set to any. This policy is applicable to all IP addresses in the

Dest. Address o _ _
destination security zone after it takes effect.

d Repeat the preceding steps to create security policy 2 and associate it with zones trust2

and untrust2.

Ruifte | & series Firewa & Policy
I Security Policy £ Simulation Space
Policy Group = @ Create | [l Delete @ Enable | © Disable | | & Refresh  More v Type Al
@ Add Policy Group prior N Src.SecurityZ  Src.Addres  Dest Security Dest Addr N Time
o ame . vice eration
riority v one s Zone ess " d pet
Default Policy Group
All Groups
E (5) Default ... trust2 any untrust2 any any any a t"‘ o
trust 1y trustl ¥ y y a (L‘ _'f"
' y v - . . . W
4 y y any Y y y a [‘ -
Delete
an an a

Configuration Verification

(1) Deploy two PCs in LAN 1 and LAN 2 respectively. Confirm that the PCs can normally access

the Internet over the uplink gateways.

The following figure shows the number of hits of each security policy.
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& Policy T " B )

I Security Policy € Simulation Space
o) h Mo Type A

Policy Group = 6 Creat W

Addr Time Rang Content Sed

Priority  MName Sarvice App . Action Hit Count Hit Session Operation

Default Policy Group

(2) PC1 can normally access 192.168.2.1.

(3) PC2 can normally access 192.168.1.20.

6.2.5 Precautions for Deploying Transparent Bridge Mode

Suggestions
Configure security policies to permit traffic between interfaces working in transparent mode.
Precautions

Run commands as shown in the following figure to view MAC addresses learned by the firewall.

9 og

Function Restrictions

e IPsec VPN and SSL VPN cannot be configured in transparent mode, which does not support

dynamic routes, policy-based routing, or DHCP.

® The management interface Ge0/0 cannot be converted to transparent mode.
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6.2.6 Configuring a Bridge Interface

Application Scenario
Bridge interfaces are applicable to firewall deployment in transparent mode.

A bridge interface is a logical virtual interface composed of physical interfaces in transparent
mode. You need to correctly configure an IP address and gateway to enable the firewall to
forward traffic at Layer 3 through the bridge interface. The firewall supports multiple groups of

bridge interfaces, and traffic of the bridge groups is isolated from one another.

In actual networking, you do not need to separately connect port 0/MGMT to devices such as

switch. Remote O&M can be implemented through the bridge interface, which is easy to

implement.
‘ Port O/MGMT
2wk
LAN port ®#  WAN port s
PC Switch Firewall
Procedure

(1) Choose Network > Interface > Bridge Interface.

The system displays the bridge interface configured in the current system. The firewall has a

default bridge interface named br0, which cannot be deleted.

I Bridge Interface

(D Member interfaces are interfaces configured with the transparent mode.

@ Create | [ Delete & Refresh | @ Enable | © Disable

Bridge Interface Member Interface Connection Type 1P Next-Hop Address Operation

Ge0/2, Ge0/3, Ge0/8 .
hr0 DHCP - - Edit
TenGe0/0, Ge0/5

& Note

Members of a bridge interface are interfaces working in transparent mode.

(2) Perform the corresponding operation on the bridge interface based on service requirements.

e If a new physical interface works in transparent mode, click Refresh to obtain the latest

member interface information.
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e C(lick to enable or disable the bridge interface.

e C(lick Delete to delete the bridge interface.

A Caution

® The default bridge interface br0 of the firewall cannot be deleted.

® The bridge interface with a member interface cannot be deleted. You need to remove the
member interfaces before you delete a bridge interface.

e C(lick Edit and configure the bridge interface. Click Create and create a new bridge interface.

Configure parameters for the bridge interface on the Edit Bridge Interface or Add Bridge

Interface page and click Save.
< Back Add Bridge Interface

Basic Info
* Interface Name
Connection Status @ Enable Disable

Member Interface

Address

Connection Type Static Address © DHCP

Src. MAC Consistency
Check

(D Sre. MAC Consistency
Check

Access Management

Permit HTTPS PING SSH
Item Description Remarks
Interface Name of a bridge interface. ® Characters such as
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Item Description Remarks
Name T~ #%AB*+\[{);'"/<>7 and spaces
are not allowed.
® The name is specified when you
create a bridge interface and
cannot be modified in later steps.
[Example]
brl
Connection | Whether to enable the bridge [Example]
Status interface. Enable
Member interface in the bridge To add a member to the bridge
interface. interface, set Bridge Interface to the
Members of the bridge interface current bridge interface when you
Member are interfaces set to transparent configure the corresponding member
mode. One bridge interface can interface (such as physical interface or
Interface
contain multiple transparent aggregate interface).
interfaces, but each transparent
[Example]
interface can belong to only one
bridge interface. Ge0/2
Address
Connection type of the bridge
interface. The options are as
follows:
@ Static Address: Applicable
Connection when the network [Example]
Type administrator specifies an IP Static Address
address for the device based
on the predefined IP address
planning. This connection
type requires the network
administrator to possess
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Item Description Remarks

certain network knowledge.
When this option is selected,
you need to set IP/Mask and
Next-Hop Address.

® DHCP: Applicable when the
network administrator is not
professional. The bridge
interface automatically
obtains an IP address from
the upper-layer DHCP server

for Internet access.

You need to set this parameter when

Connection Type is set to Static

IP address and mask of the
IP/Mask ‘ Address.
interface.
[Example]
192.168.20.1/24

You need to set this parameter when

Next router address to reach the Connection Type is set to Static

Next-Ho
P router with the destination Address.

Address

address. [Example]

192.168.20.2/24

Default Whether to enable the default [Example]
Route route. Enable

Whether to enable source MAC

address consistency check. If you
Src. MAC select Enable, the firewall checks | [Example]
Consistenc | the source MAC address of the

. Enable

y Check packet with the source MAC

address in the session. If they are

different, the firewall does not
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Item Description Remarks

check the session status of the
packet but transparently forwards
the packet over the bridge

network directly.

The configuration takes effect when

Access ; ;
Whether the bridge interface local defense is enabled on the device.
Manageme .
; supports HTTPS, ping, and SSH. [Example]
n

Select HTTPS.

6.3 Routing Mode

6.3.1 Preparations

Confirm the following information before performing the configuration:

e If you deploy the firewall in routing mode, you need to confirm the network scale, the number
of users who want to access the Internet, access mode (static address, ADSL dialup, or
dynamic address obtaining through DHCP), port type (GE electrical port, GE optical port, or
10GE optical port), access bandwidth, and IP address planning.

e If a service system is involved, check whether servers are deployed and whether the servers

permit access from external users.

® Check whether users need to use applications such as video conference.

' Note

In the current version, the NAT mode does not support applications such as video and
conference.

e Software version obtaining methods

Method Path

Official website https://www.ruijienetworks.com/
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Choose Support > Download > Reyee and find the latest
version of the Z-S series firewall under RG-WALL 1600-Z-S series

cloud management firewalls.

Choose System > System Maintenance > System Upgrade >
Web management . .
] Online Upgrade > Recommended Version to upgrade to the
page of the firewall . . .
latest version (recommended) in online mode.

After the device goes online on the Ruijie Cloud, you can remotely
upgrade the device in online mode on the Ruijie Cloud (without

Ruijie Cloud the need for local upgrade).

Choose Monitoring > Device > Firewall, select a device, select a

version, and click Upgrade.

/\ Caution

If the quick onboarding wizard is not used for the deployment, you must adjust the system time
in advance. Otherwise, the time clock is inaccurate, which may affect reports and logs. To set the
system time, choose System > System Config > System Time.

6.3.2 Single-Line Onboarding (Quick Deployment)

Network Requirements

As shown in the following figure, the firewall functions as an ONU directly connected to the
network egress. In this networking, the firewall is similar to a router that participates in routing
topology building. The WAN interface can use a static IP address or an address dynamically
allocated through DHCP or dial up using ADSL to communicate with terminals in the LAN
network segment 192.168.1.0/24.

' Note

DHCP is disabled on firewall interfaces by default. Any interface on the firewall can be used as a
LAN interface or a WAN interface.

Network Topology
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Trusted LAN port WAN port Untrusted
192.168.1.1/24 g  ADSL
[:E 5 Internet
192.168.1.10/24 Firewall

Assume that the username and password allocated by the ISP are admin and ruijie@123.

Configuration Points

@

(5)

Implement quick onboarding. Select a deployment mode (routing mode) and configure a

WAN interface and a LAN interface to complete Internet access.

WAN interface: Applicable to Internet access to connect the firewall to the Internet. Generally,

the WAN interface is directly connected to the FTTH ONU of the ISP. The following connection

types are supported based on the interface type:

(e]

Static address: Applicable when the network administrator specifies an IP address for the
device based on the predefined IP address planning. This connection type requires the
network administrator to possess certain network knowledge. The IP address/mask and

next-hop address must be configured.

DHCP: Applicable when no professional network administrator is available. The user
terminal automatically obtains an IP address to access the Internet after the terminal is

connected to the firewall.

ADSL dialup: Applicable for dialup access to the ISP network. The account and password

of the dialup user must be configured.

LAN interface: Applicable for connection to LAN devices, such as PCs, switches, and printers.

(Optional) Check the connectivity. The system automatically checks whether the firewall is

connected to the Internet.

(Optional) Import licenses.

a

Before license activation, log in to the Ruijie Secure Cloud Platform
(https://secloud-en.ruijienetworks.com), choose Device Authorization > Activate
License, and generate a license file. (The account of the Secure Cloud Platform is used to

activate and change the license. Keep the account safe.)

Select an activation method (online activation or offline activation) based on network

connection information of the firewall.

Complete the quick onboarding configuration.

(Optional) Implement remote O&M on the cloud.

147



Product Cookbook Configuration Examples for Typical Scenarios

Procedure

(1) Implement quick onboarding.

a Configure the IP addresses of the PC and the 0/MGMT management interface to be on
the same network segment. Visit https://192.168.1.200 (default address) to log in to the

device using the default account and password (admin and firewall).
b  Configure a WAN interface and a LAN interface to complete Internet access.

In this example, Ge0/0 (port 0/MGMT by default) is used as the LAN interface and Ge0/1
(enabled with DHCP for dynamic address allocation) is used as the WAN interface.

¢ Set the mode to routing.

Select an interface.

3 Electrical [ Optical | M On + Configured Selected

Ruijie

232005

Select a

mode. [ ]

works at Layer 3 and is

© Routing Mode oo

In routing mode, a firewall [~

Transparent Mode

In switching mode, a
firewall works at Layer 2

Off-Path Mode

In off-path mode, both

© BDed:
[ 4

uplink and downlink traffic

Pee

deployed at the edge of and the network structure on switch interfaces to be
anintranet, extranet, or does not need to be monitored is mirrored to
DMz, changsd, the off-path interface of

00 = 00 =

the firewall without
changing the network

structure,

Interface Name  Ge0/0

* Interface Type () WAN Interface | @ LAN Interface

IPType EIIZEM 1Py

Connection Type @ Static Address

*IP/Mask | 192.168.1.200/24

* DHCP Address Pool 192.168.1.1 192.168.1.254

Select an interface.

) Electrical [ Optical | EMOn v Configured Selected

Ruijie O/MGMT . 2 3 4 5 6 7 8F
23200-5 .ﬂ

Select a

mode. ) @ @

© Routing Mode e G 110 Transparent Mode @ Off-Path Mode ™
]
In routing mode, a firewall P v In switching mode, a P v In ofi-path mode, both e ?
works at Layer 3 and is i) G118 frewall works at Layer 2 e uplink and downlink traffic
deployed at the edge of and the network structure on switch interfaces to be ot
anintranet, extranet, or e does not need to be @ monitored is mirrored to
oMz changed. the off-path interface of
DD == |:||:| =3 the firewall without |- =i

changing the network
structure.,

Interface Name Ge0/1

*Interface Typ§ @ WAN Interface

IPType [EVRM 1Pvs

Static Address © DHCP PPPOE

LAN Interface

Connection Type

A\ Caution

Each interface can be separately configured to work in routing or bridge mode.
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(2) (Optional) Check the connectivity.

RUIjIe | Z series Firewall © Home @ Monitol & Netwo C G m &

gmt  Quick Onboarding

Quick Onboarding Wizard Exit
@ Quick Onboarding ®c ivity Check
PO
]
w7
. &y
&5
-~ w7
L

Network connectivity is normal.
Please go to the next step.

(3) (Optional) Import licenses.

a Before license activation, log in to the Ruijie Secure Cloud Platform

(https://secloud-en.ruijienetworks.com).

149



Product Cookbook Configuration Examples for Typical Scenarios

Rui'ﬁ'é | Secure Cloud Platform

Account login Email login

| have read and agree to Terms and Conditionsand Privacy Policy

Forgot password? | Signup

b Choose Device Authorization > Activate License and generate a license file.

@ Note

(The account of the Secure Cloud Platform is used to activate and change the license. Keep
the account safe.)

License Generation

@ Once alicense file is generated, the validity period begins. Activate the

3 @ Manual Input Batch Import

NO1 * Device SN

* License Code @ Add License Code

@ Add Device SN and License Code I 5

6 I Generate License File Gancel

¢ Download the license file.
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Licenss List
) Add Device Delete Device 44 Batch Download
Ne. Device SN License Code
323567
ssstestss 1604

d Select an activation method based on network connection

o Online activation

Ruifie | s

License Config

License Info

License Name

I Authorization Management

Device SN:MACC932672666 Copy

B Performance License

Configuration Examples for Typical Scenarios

License Status

License  LicenseTyp o . § License
License Validity Period  Activation Time
Status ®
Not expire
v Term license 2023-03-13 ~2024-031 0230313154819
Not expire
v Term license

Not expirs
P femlicense  2023.03.13-202403-12 20230313 154819

8230313 15.48:19

Nat expire

Notospie .

20230313 15:48:19

i e andmust be kept confidential
seatus For threat intelligence, only online activation is supported

Change Ti
& License Status Operation

information of the firewall.

You can choose to perform manual activation.

Activate Manually

No.

o Offline activation

El SSLVPN License

@ Security Capability License

Security Capability Name

App Identification (APP)

Intrusion Prevention (IPS)

Description License Type

It provides upgrade services for app ide

ntification signature libraries.

t provides upgrade services for IPS sig

nature libraries
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Ruijie Devie Auteotation

Device Autharization

i ' . Josnsa Nar License Stais s Term
N Device SN License Code License Name = B e Validity Period  Activation Time License Status Operation
. T Tememse  MZM3200112 HZIE 649 Export License File |:|
s
b o to 2 ] :
RGWALL 16103200 SUR ol sxpr
L5ty
L1600 005 Not e
i AP Norag Torm liconse  2023-03-13-2024-03-12  2023-1
1
Ruijie | z 1 System

1 Authorization Management

License Config

dmust be kept confidential
s For threat intelligence, only online activation is supported.

A Inline You can ¢

Activate Now

Device SN:MACC932672666 Copy

e to perform manual activation.

License Info How to Obtair

3G/
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Manual License Activation Procedure ®

1. Obtain Device Info

Click Copy to obtain the device SN and use it on the cloud platform to generate a license file.

Device SN:MACC932672666 Copy

2. Export License File

Visit Ruijie Secure Cloud Platform athttps://secloud.ruijie.com.cnOn the platform, access the Device
Authorization page, and click Activate License. Then, enter the device SN obtained in step 1 and the license code
you have purchased, and export the license file.

Ruijie Secure Cloud Platform

3. Import License File Im port L|Cense F||e

Import the license file obtained in step 2 and click Activate to complete the authorization.

Disable

(4) Complete the quick onboarding configuration and bind the firewall to the Ruijie Cloud to

implement remote O&M.

Quick Onboarding Wizard Exit

(@ Quick Onboarding (© Connectivity Check (® Device €

Enable Ruijie Cloud-based Management

(D Ruijie Cloud-based management has been enabled. You can register an account on the cloud for remote management. If you do not need this service, you can disable it.

Ruijie Cloud- ()
based
Managemen

1

Bind Device

Note:You must set DNS before connecting the device to Ruijie Cloud. Check whether a correct DNS serveris set. Otherwise, the configuration cannot take effect.

(D Use an account to manage gateways. Ruijie Cloud link: http://cloud.ruijie.com.cn/

Ofrigar ks 3
Bind the device by
scanning the QR
code on WeChat.

Configuration Verification
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Set the IP address of the PC to 192.168.1.1/24, gateway address to 192.168.1.200, and DNS server
addresses to 114.114.114.114 (primary) and 223.5.5.5 (secondary). (The address of the local DNS

server must be used.) The PC can normally access the Internet.

Precautions

e By default, DHCP is disabled on the firewall interface. To allow downstream PCs to dynamically
obtain IP addresses to access the Internet, choose Network > DHCP > DHCP Server and
enable DHCP Server.

Ruiie | Z series Firewsll @ Network
I DHCP Service List
DHCP Server
@ Create [ Delete O Refresh network entireAgreeme

Interface network.protocolType network.addressRangeOrPrefix  Default Gateway Lease Time DNs Operation

Ge0/0 pud 192.168.1.1-192.168.1.254 192.168.1.200 1HourOMinute 114.114.114.114

e The routing mode deployment in this section uses Layer 2 networking as an example to
describe how to implement Internet access. If the downstream network of the firewall is a
Layer 3 network, for example, the gateway of the downstream terminal is not the firewall, you
need to add a static route to the LAN network segment based on the actual network planning.
(In this static route, the destination network segment is the LAN service network segment and
the next-hop address is the address of the interface connecting the downstream device to the

firewall.)
RUJj}_G 2 Series Firewa & Home @ Monitor & Network A Object [ Policy {23 System

—_ < Back Create Static Routing
IP Type IPv4

* Dest. IP Range/Mask

ntelligent Routing Next-Hop Address

Address Library Route Interface

Routing Table

*(D Priority 5

Link Detection

Description
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6.3.3 Single-Line Onboarding (Custom Deployment)

1. Onboarding Through Single ADSL Line

Network Requirements

The PC is located in the LAN network segment 192.168.1.0/24. The WAN interface dials up using
PPPOE to obtain an IP address from the ISP. The PC wants to access the Internet through the

firewall.
Network Topology
Trusted LAN port WAN port Untrusted
192.168.1.1/24 _ g  ADSL
[__‘j 5 Internet
192.168.1.10/24 Firewall
Item Description
LAN interface, which belongs to the security zone trust.
Ge0/6
The IP address is 192.168.1.1.
WAN interface, which belongs to the security zone untrust.
Ge0/7 This interface dials up to obtain an IP address from the ISP. The username and
password allocated by the ISP are admin and ruijie@123.

Configuration Points

Step Description Key Configuration

Select two interfaces on the device | ® WAN interface: Set Connection Type

Confi and set the interface type to WAN to PPPoE and add the interface to
onfigure
) 9 interface and LAN interface the security zone untrust. The
interfaces. ] .

respectively. system automatically generates a

® WAN interface: Used to default route.
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connect to the Internet. ® AN interface: Set the IP address to
® LAN interface: Used to 192.168.1.1/24 and add the
connect to the LAN. interface to the security zone trust.
You can choose to enable some
management functions on the
interface.
Create an To facilitate management,
] Set the name to lan and IP address to
address configure the IP address of the LAN
) ) 192.168.1.10.
object. user as an address object.
® Src. Security Zone: trust
Create a Create a policy to control traffic e Src Address: lan
security between the LAN interface and
oolicy. WAN interface. ® Dest. Security Zone: untrust
® Dest. Address: any
® Src. Security Zone: trust
® Src. Address: lan
_ Configure source NAT to allow the .
Configure ® Dest. Security Zone: untrust
LAN user to normally access the
NAT. Internet. ® Dest. Address: any
® Src. Address Translated to:
Outbound Interface Address
Procedure

(1) Configure the WAN interface.

a Choose Network > Interface > Physical Interface.

b  Select the physical interface to be used as the WAN interface and click Edit.
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< Back Edit Physical Interface
Basic Info
Interface Name
Description
Connection Status @ Enable Disable
Mode @ Routing Mode Transparent Mode Off-Path Mode
* Zone untrust ® Add Security Zone

Interface Type @ WAN Interface LAN Interface

Address
IP Type IPvd IPv6
Connection Type Static Address DHCP © PPPoE
* Account | admin

* Password sesssscnse

c Set parameters for the interface.

Item Description
Mode Routing Mode
Zone untrust
Interface Type WAN Interface
Connection Type PPPoE
Account admin
Password ruijie@123
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d Enable management functions on the interface as required. You are advised to enable the

HTTPS, ping, and SSH services only on the LAN interface.
Line Bandwidth
Uplink
Downlink
Access Management

Permit HTTPS PING SSH

Advanced
ISP Address Library
O MTU 1500
MAC 00:d0:f8:22:37:10 Restore Default MAC

Link Detection

e Click Save.

After successful configuration, interface information marked in the red block is displayed, as

shown in the following figure.

Ruiie

a 1 Physical Interface

Interface Name  Deseription Mode Zone Connaction Type "» Aggragation Mode  MTU Operation
- Routing st 1Py Static 1P 192.168.1.200/24 1500 Edit

Pyt DHCP. - - 1500
1500 @D ot
1500 @ ot
1500 @ &t

1500

1500 @ it

1500 @D ot

(20 Configure the LAN interface.
a Choose Network > Interface > Physical Interface.

b Select the physical interface to be used as the LAN interface and click Edit.
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< Back

Basic Info

Interface Name

Description

Connection Status
Mode
*Zone

Interface Type

Address
IP Type
Connection Type

*IP/Mask

Configuration Examples for Typical Scenarios

Edit Physical Interface

© Enable Disable

© Routing Mode Transparent Mode
trust

WAN Interface © LAN Interface

IPv4 IPvd

© Static Address DHCP

192.168.1.1/24

c Set parameters for the interface.

PPPoE

Off-Path Mode

@ Add Security Zone

Item Description
Mode Routing Mode
Zone trust

Interface Type LAN Interface

Connection Type

Static Address

IP/Mask

192.168.1.1/24

d Enable management functions on the interface as required. You are advised to enable the

HTTPS, ping, and SSH services only on the LAN interface.

e Click Save.
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After the WAN interface and LAN interface are successfully configured, choose Network >
Routing > Routing Table. You can find that the device automatically generates a default

route.

RUFIE | = seres Frew

Type Dest. IP Range/Mask Hext-Hop Address Priority Interface

Static route 0.0.0.0/0 7220371

— 20000 : 5 s ]

(3) Configure address resources.
a Choose Object > Address > IPv4 Address.

b Click Create and add an address object with a LAN IP address.

RuUijie | Z series Firewall © Home & Monito ® Network = S=Object [ Policy 3 System

Address < Back Add IPv4 Address Object
Basic Info
*Name

Description

IP Address/Range

* (D IP Address/Range

c Set parameters for the address object.
Set Name to lan and IP Address/Range to 192.168.1.10.
d Click Save.
(@ Create a security policy.
a Choose Policy > Security Policy > Security Policy.
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b  Click Create and create a security policy.

< Back Create Security Policy
Basic Info
“Name  trust to untrust

Enabled State @ Enable
* Policy Group
* Adjacent Policy Default Policy

Description

Src. and Dest.

*Src. Security Zone  trust
*Src. Address  any
* Dest. Security  untrust
Zone
* Dest. Address  any
Service
Service any
App
App  any
Time Range
Time Range

Action Settings

Action Option @ Permit

Default Policy Group

Disable

@ Add Group

Before

Configuration Examples for Typical Scenarios

@ Add One-Off Time Plan @& Add Cyclic Time Plan

Deny

Content Security (After being enabled, the following configurations only take effect for IPv4 traffic.)

Intrusion Prevention Enable

Virus Protection Enable

URL Filtering Enable
Advanced Settings

© NotEnabled @ Add URL Filtering

c Set parameters for the policy.

© NotEnabled & Add Intrusion Prevention Template

© NotEnabled @ Add Virus Protection Template

Save

Item

Description

Src. Security Zone

trust
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Item Description
Src. Address lan

Dest. Security Zone untrust
Dest. Address any

Service any

App any

d Click Confirm.

(5) Configure a NAT policy.

a Choose Policy > NAT Policy > NAT.

b Click Create.

Add a source NAT policy to translate the source address of traffic sent by a device in the

zone trust and going out from a device in the zone untrust.

Ruipre | @ Home @ Monito

Packet After NAT

Src. Address

Translated to

(2 Policy £33 System

< Back Add NAT
NAT Type
NAT Type @ SNAT DNAT SNAT and DNAT
Basic Info
*Name rule_nat
Enabled State @ Enable Disable
Description
Time Range any © Add One-Off Time Plan @ Add Cyclic Time Plan
Packet Before NAT
*Src. Security Zone  trust
*Src. Address  any
* Dest. Security  untrust
Zone
* Dest. Address  any
*Service  any

Address Pool Designated IP © Outbound Interface Address
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¢ Set parameters for the NAT policy.

Item Description

Src. Security Zone trust

Src. Address lan

Dest. Security Zone untrust

Dest. Address any

Src. Address Translated to | Outbound Interface Address

d Click Save.
Configuration Verification

Set the IP address of the PC to 192.168.1.10/24, gateway address to 192.168.1.1, and DNS server
addresses to 114.114.114.114 (primary) and 223.5.5.5 (secondary). (The address of the local DNS

server must be used.)

The PC can successfully ping the address 114.114.114.114.

2. Onboarding Through Static Address

Network Requirements

The computer is located in the LAN network segment 192.168.1.0/24. The WAN interface is
connected to a dedicated line and specified by a static address by the ISP. The computer wants to

access the Internet through the firewall.

Network Topology
Trusted LAN port WAN port Untrusted
192.168.1.1/24 &  192.168.20.2/24
EE -3~ Internet
192.168.1.10/24 Firewall
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Item Description
LAN interface, which belongs to the security zone trust.
Ge0/1
The IP address is 192.168.1.1/24.
WAN interface, which belongs to the security zone untrust.
Ge0/6 The fixed IP address allocated by the ISP to this interface and the gateway
address are 192.168.20.2/20 and 192.168.20.1, respectively.
DNS The DNS address is 192.168.58.110, which is obtained from the ISP.

Configuration Points
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Step Description Key Configuration
® WAN interface: Set Connection
Type to Static Address and
_ ] configure the next-hop address.
Select two interfaces on the device
and set the interface type to WAN ® Add the interface to the security
interface and LAN interface zone untrust. The system
_ respectively automatically generates a default
Configure :
) ) route.
interfaces. ® WAN interface: Used to
connect to the Internet. ® LAN interface: Set the IP address
) to 192.168.1.1/24 and add the
® LAN interface: Used to connect . .
interface to the security zone trust.
to the LAN.
You can choose to enable some
management functions on the
interface.
Create an To facilitate management, configure
Set the name to lan and IP address to
address the IP address of the LAN user as an
) ] 192.168.1.10.
object. address object.
® Src. Security Zone: trust
Create a Create a policy to control traffic e Src Address: lan
security between the LAN interface and
oolicy. WAN interface. ® Dest. Security Zone: untrust
® Dest. Address: any
® Src. Security Zone: trust
® Src. Address: lan
. Configure source NAT to allow the .
Configure ® Dest. Security Zone: untrust
LAN user to normally access the
NAT. Internet. ® Dest. Address: any
® Src. Address Translated to:
Outbound Interface Address
Procedure
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(1) Configure the WAN interface.
a Choose Network > Interface > Physical Interface.
b  Select the physical interface to be used as the WAN interface and click Edit.
Ruifie | : @ Home @ Monitor | @ MNetwork & Object @ Policy @ System

E © < gack  Edit Physical Interface

Physical Interface

Basic Info
Interface Name
Description
Connection Status €@ Enable Disable
Mode @ Routing Mode Transparent Mode Off-Path Mode
“ Zone untrust ® Add Security Zone

Interface Type @ WAN Interface LAN Interface

Address
IP Type 1Pv4 IPvE
Connection Type @ Static Address DHCP PPPoE
“ IP/Mask 192.168.20.2/24
* Next-Hop Address 192.168.20.1

Default Route (@)

c Set parameters for the interface.

Item Description
Mode Routing Mode
Zone untrust
Interface Type WAN Interface
Connection Type Static Address
IP/Mask 192.168.20.2/24
Next-Hop Address 192.168.20.1
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d Click Save.

After successful configuration, interface information marked in the red block is displayed, as

shown in the following figure.

Ruiie | = s

1 Physical Interface

=

Network Interface
Interface Name Description Mode Zone

P P Aggregation Mode  MTU Operation

(2) Configure the LAN interface.
a Choose Network > Interface > Physical Interface.

b  Select the physical interface to be used as the LAN interface and click Edit.

< Back Edit Physical Interface

Basic Info

Interface Name

Description
Connection Status @ Enable Disable
Mode @ Routing Mode Transparent Mode Off-Path Mode
* Zone trust @ Add Security Zone

Interface Type WAN Interface © LAN Interface

Address
IP Type 1Pv4 IPv5

Connection Type @ Static Address DHCP PPPoE

* IP/Mask 192.168.1.1/24

c Set parameters for the interface.
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Item Description
Mode Routing Mode
Zone trust

Interface Type LAN Interface
Connection Type Static Address
IP/Mask 192.168.1.1/24

d Enable management functions on the interface as required. You are advised to enable the

HTTPS, ping, and SSH services only on the LAN interface.
e Click Save.

After the WAN interface and LAN interface are successfully configured, choose Network >

Routing > Routing Table. You can find that the device automatically generates a default

route.

@ Network

1Pvd 1Pve

@ Create W Delete | & Refresh

Dest. IP Range/Mask Next-Hop Address Interface Priority Link Detection Description Operation

192.168.20.1 Ge0/6

(3) Configure address resources.
a Choose Object > Address > IPv4 Address.

b  Click Create and add an address object with a LAN IP address.
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R_uifie | Z serie wa ©r Home @ Monitor @ Network = 2 Object E2 Policy

< Back Add IPv4 Address Object

Basic Info
* Name lan

Time Plan Description

@ ISP Address Library

IP Address/Range

* (O IP Address/Range 192.168.1.10

c Set parameters for the address object.
Set Name to lan and IP Address/Range to 192.168.1.10.
d Click Save.
4) Create a security policy.
a Choose Policy > Security Policy.

b Click Create and create a security policy.
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< Back
Basic Info

* Name

Enabled State

* Policy Group

* Adjacent Policy

Description

Src. and Dest.
* Src. Security Zone
*Src. Address

* Dest. Security

Zone

* Dest. Address

Service

Service

App
App
Time Range

Time Range

Action Settings

Action Option

Create Security Policy

trust_to_untrust
© Enable Disable
Default Policy Group

Default Policy

trust

any

untrust

any

any

any

© Permit Deny

@ Add Group

Before

Configuration Examples for Typical Scenarios

@ Add One-Off Time Plan @ Add Cyclic Time Plan

Content Security (After being enabled, the following configurations only take effect for IPv4 traffic.)

Intrusion Prevention

Virus Protection

URL Filtering

Advanced

Enable

Enable

Enable

Settings

© NotEnabled @ Add URL Filtering

c Set parameters for the security policy.

© NotEnabled & Add Intrusion Prevention Template

© NotEnabled @ Add Virus Protection Template

Save

Item Description
Src. Security Zone trust
Src. Address lan
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Item Description
Dest. Security Zone untrust
Dest. Address any

Service any

App any

d Click Save.
(5) Configure a NAT policy.
a Choose Policy > NAT Policy > NAT.

b  Click Create and add a source NAT policy to translate the source address of traffic sent by

a device in the zone trust and going out from a device in the zone untrust.
Ruijie | 2 irewa ¢ Home @ Monito & Networ 2. Object = @ Policy £ System

< Back Add NAT

NAT Type
NAT Type @ SNAT DNAT SNAT and DNAT
Basic Info

*Name | rule nat

Enabled State @ Enable Disable
Description
Time Range = any @ Add One-Off Time Plan @ Add Cyclic Time Plan

Packet Before NAT
*Src. Security Zone  trust
* Src. Address any

* Dest. Security untrust

Zone
* Dest. Address  any

*Service  any

Packet After NAT

Src. Address Address Pool Designated IP © Outbound Interface Address

Translated to

c Set parameters for the NAT policy.
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Item Description

Src. Security Zone trust

Src. Address lan

Dest. Security Zone untrust

Dest. Address any

Src. Address Translated to Outbound Interface Address

d Click Save.
Configuration Verification

Set the IP address of the PC to 192.168.1.10/24, gateway address to 192.168.1.1, and DNS server
addresses to 114.114.114.114 (primary) and 223.5.5.5 (secondary). (The address of the local DNS

server must be used.)

The PC can successfully ping the address 114.114.114.114.

3. Onboarding Through DHCP

Network Requirements

The PC is located in the LAN network segment 192.168.1.0/24. The WAN interface is connected to
a dedicated line and specified by a static address by the ISP. The PC wants to access the Internet
through the firewall.

Network Topology
Trusted LAN port WAN port Untrusted
192.168.1.1/24 g  DHCP
[;E " Internet
192.168.1.10/24 Firewall
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Item Description

LAN interface, which belongs to the security zone trust.
Ge0/6
The IP address is 192.168.1.1/24.

WAN interface, which belongs to the security zone untrust.
Ge0/7
This interface obtains an IP address through DHCP.

Configuration Points
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Step Description Key Configuration
® WAN interface: Set Connection
Type to DHCP. Add the interface
Select two interfaces on the device to the security zone untrust. After
and set the interface type to WAN the WAN interface obtains an IP
interface and LAN interface address through DHCP, the system
: automatically generates a default
: respectively.
Configure
route.
interfaces. ® WAN interface: Used to
® AN interface: Set the IP address to
connect to the Internet.
192.168.1.1/24 and add the
® | AN interface: Used to connect . .
interface to the security zone trust.
to the LAN. You can choose to enable some
management functions on the
interface.
Create an To facilitate management, configure
Set the name to lan and IP address to
address the IP address of the LAN user as an
) ] 192.168.1.10.
object. address object.
® Src. Security Zone: trust
Create a Create a policy to control traffic e Src Address: lan
security between the LAN interface and
policy. WAN interface and enable NAT. ¢ Dest. Security Zone: untrust
® Dest. Address: any
Procedure

(1) Configure the WAN interface.

a Choose Network > Interface > Physical Interface.

b  Select the physical interface to be used as the WAN interface and click Edit.
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< Back Edit Physical Interface

Basic Info
Interface Name
Description
Connection Status @ Enable Disable
Mode @ Routing Mode Transparent Mode Off-Path Mode
* Zone untrust & Add Security Zone

Interface Type @ WAN Interface LAN Interface

Address
IP Type 1Pvd IPvG

Connection Type Static Address © DHCP PPPoE

c Set parameters for the interface.

Item Description
Mode Routing Mode
Zone untrust

Interface Type WAN Interface

Connection Type | DHCP

d Click Save.

After successful configuration, interface information marked in the red block is displayed, as

shown in the following figure.
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I Physical Interface

@ Enable | | © Disable  Q Refresh

Interface Name ~ Description Network Interfa Mode Zone Connection Typ P Aggregation Mo Operation
ce Status. e de
Ge0/0 - m Routing trust 1Pv4: Static 1P 192.168.1.200/24 - 1500 Edit
Ge0/1 - m Routing trust 1Pv4: DHCP - - 1500 @ kit
Ge0/2 - Transparent  trust - - - 1500 @ cdit
Ge0/3 - Transparent untrust - - - 1500 () Edit
Ge0/4 - Routing trustl - - - 1500 @ cait
Ge0/5 - L] Transparent untrust1 - - - 1500 @ Edit
Ge0/6 - m Routing trust 1Pvd: Static 1P 192168.1.1/24 - 1500 @ cdit
Ge0/7 - m Routing untrust 1Pv4: DHCP 172.20.37.124724 | - 1500 @ cdit
TenGe0/0 - Transparent - - - - 1500 @ cdit
Ge0/8 - Transparent - - - - 1500 @ cdit

(20 Configure the LAN interface.
a Choose Network > Interface > Physical Interface.

b  Select the physical interface to be used as the LAN interface and click Edit.
< Back Edit Physical Interface

Basic Info

Interface Name

Description
Connection Status @ Enable Disable
Mode @ Routing Mode Transparent Mode Off-Path Mode
* Zone trust & Add Security Zone

Interface Type WAN Interface © LAN Interface

Address
IP Type 1Pv4 IPw6
Connection Type @ Static Address DHCP PPPoE

*IP/Mask = 192.168.1.1/24

c Set parameters for the interface.
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Item Description
Mode Routing Mode
Zone trust

Interface Type LAN Interface
Connection Type Static Address
IP/Mask 192.168.1.1/24

d Enable management functions on the interface as required. You are advised to enable the

HTTPS, ping, and SSH services only on the LAN interface.
e Click Save.

After the WAN interface and LAN interface are successfully configured, choose Network >

Routing > Routing Table. You can find that the device automatically generates a default

route.

RuUpIe | Z series Firewall @ Network

Dest. IP Range/Mask Next-Hop Address Priority Interface

000.0/0 7220371 5 Ge0/7

172.20.37.0/24 - - Ge0/7

192.168.1.0/24 - Ged/0

(3) Configure address resources.
a Choose Object > Address > IPv4 Address.

b  Click Create and add an address object with a LAN IP address.
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RUI]TG Z Series Firewall £r Home & Monitor & Metwork 2 Object 2 Policy m
Address < Back Add IPv4 Address Object
Basic Info
* Name lan
Description
“
IP Address/Range
* (D IP Address/Range 192.168.1.10
“

¢ Set Name to lan and IP Address/Range to 192.168.1.10.
d Click Save.

4) Create a security policy.
a Choose Policy > Security Policy.

b Click Create.

Ruiie | Z F3H XS

s
/IRt untru:
] ERtS 0 =R E
& WA G I
HEEUE | M ZHE

B
]
dr
m il
B 9
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[t
s | [any
e

mA | any

=
FIaER .
EHER any © SSYAMELTRY © SISt

wfrigs
BIEEA O 7 =)
WERS

ASEE =] © FEA ® FEASHIBIER

c Set parameters for the security policy.

Item Description
Src. Security Zone trust
Src. Address lan
Dest. Security Zone untrust
Dest. Address any
Service any
App any
d Click Save.

(5) Configure a NAT policy.
a Choose Policy > NAT Policy > NAT.

b  Click Create and add a source NAT policy to translate the source address of traffic sent by

a device in the zone trust and going out from a device in the zone untrust.
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< Back Create Security Policy

Basic Info

* Name trust_to_untrust

Enabled State @ Enable Disable
* Policy Group Default Policy Group @ Add Group
* Adjacent Policy ~ Default Policy Before
Description

Src. and Dest.
* Src. Security Zone trust
*Src. Address any

* Dest. Security untrust

Zone

* Dest. Address any

Service

Service  any

App

App  any

Time Range

Time Range @ Add One-Off Time Plan @ Add Cyclic Time Plan

Action Settings

Action Option @ Permit Deny

Content Security (After being enabled, the following configurations only take effect for IPv4 traffic.)
Intrusion Prevention Enable © NotEnabled & Add Intrusion Prevention Template
Virus Protection Enable © NotEnabled @ Add Virus Protection Template

URL Filtering Enable © NotEnabled @ Add URL Filtering

Advanced Settings

Save

c Set parameters for the NAT policy.

Item Description
Src. Security Zone trust
Src. Address lan
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Item

Description

Dest. Security Zone

untrust

Dest. Address

any

Src. Address Translated

to

Outbound Interface Address

d Click Save.

Configuration Verification

Set the IP address of the PC to 192.168.1.10/24, gateway address to 192.168.1.1, and DNS server
addresses to 114.114.114.114 (primary) and 223.5.5.5 (secondary). (The address of the local DNS
server must be used.) The PC can successfully ping the address 114.114.114.114.

6.4 Off-Path Mode

6.4.1 Preparations

Confirm the following information before performing the configuration:

e If you deploy the firewall in off-path mode, you need to confirm the network scale and port

type (GE electrical port, GE optical port, or 10GE optical port). As out-of-band management is

used in off-path mode, an independent cable is required to connect the management

interface to the network. You need to plan the IP address and next hop of the management

interface and ensure that the management interface of the firewall can be connected to the

Internet and managed on the cloud.

e If a service system is involved, check whether servers are deployed and whether the servers

permit access from external users.

e Software version obtaining methods

Method Path

Official website

https://www.ruijienetworks.com/

Choose Support > Download > Reyee and find the latest version
of the Z-S series firewall under RG-WALL 1600-Z-S series cloud
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Method Path

management firewalls.

Choose System > System Maintenance > System Upgrade >
Web management . .
] Online Upgrade > Recommended Version to upgrade to the latest
page of the firewall . _ _
version (recommended) in online mode.

After the device goes online on the Ruijie Cloud, you can remotely
upgrade the device in online mode on the Ruijie Cloud (without the

Ruijie Cloud need for local upgrade).

Choose Monitoring > Device > Firewall, select a device, select a

version, and click Upgrade.

A\ Caution

If the quick onboarding wizard is not used for the deployment, you must adjust the system time
in advance. Otherwise, the time clock is inaccurate, which may affect reports and logs. To set the
system time, choose System > System Config > System Time.

6.4.2 Deployment in Off-Path Mode (Quick Deployment)

Network Requirements

If the customer wants to use a firewall to monitor the network security information on the live
network but does not want to change the physical structure of the current network, the firewall
can be deployed in off-path mode. In this mode, the firewall is connected to the switch in off-path
mode, and traffic of the switch is mirrored to the off-path interface for detection, providing the
security protection function. This mode monitors the security of the customer network without

changing the network structure and affecting data forwarding of the customer.

In off-path mode, the firewall does not forward traffic, but provides security protection for the

monitored areas instead.

Network Topology
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Router ,&’

0/MGMT

Switch TB= Firewall

Ge0/8

= 0 —

Configuration Points

(1) Implement quick onboarding. Select a deployment mode (off-path mode) and configure an
off-path interface. Configure an IP address and the next hop for the management interface

(0/MGMT) to ensure successful connection to the Internet.

(20 (Optional) Check the connectivity. The system automatically checks whether the firewall is

connected to the Internet.
(3) (Optional) Import licenses.

a Before license activation, log in to the Ruijie Secure Cloud Platform
(https://secloud-en.ruijienetworks.com/), choose Device Authorization > Activate
License, and generate a license file. (The account of the Secure Cloud Platform is used to

activate and change the license. Keep the account safe.)

b Select an activation method (online activation or offline activation) based on network

connection information of the firewall.
@ Complete the quick onboarding configuration.
(5) (Optional) Implement remote O&M on the cloud.
(6) Mirror the switch traffic to the off-path interface of the firewall. (Omitted)
(7) Create a security policy to permit the off-path detection traffic.
Procedure
(1) Implement quick onboarding.

a Configure interfaces.
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o Configure an IP address and next hop for the 0/MGMT management interface (Ge0/0) and
connect it to the network using an independent network cable to ensure that the
management interface can access the Internet. (The IP addresses in this example are for

reference only.)

Select an interface. ) Electrical 01 Optical | M On ~ Configured 1 Selected

Ruijie

232005 a g - - - [ -]

Selecta i .
mode. - - -
© Routing Mode - Transparent Mode a Off-Path Mode e
? P v @ °
] @
[ o [ 00 ==
interface Name Ge0/0
Interface Type @ WAN Interface LAN Interface
rryoe [ s
Connection Type @ Static Address DHCP PPPoE
1P/Mask 192.168.200.199/24
Next-Hop Address 192.168.200.1

o Configure another interface as the off-path interface. This example uses Ge0/8 as the

off-path interface.

Select an interface. (7 Electrical [ Optical | M On v Configured i Selected
Ruifie 0O/MGMT 1 2 3 4 5 6 7 OF 3
% = o 5 ¥
23200.5 [ ] [} a2 & a (L]
Selecta )
mode. ) ) 7]
Routing Mode o] G 101023 Transparent Mode @ © Off-Path Mode @
S
In routing mode, a firewall @ ] In switching mode, a P v In off-path mode, both e P
works at Layer 3 and is i G iR firewall works at Layer 2 e uplink and downlink traffic
deployed at the edge of and the network structure on switch interfaces to be corean
an intranet, extranet, or e does not need to be @ monitored is mirrored to
DMZ changed the off-path interface of
L0 == L0 == the firewall wiithout 00 e=
changing the networ

Interface Name Ge0/8

Zone

ﬂ Note

The management interface cannot be set to the off-path mode.

(2) (Optional) Check the connectivity.
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&

kMgmt  Quick Onboarding  Po

Quick Onboarding Wizard

(@ Quick Onboarding ®c ivity Check
FooN
| 5}
-
@ &%
[ Ty )
amn hd
&5
W

Network connectivity is normal.

Please go to the next step.

(3) Import licenses.

License Config

cure Cloud Platform athttps://secloud1.ruijie.com.cn. On the platform, access the Device Authorization page, and generate a license file. The account of this
andmust be kept confidential.

atus.For threat intelligence, only online activation is supported.

You can choose to perform manual activation.

Activate Online

_I I Activate Manually I

Device SN:MACC932672666 = Copy

(4) Complete the quick onboarding configuration and log in to Ruijie Cloud to implement remote

O&M.
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Quick Onboarding Wizard Exit

(© Quick Onboarding (@ Connectivity Check (® Device C

Enable Ruijie Cloud-based Management

@ Ruijie Cloud-based management has been enabled. You can register an account on the cloud for remote management. If you do not need this service, you can disable it

Ruijie Cloud-
based
Managemen

t

Bind Device

(@ Use an account to manage gateways. Ruijie Cloud link: http://cloud.ruijie.com.cn/
Note:You must set DNS before connecting the device to Ruijie Cloud. Check whether a correct DNS serveris set. Otherwise, the configuration cannot take effect.

O d
Bind the device by
scanning the QR
code on WeChat.

(5) Configure the switch to mirror both uplink and downlink traffic on switch interfaces to be

monitored to the off-path interface Ge0/8. (Omitted)

& Note

There are slight differences in the configuration method of different switches. For details, see the

product manual.

(6) Create a security policy.

After the quick deployment configuration is complete, the security policy allow_all is
generated automatically. This security policy permits all traffic by default. To control and
detect the traffic in off-path mode, you need to create a security policy in which both Src.

Security Zone and Dest. Security Zone are set to monitor.

I Security Policy 3 Simulation Space

Policy Group = ® Create | T Delete | @Enable | © Disable & Refresh | More ~ Type Al
® Add Policy Group Src.Security Z  Src. Addres  Dest. Security  Dest. Addr Time Rang
Priority  Name Type Service App Operation
one s Zone ess e

~ Default Policy Group

All Groups ~

Edit
B (4) Default .. 1 monitor .. - monitor any monitor any any any any (DDe e
Edit
2 allow_trus... - 4 trust any untrust N any any any any (D)
elete
@ cait
allow al - any any any any any any any 5
elete
4 Default Po - any any any any any any any

186



Product Cookbook Configuration Examples for Typical Scenarios

Configuration Verification
Choose Monitor > Traffic Monitoring > Traffic Monitoring > Interface Traffic Statistics and

check whether there is traffic on the Ge0/8 port.

Ruijie | Z seri veall o @ Monitor

Sre. IP Traffic Statistics App Traffic Statistics Interface Traffic Statistics
Interface Traffic Statistics | Interface Traffic Details Interface | Al WAN Interfac + 1 Display Cycle  Real-Time
Intarface:All WAN Interfaces

180Mbps

1.50Mbps

6.4.3 Configuring an Off-Path Interface (Custom Deployment)

Configuration Points

An off-path interface is an interface set to off-path mode and is used only to receive mirrored
traffic but cannot forward traffic. Security zone monitor defines the zone traffic of which needs to
be monitored, and all off-path interfaces belong to the zone monitor. When you create a security

policy in off-path mode, you need to set both Src. Security Zone and Dest. Security Zone to

monitor.
Procedure

(1) Configure interfaces.

a Choose Network > Interface > Physical Interface, find the desired interface, and click

Edit in the Operation column. The Ge0/8 port is used as an example.
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I Physical Interface

Network Interfa Connection Typ Aggregation Mo
Interface Name  Description Mode Zone 13 MTU Operation
ce Status e de

- Routing trust Pv4: Static IP 192.168.1.200/24 1500

trust Pv4: DHCP - 1500

trust Pud: Static IP 192.168.1.1/24 1500 &«

- Routing untrust Pvd: DHCP 1722037124724 1500

b Set Mode to Off-Path Mode and retain the default value monitor for Zone.

< Back Edit Physical Interface

Basic Info

Interface Name

Description
Connection Status @ Enable Disable
WMode Routing Mode Transparent Mode © Off-Path Mode
* Zone monitor @ Add Security Zone

@ Note: When configuring a security
policy for the off-path mode, set both the
source zone and destination zone to this
monitor zone, and mirror both uplink and
downlink traffic on switch interfaces to
be monitored to the off-path interface of
the firewall.Ge0/8

c Click Save.
(2) Create a security policy.

The security zone of the off-path interface is monitor by default. To facilitate management, you

are advised to separately configure a security control policy for off-path detection traffic.

a Choose Policy > Security Policy and click Create.
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RUjie |  sede & Policy
Policy Group = e @Enable | (O Disable T Refresh | More v Type  All
® Add Policy Group Src. Security Z  Src. Addres  Dest. Security  Dest. Addr Time Rang )
Priority  Mame Type Service App Operation
one s Zone ass e
Default Palicy Group
monitor any monitor any - any " ( .
2 allow trus... trust any untrust any any any any ( -
ow 3 - any any any any any any any
4 Default Po any any any any any any any

b Access the simulation space and run the configured security policies in advance to ensure

their security, or click Create to apply the security policy to the firewall.

Tip )

Are you sure you want to add it in the simulation space?

Do Mot Show This Again

Simulation Space Create

¢ Create a security policy in which both Src. Security Zone and Dest. Security Zone are set

to monitor to implement access control and detection on the off-path traffic based on

actual needs.
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< Back
Basic Info

* Name

Enabled State

* Policy Group

* Adjacent Policy

Description

Src. and Dest.
*Src. Security Zone
* Src. Address

* Dest. Security

Zone

* Dest. Address

Service

Service

App

App

Create Security Policy

monitor_sec_rule
© Enable Disable
Default Policy Group

allow _all

monitor

any

monitor

any

Configuration Examples for Typical Scenarios

@ Add Group

Before

6.4.4 Precautions for Deploying Off-Path Mode

e When you deploy the firewall as the off-path detection device, you need to connect the

interface receiving the detection traffic to the switch and configure the switch to mirror both

uplink and downlink traffic on switch interfaces to be monitored to the firewall interface for

detection.

e When you create a security policy in off-path mode (for access control of the off-path

detection traffic), you need to set both Src. Security Zone and Dest. Security Zone to

monitor.

e When off-path detection is enabled on the interface, the firewall detects traffic passing

through the interface rather than forwarding the traffic.
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7 Common Operations

7.1 NAT Policy

7.1.1 NAT Technology

Network Address Translation (NAT) is to translate the source address (port) or destination address
(port) in a packet into the desired address. NAT includes the following two steps:

(1) Translate the original address into the mapped address.

(2) Restore the address in the returned packet.

The advantages of NAT are:

® Private network addresses can be used on an intranet. Private network addresses are not
routable on the Internet, and can only be used after being converted to public network

addresses.

® NAT hides the real IP addresses so that attackers cannot know the real addresses of hosts.
e If two network addresses overlap, they can use NAT to communicate with each other.

The following figure shows a typical working process of NAT.

Server NAT Table
Qutside Network ﬁ 1 Direction | Before NAT| After NAT
| outbound | 192.168.1.2{ 10.10.10.10
8888 Inbound | 10.10.10.10 [ 192.168.1.2
/\ ( Internetb
IP Packet 1 IP Packet 2
Source: 10.10.10.10 10.10.10.10]  ¥'NAT Source: 8.8.8.8
Destination: 8.8.8.8 ..g_» Device Destination: 10.10.10.10
______________________ R T e I T
IP Packet 1 IP Packet 2
Source: 192.168.1.2 192.168.1.1 Source: 8.8.8.8
Destination: 8.8.8.8 v Destination: 192.168.1.2
- 192.168.1.2
Inside Network Ej
Host

(1) IP packet 1 sent by the intranet user host (192.168.1.2) to the extranet server (8.8.8.8) will pass
through the NAT device.
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(2) After checking the packet header, the NAT device finds that packet 1 is destined for the

Internet, so it translates the private address 192.168.1.2 in its source IP address field into a
public network address 10.10.10.10 that can be routed on the Internet and sends packet 1 to
the extranet server. In addition, the NAT device records the mapping relationship in the NAT
table.

(3) After reply packet 2 (whose initial destination IP address is 10.10.10.10) sent by the extranet

server to the intranet host arrives at the NAT device, the NAT device checks the header again,
searches the NAT table for the record of the current network address, and then replaces the
initial destination IP address with the private address 192.168.1.2.

(4) The NAT process described above is transparent to the endpoints (such as the host and server

in the figure). The extranet server only knows that the IP address of intranet host is 10.10.10.10,
but does not know the address 192.168.1.2. Therefore, NAT "hides" the private network of the

enterprise.

The Z-S series firewalls support multiple NAT modes to implement unidirectional and

bidirectional translation between public IP addresses and private IP addresses. They are often

used as specialized NAT devices. The NAT modes supported by Z-S series firewalls include:

1.

Static NAT
Dynamic NAT

PAT

Static NAT

Static NAT fixedly translates the original addresses into mapped addresses, regardless of inbound

and outbound. As shown in Figure 7-1, 10.1.0.3 and 59.108.29.187 are one-to-one mapped.

Different from dynamic NAT and PAT, static NAT is a fixed translation procedure, so the

destination network can also access the source network.

Figure 7-1 Static NAT Example

101.01/24 g  59.108.29.140/24
L:E 10.1.0.3/24 -~ Internet

Lnedan

PC Firewall

NAT Direction

Address Before NAT

Address After NAT

SNAT

10.1.0.3

59.108.29.187

DNAT

59.108.29.187

10.1.0.3
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2. Dynamic NAT

Dynamic NAT translates a group of original IP addresses into a pool of mapped addresses that
can be routed on the destination network. The number of addresses in the mapped address pool
can be smaller than the number of original IP address. The translation process is a one-to-one
mapping between the original address and the mapped address. This mapping relationship is
available only when the session is valid. When the session becomes invalid, the mapping
relationship is canceled. As shown in Figure 7-2, addresses 10.1.0.[3-8] are translated into
addresses 59.108.29.[90-99], to implement the communication between the intranet and the

Internet. However, the devices on the Internet do not know the addresses 10.1.0.[3-8].

Figure 7-2 Dynamic NAT Example

10.1.0.3/24 EIl S

10.1.0.1/24 @  59.108.29.140/24
10.1.04724 [__J| i b Clnternetb
Firewall
10.1.0.8/24 [;'ﬂ —
PC
NAT Direction Address Before NAT Address After NAT
SNAT 10.1.0.3-10.1.0.8 59.108.29.90-59.108.29.99
DNAT 59.108.29.90-59.108.29.99 10.1.0.3-10.1.0.8

3. PAT

Port Address Translation (PAT) maps multiple IP addresses into one public IP address. In the
process of address translation, the original addresses and the original ports are translated into
mapped addresses and ports whose numbers are greater than 1024. Every connection requires an
independent translation process because the source ports of the connections' original IP
addresses are different. As shown in Figure 7-3, 10.1.0.3:1025 and 10.1.0.3:1026 requires different

translation processes. PAT can fully use existing public IP address resources on the Internet.
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Figure 7-3 PAT Example

10.1.0.1/24 i

L d

59.108.29.140/24

-
=

Firewall

( Internet>

Common Operations

NAT Direction

Address Before NAT

Address After NAT

SNAT

10.1.0.3-10.1.0.8

59.108.29.140

DNAT

59.108.29.140

10.1.0.3-10.1.0.8

4. Firewall Policy-based NAT

Z-S series firewalls can realize fine-grained control of the above NAT modes, so that the NAT

function can fully meet the needs of customers, which is very flexible and convenient. You can

perform NAT policy control from the following dimensions:

® Perform NAT for certain addresses.

Perform NAT in the required time segments.

Perform NAT for certain destination addresses.

Perform NAT for certain services.

Perform NAT from a specified port to another specified port.

7.1.2 Configuring Destination Address Translation (One-to-One Port

Mapping)

Network Requirements

After completing the basic firewall configurations, you need to map a web server (192.168.1.2) on

the intranet to the address of an extranet port (172.26.1.116) so that users on the extranet can

access this server.
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In addition, intranet users can use the public network address to access the server.

Network Topology

Extranet

WAN: 172.26.1.11/24

]
- 7] H

B=-

: Firewall

LAN: 192.168.1.200/24

] — Switch

Host: 192.168.1.0/24

Intranet ﬁ

Web server: 192.168.1.2/24

Configuration Points

(1) Complete basic network access settings.
(2) Configure the security policy.

(3) Configure port mapping.

Procedure

(1) Complete basic network access settings.

For details, see 6.2 Transparent Mode.

The interface configuration is as follows:

L Network Interface . Aggregation Mod .
Interface Name Description Status Mode Zone Connection Type P e MTU Operation
Ge0/0 - m Routing trust IPv4; Static IP 192.168.1.200/24 - 1500 Edit
Ge0/1 - m Routing untrust IPv4: DHCP - - 1500 Edit

(2) Configure the security policy.

For details, see 7.7 DHCP Management.

The policy configuration is as follows:

2 allow_trus... = trust any untrust any any any any

allow_trust_to_untrust
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(3) Configure port mapping.
a Choose Policy > NAT Policy > NAT.
b  Above the operation area, click Create.

The system displays the Add NAT page.
< Back Add NAT

NAT Type
NAT Type SNAT © DNAT SNAT and DNAT
Basic Info

*Name WebServer

Enabled State @ Enable Disable
Description
Time Range any @ Add One-Off Time Plan @ Add Cyclic Time Plan

Packet Before NAT
*Src. Security Zone any
* Src. Address any
* Dest. Address 172.26.1.116

*Service  tcp18080

Packet After NAT

*1P 192.168.1.2

(D Port 80

Item Description
Basic Info

Name WebServer
Enabled State Enable
Packet Before NAT
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Item Description

Src. Security Zone untrust and trust

Src. Address any

Dest. Address WAN interface address: 172.26.1.116

Service Source port: 0-65535; destination port 18080 (external port)
Packet After NAT

IP Address 192.168.1.2

Port 80 (internal port)

¢ Click Save.
Verification

Users can visit http://172.26.1.116 from the Internet.
7.1.3 Configuring Bidirectional Address Translation (Allowing Intranet

PCs to Access the Map Server by Using a Public Network Address)

Network Requirements

After completing the basic firewall configurations, you need to map a web server (192.168.2.2) on
the intranet to the address of an extranet port (200.10.10.10) so that users on the intranet and the

extranet can access this server.

® The web server is in the intranet server zone (zone: DMZ; IP address: 192.168.2.2; service:
HTTPS).

e Extranet users need to access the server by accessing the extranet port address of the firewall
(zone: untrust; IP address: 200.10.10.10; port 50000).

e Intranet users (zone: trust) also need to access the server by accessing the extranet port
address of the firewall (zone: untrust; IP address: 200.10.10.10; port 50000), and the source

address used to access the server is the extranet port of the firewall.
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Network Topology

@ Untrusted zone

Ge0/3: 200.10,10.10/24 DMz
_ L Ge0/2:192.168.2.1/24
Firewall _’E-v ?Q‘
Ge0/1: 192.168.1.1/24 Web server

192.168.2.2/24

[;E Trusted zone

Intranet user

Configuration Points

(1) Complete basic network access settings.

(2) Configure the security policy.

(3) Configure bidirectional address translation.
a Configure the destination address translation policy for extranet users.
b  Configure the twice NAT policy for intranet users.

Procedure

(1) Complete basic network access settings.

For details, see 6.2 Transparent Mode.

(2) Configure the security policy.

The policy configuration is as follows:

Src. Security Z  Src. Addres  Dest. Security  Dest. Addr Time Rang Content Sec
Service App Action N Hi Operation

Priorit N L
) ame b= one s Zone ess e urity

~ Default Policy Group

@ cdit

1 permit_loca IPv4 trust lan_users untrust any any any any 0 5
elete

(3) Configure port mapping.
Configure the destination address translation policy for extranet users.

a Choose Policy > NAT Policy > NAT.
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b Click Create.

Common Operations

L::]

e [4Import

Packet Before NAT

TimeRa  NATTy
nge pe

SNAT trust untrust any

Src. Security  Dest. Security  Src. Add  Dest A
Zone Zone ress

Packet After NAT
Descript

5 Hit Count
Dest A DestPo  fon

Operation
Service Src. Address

ddress ddress n

Outbound Interface

2360104 ) E
Adoress i «

¢ Set the parameters related to destination address translation.

< Back

NAT Type
MNAT Type
Basic Info

* Name
Enabled State
Description

Time Range

Packet Before NAT
* Src. Security Zone
* Src. Address

* Dest. Address

* Service

Packet After NAT

1P

(0 Port

Add NAT

SNAT © DNAT

rule 1

O Enable Disable

any

untrust

any

200.10.10.10

SEMVEr_map

192.168.2.2

443
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Item Description
Basic Info

Name rule_1
Enabled State Enable
Packet Before NAT

Src. Security Zone | untrust

Src. Address any

Dest. Address

Extranet port IP address of the firewall: 200.10.10.10

Create a customized service server_map (for example, TCP, source

Service o
port 0-65535, and destination port 50000).
Packet After NAT
Set the destination address to the IP address of web server in the
IP Address
DMZ, 192.168.2.2.
Port Set the destination port to 443 (web server port).

(4) Configure the twice NAT policy for intranet users.

a

b

c

Choose Policy > NAT Policy > NAT.

Click Create.

Set the parameters for twice NAT.
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< Back Add NAT

NAT Type
NAT Type
Basic Info

* Mame
Enabled State
Description

Time Range

Packet Before NAT

* Src. Security Zone

* Src. Address

* Dest. Address

* Service

Packet After NAT

Src. Address

Translated to

SNAT

rule_2

© Enable

any

trust

any

DNAT @ SNAT and DNAT

Disable

® Add One-Off Time Plan & Add Cyclic Time Plan

200.10.10.10

SErver_map

Address Pool © Designated IP

Qutbound Interface Address

Common Operations

* Designated 1P 200.10.10.10
* Dest. Address 192.168.2.2
Translated to
(D Dest. Port 443
Number Translated
to
Item Description
Basic Info
Name rule 2
Enabled State Enable

Packet Before NAT
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Item Description

Src. Security Zone trust

Src. Address any

Dest. Address Extranet port IP address of the firewall

Create a customized service server_map (for example, TCP, source

Service o
port 0-65535, and destination port 50000).
Packet After NAT
In source address translation, configure the specified IP address
200.10.10.10 as the firewall's extranet address.
If the firewall has multiple extranet addresses, you can configure
Src. Address an address pool as the extranet address, and then apply the
Translated to address pool.
Note: If the extranet address is configured as an egress interface
address, the source IP address will be translated into 192.168.2.1,
which does not meet requirements.
Designated IP Firewall's extranet address, for example, 200.10.10.10
Dest. Address Set the destination address to the IP address of web server in the
Translated to DMZ, 192.168.2.2.

Dest. Port Number o
Set the destination port to 443 (web server port)
Translated to

d Click Save.
Verification

Visit http://200.10.10.10:50000 outside the intranet.

7.1.4 Importing NAT Policies in a Batch

Application Scenario
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Z-S series firewalls provide the configuration file template. You can download the configuration
file template, modify it according to actual service situations, and import the template to

generate security policies fast.
Procedure

(1) Choose Policy > NAT Policy > NAT.
(2) In the operation area, click Import.

The system displays a tip.

Tip ®

(i) The format of the configuration file to be imported must be config-conversion-nat-
yyyyMMddHHmMmMssSSS.csw.
For example, config-conversion-nat-20220228145158060.csv.
The total number of configuration entries must be less than 1000, and the maximum import
duration is about 2 min. For details about the content format, see the sample file.

Download CSV Sample File

s

Drag the file here, or click Select to select a file.

If imported configurations conflict with existing configurations,

© Display Conflicting Data Skip

Cancel

(3) Click Download CSV Sample File to download the configuration file template and fill in the

configuration information.

@ Note

After modifying the configuration file, check whether the naming of the configuration file meets
the system requirements. The naming format of the configuration file is:
config-conversion-nat-{yyyyMMddHHmMmssSSS}.csv.
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(4) Drag the configuration file to the upload area or click Select to upload the configuration file

to the device.
(5) Configure the handling method used when data conflicts.

When the imported data conflicts with the existing data, the handling processing methods

can be used:

o conflict data is displayed: The system displays the conflicting configuration items and

the conflict reason for you to modify the configuration file.
o Skip: The system ignores conflicting configuration items and no action is required.
(6) Click OK.

The system automatically writes the configuration file information to the device for the

configuration to take effect.
7.2 Security Defense

7.2.1 Principle and Application Scenario

1. Local Defense

When traditional devices in a complex network undergo network attacks or heavy traffic, the

following situations may occur:

e Extra high CPU utilization.

e Slow CLI response or no response.

e Loss of link or network control protocol packets, causing link or network jitter.

® Processing bandwidth occupied by illegal packets, resulting in a failure to process important

protocol packets.

There are two reasons for these problems. One reason is that the processing capabilities of the
traditional devices' control planes and forwarding planes are different. The other reason is that
there is a lack of protection mechanism for the control plane. Z-S series firewalls can classify, filter,
and limit the rate of data packets to be processed at the control layer, thus protecting key
resources at the control layer. Z-S series firewalls support flexible combinations of associated
various objects (region objects, address objects, and service objects) to formulate various local
defense policies suitable for actual network security needs, accurately controlling the access

rights of devices, and ensuring device security.
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2. Security Defense

There may be many forms of attacks in customers' network environment, such as traffic-targeted
DDoS attacks and packet- or protocol-targeted attacks (such as teardrop, smurf, and redirect). The
target may be a user on the intranet or the device itself. Therefore, you can configure policies to
help intranet users and devices defend against attacks. Local defense provides default policies to
ensure the normal operation of the device. For ARP attacks on the intranet, security defense

provides static ARP configuration, proxy ARP, and anti-ARP spoofing functions.
® Protocol attacks (malformed packet attack)

Protocol attacks exploit the implementation vulnerabilities of protocol stack on the target
device to send specific traffic or packets (malformed packets), to cause exceptions on the
target device and achieve the purpose of denial of service. Common protocol attacks include
land, smurf, fraggle, teardrop, WinNuke, ICMP redirect, ICMP unreachable, and large ICMP
packet.

o Land

Attack principle/characteristics: The source address and destination address in the packet
used for the land attack are the same. When a user device receives such packets, it may not
know how to deal with the situation that the source address and destination address of the
communication in the stack are the same, or it may send and receive the packets repeatedly,

consuming a lot of system resources. As a result, the system may crash.
o Smurf

Attack principle/characteristics: This attack sends a packet with a specific request (such as an
ICMP request) to the broadcast address of a subnet, and fills in the attacked host's address as
the source address. Then all hosts on the subnet respond to a broadcast packet request and
send packets to the attacked host. The host is attacked. Attackers can generate heavy attack

traffic to the attacked host with a small cost.
o Fraggle

Attack principle/characteristics: By making a simple modification of the smurf attack, fraggle

uses UDP reply packets instead of ICMP packets (attack ports 7 (echo) or 19 (chargen)).
o Teardrop

Attack principle/characteristics: This attack is mainly carried out by exploiting vulnerabilities in
the system during IP packet reassembly. Teardrop is a UDP-based attack using malformed
fragments. It sends multiple overlapping IP fragments to the attacked device (IP fragments

include information such as which packet the fragment belongs to and the position in the
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packet). The attacker deliberately makes these fragments overlap. Some operating systems

will crash and restart when they receive forged fragments with overlapping offset.
o  WinNuke

Attack principle/characteristics: WinNuke attack, also known as out-of-band transmission
attack, attacks the destination ports, which are usually ports 53, 113, 137, 138, and 139. The
URG bit is set to 1, that is, emergency mode.

® ICMP redirect

Attack principle/characteristics: The attacker sends an ICMP redirect packet to the attacked
host as a gateway, telling the host "the next hop to the next destination is me", so the attacked
host modifies the routing table. The host's traffic is redirected to the attacker, and the attacker

can sniff and hijack the traffic.
® ICMP unreachable

Attack principle/characteristics: The attacker sends a forged ICMP unreachable packet to the
attacked host, making the target host unable to access the destination host, port, or network

segment and cutting off the connection between the host and the destination.
® large ICMP packet

Attack principle/characteristics: Attack the target system by sending large ICMP packets. Some
systems may crash or restart after receiving the large ICMP packet due to improper

processing.
o Flood (flow-based attack)

Flood attacks mainly consume limited resources such as connection, bandwidth, and CPU of
the attacked host to achieve deny of service of the target host. Common resource-consuming
attacks include various types of flow-based flood attacks, including syn-flood, udp-flood, and

icmp-flood.
® Scan

Scan attack is usually the first step in the attacker's attempt to the target host/network. By
scanning ports/IP addresses, the attacker discovers the ports, services, and OS types in the
target host/network, which is the basic information for further penetration or attack. By traffic
analysis, you will find that a specific host initiates a large number of connections to the
consecutive ports at an IP address (attempt to detect open services) or consecutive IP

addresses on a network segment (attempt to detect active hosts) in a short time.
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3. Intrusion Prevention

Intrusion Prevention System (IPS) is a security product that performs in-depth inspection of traffic

in real time to find threats and defend against them.

By performing in-depth detection on the traffic passing the firewall in real time, IPS can identify
malicious information hidden in traffic, and report alarms and block traffic in real time to protect

user hosts from malicious traffic.

The IPS function of Z-S series firewalls is implemented using templates. Different templates can
correspond to different signatures. You can customize the templates according to your needs. In
addition, the device is delivered with a built-in "predefined template" that has been strictly

verified.
e Custom template

The custom template is the basic configuration of Ruijie firewall IPS. A configuration
template is composed of multiple "rule filters", and each rule filter consists of several
signatures. You can combine specific rules into a configuration template according to your

needs.

Figure 7-4 shows the relationships between configuration template, rule filter, and

signature.

Figure 7-4 Relationships Between Configuration Template, Rule Filter, and Signature

IPS
template 1 IPS
template 2
Rule filter 1 Rule filter N
Signature 1 o+ Signature N Signature 1 =« Signature N
IPS
Signature 2 Signature 2 template 3

IPS supports multiple templates. An IPS template supports multiple rule filters. Each rule

filter supports multiple signatures.
® Predefined template

The elements contained in predefined templates are consistent with those in custom

templates. Their differences lie in:
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o Predefined templates are a series of market-proven templates defined by Ruijie according
to different usage scenarios. They can be directly used without modification or

commissioning.

o The predefined templates will be updated automatically, and Ruijie will update the rule
sets in the predefined templates according to the feedback from the market, which can

reduce the maintenance manpower.

RuUIIe | £ series Firewall A Object

Custom Template Predefined Template

Name Description Reference Operation

WPl 0

ERszIRD

e 0

IPS template referenced by policy

When the template configuration is completed, the IPS function of Z-S series firewall takes
effect only after you reference the IPS template on the policy page. After referencing the
template, you can select the actions to be performed on the traffic that hits the template

according to your needs:

o Default Action: All traffic that hits the signature is processed using the actions of the

signature.

o Alarm: Alarms are reported for all traffic that hits the signature, ignoring the actions of the

signature.

o Block: All traffic that hits the signature is blocked, ignoring the actions of the signature.

Content Security (After being enabled, the following configurations only take effect for IPv4 traffic.)

Intrusion Prevention @ Enable Not Enabled mining  Action: Default A ® Add Intrusion Prevention Template

Virus Protection @ FEnable Not Enabled  default  Action: = Block ® Add Virus Protection Template

URL Filtering Enable © NotEnabled & Add URL Filtering
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4. Virus Protection

A\ Caution

The virus protection function is supported from NTOS1.0R3. If your version is lower than
NTOS1.0R3, upgrade it to NTOS1.0R3 or higher.

Virus protection is a security detection technology that analyzes network traffic and files in real
time to identify hidden viruses, and reports alarms or blocks the traffic to protect the security of

intranet data.

This function supports virus detection for video files, audio files, image files, executable files,
documents, compressed files, web files, code files, script files, and text files transmitted by HTTPS,
HTTP, FTP, SMTP, and POP3. Before detecting HTTPS traffic, you need to configure the SSL proxy

function. For more information about SSL proxy, see 7.3 Configuring SSL Proxy Policies.

The firewall supports two virus detection modes: quick scan and deep scan. Different modes use

different virus protection signature libraries:

® Quick scan: Use the Virus Protection Signature Library (Quick Scan). The virus detection

rate is low but the performance overhead is small.

® Deep scan: Use the Virus Protection Signature Library (Deep Scan). The virus detection rate

is high but the performance overhead is large.

The virus protection function of Z-S series firewalls is implemented using templates. Different
templates detect different protocols. You can customize the templates according to your needs. In
addition, the device is delivered with a built-in "predefined template" that has been strictly

verified.

When the template configuration is completed, the function takes effect only after you reference
the virus protection template on the security policy page. After referencing the template, you can

select the actions to be performed on the traffic that hits the template according to your needs:
e Alarm: Always report alarms when virus is detected in traffic (only alarm, no blocking)
e Block: Block all traffic with virus detected.

Content Security (After being enabled, the following configurations only take effect for IPv4 traffic.)

Intrusion Prevention @ Enable Not Enabled  mining  Action: = Default A ® Add Intrusion Prevention Template

Virus Protection @ Enable Not Enabled  default Action: Block ® Add Virus Protection Template

URL Filtering Enable © NotEnabled ® Add URL Filtering
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5. Threat intelligence

Most of the typical security capabilities (such as AV and IPS) of firewalls are based on the analysis
of traffic content. The firewalls use regularly updated signatures, rules and other information for
detection, which has problems such as large detection costs and difficulty in dealing with new

network threats such as Advanced Persistent Threat (APT) and zero-day vulnerabilities.

Threat Intelligence (TI) introduces real-time and global security threat knowledge to firewalls,
enabling the firewalls to identify and filter malicious traffic with less computing overhead.
Therefore, TI becomes an indispensable part of the multi-layer security protection system of

firewalls.

The TI module can match threat intelligence based on the destination IP address of the traffic and
the domain name in the DNS query, and perform blocking or alarming actions on the data that

matches the threat intelligence, to block malicious IP addresses and domain names.
Data sources of threat intelligence include:

e Threat intelligence signature library: Contains a large amount of threat signature data and can
be upgraded to obtain the latest data. After the TI authorization is activated, the firewall can
perform security detection based on the threat intelligence signature library to enhance the
capability of identifying and blocking threats. If the TI function is not authorized or
authorization expires, detection based on the threat intelligence signature library is

unavailable.

e Custom threat intelligence: In addition to the intelligence contained in the threat intelligence
signature library, the system allows you to import malicious intelligence that you have
collected. When threat is detected, the system matches the threat against the Custom Threat
Intelligence first. The data matching Custom Threat Intelligence is blocked and a security log
is recorded. In the unauthorized state, Custom Threat Intelligence can still be used for

matching.

7.2.2 DoS/DDoS Attack Defense

1. Configuring Source Defense Against DoS/DDoS

Procedure

(1) Choose Policy > Security Defense > DoS/DDoS Attack Defense.
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Ruijie

ct 2 Policy

I DoS/DDoS Attack Defense

[ Delete | @ Enable  © Disable [ Basic Protocol Packet Control & Refresh

Add Src. Defense Against DoS/DDoS
Add Dest. Defense Against DoS/DDoS

Defense Type  Attack Src. Zone  Src. Address Dest. Address  Defense Config Description Operation

(2) Above the operation area, click Create and select Add Src. Defense Against DoS/DDoS.
The system displays the Add Src. Defense Against DoS/DDoS page.

< Back Add Src. Defense Against DoS/DDoS
Basic Info
*Name

Enabled State @ Enable Disable

Description

Protected Host Range

* Attack Src. Zone Add Security Zone
* Src. Address

* Dest. Address

Defense Config

Scan Attack Types Select Defense Types

Src. Defense Against  Selected Defense Types: SYN Flood Attack Defense,UDP Flood Attack Defense,ICMP Flood

k Defense,ICMPv6 Flood Attack Defense

DoS/DDoS

Action After Detecting Attacks Log Block

Advanced Defense

Packet-based Attack All

Teardrop Attack Defense Control IP Packets with Source Routes Control IP Packets with Record Routes
Smurf Attack Defense ICMP Redirect Attack Defense ICMP Unreachable Attack Defense
LAND Attack Defense WinNuke Attack Defense Fraggle Attack Defense

Large ICMP Packet Attack Defense 1500

Filtering out IPv6 Packets with

Specific EHs

(3) Set the parameters related to DoS/DDoS attack defense policy.
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completed.

Item Description Remarks
Basic Info
Characters such as
T~ 1#% A +\|{};"/<>7? and spaces
N Name of the DoS/DDoS attack defense | sre not allowed.
ame
olicy.
poley [Example]
DoS_policy_1
Whether to enable the policy [Example]
Enabled State | immediately after configuration is
Enable

Description

Description of the DoS/DDoS attack

defense policy.

Characters such as
T~ #% A +\|{):"/<>7 are not

allowed.
[Example]

New policy

Protected Host Range

Range of the attack source associated with the policy. The policy takes effect when matching.

Attack Src.

Zone

The policy checks the traffic from this

security zone.

[Example]

any

Src. Address

The policy checks the traffic from this

address set.

any indicates all addresses.
[Example]

any

Dest. Address

The policy checks the traffic to this

address set.

any indicates all addresses.
[Example]

any
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Item Description Remarks
Defense Config
Scan Attack Types
IP Scan [Example]
Whether IP scan defense is enabled.
Defense Enabled
o Threshold for detecting an IP scan [Example]
Limit (pps) . . .
attack and triggering protection. 10000
Blocking Duration of traffic blocking after an [Example]
Duration (s) attack is detected. 300s
Port Scan . [Example]
Whether port scan defense is enabled.
Defense Enabled
o Threshold for detecting a port scan [Example]
Limit (pps) . . .
attack and triggering protection. 10000
Blocking Duration of traffic blocking after an [Example]
Duration (s) attack is detected. 300s

DoS/DDoS Attack Defense (Based on Src. IP)

Attack Defense against SYN flood, UDP flood,
defense type. | ICMP flood, and ICMPv6 flood.

Click an attack defense type to
enable defense against the

specific attacks.
[Example]

Select SYN Flood Attack

Defense.

Src. IP Global trigger threshold of flood attack

[Example]
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Detecting
Attacks

Item Description Remarks
Blocking Limit | defense. 2000
(Pps)
Blocking Duration of traffic blocking after an [Example]
Duration (s) attack is detected. 300s
Action taken after the system detects
an attack, including:
Action After .
Log: Only record a security log, but not | [Example]

block traffic.

Block: Only block traffic, but not record

a security log.

Select Log and Block.

Advanced Defense

Packet-based | Whether defense against packet-based | [Example]
Attack attacks is enabled. All
Filtering out

IPv6 Packets Filter out the IPv6 packets with the [Example]
with Specific extended headers of the specified type. Empty EHs
EHs

(4) Click Save to complete the configuration of DoS/DDoS attack defense policy.

Follow-up Procedure

e To modify an existing policy, click Edit. To delete a policy, click Delete. To enable or disable the

policy, click the switch.

e To delete multiple policies in a batch, select the policies that you want to delete and click

Delete.

e To enable multiple policies in a batch, select the policies that you want to enable and click

Enable.

e To disable multiple policies in a batch, select the policies that you want to disable and click
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Disable.

e Enter the policy names, policy associated objects, full or part of the policy description in the

search box to search for the policies. Fuzzy search is supported.

2. Configuring Destination Defense Against DoS/DDoS

Procedure

(1) Choose Policy > Security Defense > DoS/DDoS Attack Defense.

Ruiie | 0O Home © Monitor & Network

1 DoS/DDoS Attack Defense

T Delete | @ Enable | © Disable | [ Basic Protocol Packet Control Q Refresh

s ainst DoS/!
Add Sre Defense Against DoS/009°  jme Defense Type  Attack Src. Zone  Src. Address Dest. Address.
l Add Dest. Defense Against DoS/DDoS |

DoS/DDoS Attack Defense

Defense Config Description Operation

(2) Above the operation area, click Create and select Add Dest. Defense Against DoS/DDoS.

The system displays the Add Dest. Defense Against DoS/DDoS page.

215



Product Cookbook Common Operations

< Back Add Dest. Defense Against DoS/DDoS

Basic Info
*Name
Enabled State @ Enable Disable

Description

Protected Host Range
* Attack Src. Zone @ Add Security Zone
* Src. Address

* Dest. Address

Defense Config

Dest. Defense Against Selected Defense Types: SYN Flood Attack Defense,UDP Flood Attack Defense ICMP Flood Attack Defense,ICMP6 Flood Attack Defense
DoS/DDoS

Action After Detecting Attacks [ Log Limit

Advanced Defense

Packet-based Attack All

Teardrop Attack Defense Control IP Packets with Source Routes Control IP Packets with Record Routes
Smurf Attack Defense ICMP Redirect Attack Defense ICMP Unreachable Attack Defense
LAND Attack Defense WinNuke Attack Defense Fraggle Attack Defense

Large ICMP Packet Attack Defense | 1500

Filtering out IPv6 Packets with

Specific EHs

Save

(3) Set the parameters related to DoS/DDoS attack defense policy.

Item Description Remarks

Basic Info

Characters such as
T~ #% AR H\|{}:"/<>? and spaces

Name of the DoS/DDoS attack are not allowed
Name '
defense policy.
[Example]
DoS_policy_1
Whether to enable the policy [Example]
Enabled State immediately after configuration is
Enable
completed.
- o Characters such as
Description Description of the DoS/DDoS attack

T~ IHRAN&F+\[{)"/<>7 are not
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Item Description Remarks
defense policy. allowed.
[Example]
New policy

Protected Host Range

Range of the attack source associated with the policy. The policy takes effect when matching.

Attack Src. The policy checks the traffic from this

Zone security zone.

[Example]

any

The policy checks the traffic from this
Src. Address
address set.

any indicates all addresses.
[Example]

any

The policy checks the traffic to this
Dest. Address
address set.

any indicates all addresses.
[Example]

any

Defense Config

Dest. Defense Against DoS/DDoS

Attack defense | Defense against SYN flood, UDP
type. flood, ICMP flood, and ICMPv6 flood.

Click an attack defense type to
enable defense against the

specific attacks.
[Example]

Select SYN Flood Attack

Defense.
Dest. IP Rate Global trigger threshold of flood [Example]
Limit (pps) attack defense. 10000
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Detecting
Attacks

Item Description Remarks
o Time in which the traffic rate is limited
Effective Time _ [Example]
© below the threshold after an attack is
S
detected. 300s
Action taken after the system detects
an attack, including:
Action After ) |
Log: Only record a security log, but [Example]

not limit the traffic rate.

Limit: Only limit the traffic rate, but

not record a security log.

Select Log and Limit.

Advanced Defense

Packet-based Whether defense against [Example]
Attack packet-based attacks is enabled. All
Filtering out ) )
Filter out the IPv6 packets with the

IPv6 Packets - [Example]

) - extended headers of the specified
with Specific ype. Empty EHs
EHs

(4) Click Save to complete the configuration of DoS/DDoS attack defense policy.

Follow-up Procedure

e To modify an existing policy, click Edit. To delete a policy, click Delete. To enable or disable the

policy, click the switch.

e To delete multiple policies in a batch, select the policies that you want to delete and click

Delete.

e To enable multiple policies in a batch, select the policies that you want to enable and click

Enable.

e To disable multiple policies in a batch, select the policies that you want to disable and click

Disable.

e Enter the policy names, policy associated objects, full or part of the policy description in the
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search box to search for the policies. Fuzzy search is supported.

7.2.3 Intrusion Prevention

Application Scenario

By performing in-depth detection on the traffic passing the firewall in real time, IPS can report

alarms and block traffic in real time to protect user hosts from malicious traffic.
Configuration Points

(1) Customize the intrusion prevention template.

(2) Set the parameters of intrusion prevention template (rule filter).

(3) Reference the IPS custom template to security policy and select actions (alarming, blocking, or

default action).
Procedure
(1) Add an intrusion prevention template.
a Choose Object > Content Template > Intrusion Prevention > Custom Template.

b Click Create to enter the Add Intrusion Prevention Template page.

RUJIC | X Series Firowal & Object

Custom Template Predefined Template

Name Description Reference Operation
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< Back Add Intrusion Prevention Template
Basic Info

* Template Name

Description
* Rule Filter
@ Create T Delete
Name Object Severity Protocol
No Data
H0x

=1 Advanced Settings

Save

(2) Add a rule filter and set parameters.

Common Operations

Threat Type Operation

a Enter the name and description of the custom template based on the actual intrusion

prevention scenario or protection requirements.

b In the Rule Filter area, click Create, set parameters, and click Confirm.

< Back Add Intrusion Prevention Template
Basic Info

* Template Name

Description
* Rule Filter
@ Create | Tl Delete
Name Object Severity Protocol
No Data
#0%

£7 Advanced Settings

Save
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Add Rule Filter

* Name

* Object

* Severity

Protocol

Threat Type

All Server Client
All High Medium
To-be-selected (5) Select All

DNS

HTTP

TCP

TLS

UDP

To-be-selected (93) Select All

Brute Force
DDOS

Deserialization
Event Monitor
Information Leakage

Injection Attack

Cancel

Low

Selected (0)

Selected (0)

Common Operations

®

Clear

Clear

o Name: Customized. You are advised to configure a name that can describe the filter

function.

o Object: Objects to be protected.

o Severity: Defense severity. For example, if only High is selected, only the security rules

with high severity can hit the filter.

o Protocol: Protocols to be detected. The protocol traffic that is not specified does not hit

the filter.

o Threat Type: Types of threats to be detected. The threat traffic that is not specified does

not hit the filter. If you have no special protection requirements, select all.

c (Optional) Click =¢ before Advanced Settings to expand the advanced settings.
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Click the input box to select excluded rules, click Add, and configure the action for the rule in
the list. After a rule is configured as excluded, the action of the excluded rule is taken on the

packets that hit the rule, but the action set in the template does not take effect.

=t Advanced Settings

@ If a rule is excluded, the action of its signature has the highest priority.

@ Add

1 Added Action Clear

Excluded Rule Settings

Block Al

ert Permit I
Default Signature Action

ImageMagick server request for fake vulnerability (CVE-2016-3718)(4325..

d Click Save to complete the configuration of intrusion prevention template.

(3) Choose Policy > Security Policy > Create Security Policy to associate the security policy
with intrusion prevention. Configure the template as predefined, set the action to alarming,
blocking, or default (default action refers to the recommended action predefined in the

system in Security Rule Base.

Content Security (After being enabled, the following configurations only take effect for IPv4 traffic.)

Intrusion Prevention @ Enable Not Enabled Action: Default A @ Add Intrusion Prevention Template
Virus Protection Enable © Not Enabled @ Add Virus Protection Template

URL Filtering Enable © Not Enabled & Add URL Filtering

Ruijie | x s . &= Object

I Security Rule Base

@ enal © Disable @ Add Search Criteria
Rule ID Defense Name Threat Type Threat Subtype Severity Action Operation
4259841 D-LINK DIR-615 cross-station request for « Medium aam | @
4259842 Western Digital mycloud NAS CSRF vuln o High Block @
4259843 ® High Block @
& Medium Alarm &
» Medium Alarm @
o High Block
e Medium Alarm
Weblogic SSRF vulnerability (cve-2014-4... * Medium Alarm
Avtech DVR device server side Request F * Medium Alarm
4325382 VMware vrealize SSRF vulnerability(cve-2. o Medium Alarm

7.2.4 Virus Protection

Application Scenario
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If intranet users often download various application data from the Internet or the intranet servers
often need to receive data uploaded by Internet users, you can configure virus protection policies
on the firewall to detect virus in the passing traffic and configure real-time alarming and blocking

to protect user hosts from malicious traffic.

A\ Caution

The virus protection function is supported from NTOS1.0R3. If your version is lower than
NTOS1.0R3, upgrade it to NTOS1.0R3 or higher.

Configuration Points
(1) Customize the virus protection template.

(2) Reference the virus protection template to security policy and select actions (alarming or

blocking).

(3) To detect HTTPS traffic, you need to configure the SSL proxy function. For more information

about SSL proxy, see 7.3 Configuring SSL Proxy Policies.

Procedure
(1) Add a virus protection template.

Choose Object > Content Template > Virus Protection > Custom Template. Above the

operation area, click Create.

Custom Template Predefined Template

T Delete | Q Refresh

Name Protocol Upload Download Description Reference Operation
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¢ Back Add Virus Protection Template

Basic Info

* Template Name

Description
Scan Mode
Scan Mode @ Quick Scan Deep Scan
Protocol
Protocol Type Upload Download
FTP
HTTP
POP3
SMTP

£1 Advanced Settings

® Quick Scan: Use the Virus Protection Signature Library (Quick Scan). The virus detection

rate is low but the performance overhead is small.

e Deep Scan: Use the Virus Protection Signature Library (Deep Scan). The virus detection

rate is high but the performance overhead is large.

e Protocol: Detect virus for the uploaded or downloaded packets of the specified protocol. The

packets of unspecified protocols are forwarded directly without virus detection.

e If the specified MD5 value or application is configured as excluded, the firewall will directly

forward the packets of the specified MD5 value or application.

(2) Choose Policy > Security Policy > Create Security Policy to associate the security policy

with virus protection. Select a virus protection template and set the action to Alarm or Block.
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Content Security (After being enabled, the following configurations only take effect for IPv4 traffic.)

Intrusion Prevention Enable © NotEnabled ® Add Intrusion Prevention Template

Virus Protection| @ Enable Mot Enabled | test | Action: Block ® Add Virus Protection Template

URL Filtering Enable © NotEnabled @ Add URL Filtering

7.2.5 ARP Attack Defense

1. Configuring Static ARP

Application Scenario

Configuring static ARP entries can protect ARP entries from being modified by received forged

gratuitous ARP packets or ARP response packets.
Procedure

(1) Choose Policy > Security Defense > ARP Attack Defense > Static ARP Entry List.

Ruijie | Z seri ewal © Home J Monito ® Network S Object ~ E@Policy 3 System

Static ARP Entry List Proxy ARP Anti-ARP Spoofing
@ Create [ Delete O Refresh L MAC Interface
P MAC Interface Status Description Operation

The static ARP entries configured on the device are displayed. The Status column shows whether

the interfaces bound to the entries are valid or invalid.
(2) Above the operation area, click Create.

The system displays the Add ARP page.
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< Back Add ARP

* 1P
* MAC Auto MAC Obtaining
* Interface Auto Interface Discovery
Description

(3) Configure the basic information of the static ARP entry.
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Item Description Remarks
P IP address to be bound [Example]
to the static ARP entry. 192.168.10.3
Two configuration methods are supported:
® Fill in the information manually.
@ (lick Auto MAC Obtaining. The device will search
MAC address to be for the MAC address matching the IP address
MAC bound to the static ARP according to the available ARP entry information. If
entry. no address is found, the system displays "No
address is matched."
[Example]
11:22:33:44:55:66
Two configuration methods are supported:
@ Fill in the information manually.
@ (Click Auto Interface Discovery. The device will
o configure the interface that may match the IP
Interfac Physical interface to be ) ) )
address according to the related information. If no
e bound. ] . .
interface is found, the system displays "No
interface is matched."
[Example]
Ge0/1

(4) Click Save to complete the configuration of static ARP policy.

Follow-up Procedure

e To edit an existing policy, click Edit.

e To delete multiple policies in a batch, select the policies that you want to delete and click

Delete.

e Enter the related parameters in the search box to filter the query result.
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2. Configuring Proxy ARP

Application Scenario

Common Operations

When receiving an ARP request from the interface proxy network segment, the firewall responds

and provides the MAC address of the interface.

Procedure

(1) Choose Policy > Security Defense > ARP Attack Defense > Proxy ARP.

Ruijie @ Home © Monitor @ Network 9 Object @@ Policy G System X ‘ e R
twork Mgt

Static ARP Entry List Proxy ARP Anti-ARP Spoofing

Proxy ARP
@ Create | T Delete | | & Refresh IP Address/Range
Start IP End IP Interface

Status

Interface

Operation

The proxy ARP network segments configured on the device are displayed. The Status column

shows whether the interfaces bound to the entries are valid or invalid.

(2) Enable Proxy ARP.

Static ARP Entry List Proxy ARP Anti-ARP Spoofing
Proxy ARD
[ Delete O Refresh IP Address/Range
Start IP End IP Interface Status
1111 2222 Ge0/4 Invalid

(3) Click Create.

The system displays the Create Proxy ARP page.
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< Back Create Proxy ARP

*Start 1P
“End IP

* Interface

(4) Fill in the start IP address and end IP address of proxy and select the proxy interface.
(5) Click Save to complete the configuration of proxy ARP.

Follow-up Procedure

e To modify an existing proxy ARP configuration, click Edit.

e To delete multiple policies in a batch, select the policies that you want to delete and click
Delete.

3. Configuring Anti-ARP Spoofing

Application Scenario

The firewall periodically sends gratuitous ARP broadcast packets to allow terminals on the same
network segment to obtain the correct MAC address of the firewall, thus preventing attackers

from forging the gateway.
Procedure

(1) Choose Policy > Security Defense > ARP Attack Defense > Anti-ARP Spoofing.

RRuijie | Z series Firewa £ Home @ Monitor @ Network 2 Object | E@Policy 3 System

Static ARP Entry List Proxy ARP Anti-ARP Spoofing
Anti-ARP Spoofing

* (D Gateway MAC Broadcast Interval 30
(€)

ARP Attack Defense
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(2) Enable Anti-ARP Spoofing.
(3) Modify Gateway MAC Broadcast Interval. The unit is second.

(4) Click Save to save the configuration.

7.2.6 Local Defense

Application Scenario

The local defense function can block or restrict specified types of packets sent to the local device.
For example, you can specify the ping packets in the traffic sent to the local device. Then the
device directly discards the ping packets to forbid any ping operation to the local device, thus

ensuring the normal running of the device.

The local defense function has two default policies that cannot be modified to ensure that the

device is protected from traffic attacks after this function is delivered.

Procedure

(1) Choose Policy > Security Defense > Local Defense.

I Local Defense

Priority  Name Sre. Security Zone  Src. Address Dest. Address Service Action

(2) Click Local Defense. Toggle on Enable Local Defense and click Confirm.

I Local Defense

@ Create | T Delete | @ Enable | © Disable | (® Move @ Local Defense

Priority =~ Name Src. Security Zone Src. Address Dest. Address Service Action
1 imit_local any any any local_serviceicmp,i..  permit
2 deny_all any any any any deny
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Local Defense )

(i) When local defense is disabled, access
management cannot be configured, and existing
configurations become invalid. Please operate
with caution.

Enable Local Defense ()

(3) Click Create to enter the Create Local Defense Policy page.

< Back Create Local Defense Policy
Basic Info
*Name
Enabled State @ Enable Disable
Adjacent Policy Before

Description

Src. and Dest.

Src. Security Zone | any ® ® Add Security Zone
Sre. Address 7o pe_selected (5) Selected (1) Clear
any o]

200.10.10.10  200.10.10.10
lan_users 192.168.1.20
17226.1.116  172.26.1.116
TrafficLearni... 172.20.37.114
PortScan_de... 172.20.37.54

@ Add Address @ Add Address Group

Dest. Address 1 _pe_selected (5) Selected (1) Clear

any T
& any

200.10.10.10  200.10.10.10
lan_users 192.168.1.20
17226.1.116  172.26.1.116
TrafficLearni... 172.20.37.114

@ Add Address  ® Add Address Group

Service
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Service

Service 15 pe-selected (78)

Service/Group
Name

& any

service 22 T...
service 443 ...
service_2048...

service_2009...

Protocol

/Service

TCP
TCP
TCP
TCP

Selected (1)

any
Dest.

Port

22
443
2048
20099

@ Add Service @ Add Service Group

Action Settings

Action Option @ Permit

IP-based Rate Limit

|P-based Rate Limit @ Disable

Deny

Enable

(4) Set the parameters of local defense policy.
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Item Description Remarks
Basic Info
Characters such as
T~ 1#%AB*+\[{};:"/<>7? and spaces are
Name Name of the local defense policy. not allowed.
[Example]
policy_1
Enabled Whether the policy is enabled in the [Example]
State system. Enable
Move the new policy before or after
Adjacent the specified policy. The closer a
Policy policy is to the front, the higher its
priority is in matching.
o ] ] o Characters such as
Description | Security policy description. .
~1#% A& +\|{};:"/<>? are not allowed.

Src. and Dest.

Associate the policy with source security zone, source address object, destination address

object, and service object. The policy takes effect when all the four items are hit.

Sre any indicates traffic of all zones.
o The policy checks the traffic from
Security ) [Example]
this zone.
Zone
any
any indicates all addresses.
Src. The policy checks the traffic from
: [Example]
Address this address set.
any
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any indicates all addresses.

Dest. The policy checks the traffic to this
[Example]
Address address set.
any
any indicates all services.
_ The policy checks the traffic of this
Service _ [Example]
service.
any
Action Settings
Action Action taken on the traffic that hits [Example]
Option the policy. Permit
IP-based Rate Limit
Whether to restrict the number of
packets that can pass per second in
the traffic matching the policy.
IP-based ® Disable: not restricted [Example]
Rate Limit ® Enable: restricted. The Packets | Disable

Allowed to Pass Through
Each Host (pps) field needs to

be set.

(5) Click Save.

Follow-up Procedure

To delete multiple policies in a batch, select the policies that you want to delete and click

Delete in the above bar.

To enable multiple policies in a batch, select the policies that you want to enable and click

Enable in the above bar.

To disable multiple policies in a batch, select the policies that you want to disable and click

Disable in the above bar.
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e To adjust the policy priority, click Move. The closer a policy is to the front, the higher its

priority is in matching.

e Enter the policy names, policy associated objects, full or part of the policy description in the

search box to search for the policies. Fuzzy search is supported.

7.2.7 Threat Intelligence

1. Overview

Most of the typical security capabilities (such as AV and IPS) of firewalls are based on the analysis
of traffic content. The firewalls use regularly updated signatures, rules and other information for
detection, which has problems such as large detection costs and difficulty in dealing with new

network threats such as Advanced Persistent Threat (APT) and zero-day vulnerabilities.

Threat Intelligence (TI) introduces real-time and global security threat knowledge to firewalls,
enabling the firewalls to identify and filter out malicious traffic with less computing overhead.
Therefore, TI becomes an indispensable part of the multi-layer security defense system of

firewalls.

The TI module can match threat intelligence based on the destination IP address of the traffic and
the domain name in the DNS query, and perform blocking or alarming actions on the data that

matches the threat intelligence, to block malicious IP addresses and domain names.

45 Caution

The TI function is supported from NTOS1.0R4. If your version is lower than NTOS1.0R4, upgrade it
to NTOS1.0R4 or higher.

2. Enabling TI

Application Scenario

Enable the TI function on the firewall to block and alarm malicious IP traffic and malicious domain

name query traffic, thus improving security defense effects.
Prerequisites

You have been authorized and activated the TI capability.

& Note

If the TI function is not authorized or authorization expires, the detection based on threat
intelligence signature library is unavailable, and only the custom TI configured manually can be
used. In this case, the threat intelligence signature library cannot be upgraded.
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Procedure

(1) Choose Policy > Security Defense > Threat Intelligence > Intelligence Management.

RUifie | Z series Firewall © Home  © Monitor @ Network 2 Object = @ Policy (& System

Intelligence Management Custom Threat Intelligence Excluded Threat

EnableThreat Intelligence

(2) Click to enable the TI function.

Intelligence Management Custom Threat Intelligence Excluded Threat

EnableThreat Intelligence

Function Status nauthorized

Basic Config

Auto Security Zone

Identification

Threat Intelligence

Defense

(i) Select the threat intelligence types for which you want to enable defense.

AllType © Deny Alarm
APT © Deny Alarm
Banking Trojan © Deny Alarm
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(3) Set the parameters of TL

EnableThreat Intelligence

Function Status

Basic Config

Auto Security Zone

|dentification

Threat Intelligence

Defense

Common Operations

(i) Select the threat intelligence types for which you want to enable defense.

AllType © Deny Alarm
APT © Deny Alarm
Banking Trojan © Deny Alarm
Theft Trojan © Deny Alarm
Ransomware © Deny Alarm
Botnet © Deny Alarm
Mining Software © Deny Alarm
Regular Trojan © Deny Alarm
Item Description Remarks
Function Status Current status of the TI function The status is displayed
® Unauthorized: The TI function license is automatically according

not activated, or online authorization

fails.

Normal: The TI function license is
activated. The function is available and

the library can be updated.

Server Error: The TI function license is
activated, but the secure cloud platform

cannot connect to the threat

to the current TI function

status.
[Example]

Normal
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Identification

®  After this function is enabled, the device
automatically identifies the inbound and
outbound security zones (ingress and
egress) of traffic, and determines
whether to perform threat signature

matching for the traffic.

® If this function is disabled, you can
manually specify the effective security

zones for TL.

Item Description Remarks
intelligence signature library update
server. The threat intelligence signature
library cannot be updated.
Basic Config
Auto Security Whether to identify the traffic inbound and [Example]
Zone outbound security zones automatically. Enabled

Effective Security

Zone

After the effective security zone is specified,
the system performs TI matching and
processing (block or alarm) for the traffic
only when the outbound security zone of the

traffic is the same as the specified zone.

When Auto Security
Zone Identification is
disabled, this parameter

needs to be configured.
[Example]

untrust

Threat Intelligence Defense

Type Select the TI type to defend against. Select to enable defense.
[Example]
APT
Action Action to be taken on the traffic matching [Example]
the TL Deny
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Item Description Remarks

® Deny: Block traffic and record a security
log.
® Alarm: Not block traffic, but record a

security log.

(4) Click Save to complete the configuration.

3. Customizing Threat Intelligence

Application Scenario

In addition to the threat intelligence contained in the threat intelligence signature library, the
system allows you to import malicious intelligence that you have collected. When threat is
detected, the system matches the threat against the custom threat intelligence first. The data

matching custom threat intelligence is blocked and a security log is recorded.

In the unauthorized state, custom threat intelligence can still be used for matching.
e Manually configure the custom TL.

(1) Choose Policy > Security Defense > Threat Intelligence > Custom Threat Intelligence.

Intelligence Management Custom Threat Intelligence Excluded Threat

[ Delete [ Import | [%Export =@ Enable | © Disable = G Refresh

Name Intelligence Quantity Operation

(2) Click Create to enter the Create Custom Threat Intelligence Type page.
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{ Back CreateCustom Threat Intelligence Type

*Name

Enabled State

() IP or Domain

MName

© Enable Disable

(3) Set the parameters of custom TL

Item Description Remarks
Name Name of the custom TI. [Example]
Trojan
Enabled Status Whether to enable the TI. The [Example]
disabled TI will not be matched.
Enable

IP or Domain

Name

IP address or DNS name to be
checked and blocked.

@ If multiple IP addresses or
domain names need to be
configured, enter one IP
address or domain name per
line, and press Enter to

separate lines.

® The domain name matching

rule is full match.
[Example]

WWW.XXX.cOm
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(4) Click Save to complete the configuration.
e Batch import custom TL

Application Scenario

When you need to add a large number of TI types, you can fill in TI information in a template, and

import them in a batch with one click.
Procedure

(1) Choose Policy > Security Defense > Threat Intelligence > Custom Threat Intelligence.

RuUIiJie | Z series Firewal @ Policy

Intelligence Management Custom Threat Intelligence Excluded Threat

@ Create T Delete [# Export @ Enable | © Disable | & Refresh

Name Intelligence Quantity Operation

Threat Intelligence

No data

(2) Click Import. The Import dialog box is displayed.

Import

Download CSV Template = Download XLS Template

Download XLSX Template

Import

(3) Three formats of templates are supported. Click Download CSV Template, Download XLS

Template, or Download XLSX Template to download the corresponding template.

(4) Fill in the TIinformation in the template. Return to the web page, click Browse, and upload

the configuration file.
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Import (x)

Download CSV Template = Download XLS Template

Download XLSX Template

Import Browse

(5) Click Confirm to complete the file import.
Follow-up Procedure
e To modify the custom TI, click Edit.

® To delete the custom TI, click Delete.

® To enable or disable the custom TI, click

e To enable or disable the TI types in a batch, select the TI types in the same status and click

Enable or Disable.

® To save the custom TI to a local device, select the custom TI and click Export. The exported TI

can be imported to other devices.

4. Configuring Excluded Threat

Application Scenario

If the user's normal data is intercepted by mistake due to the not-updated threat intelligence
content or other reasons, or if an IP address/domain name is not malicious, you can add the IP
address/domain name to the excluded threat list. The traffic matching the excluded threat list will

be permitted by the TI module.

Procedure

(1) Choose Policy > Security Defense > Threat Intelligence > Excluded Threat.
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Ruijie | Z series Firewall © Home

Name

default

Network 2 Object @ Policy 3 System

Common Operations

Intelligence Management Custom Threat Intelligence Excluded Threat

Intelligence Quantity Operation

0

Edit Clear

(2) Click Edit in the Operation column of the default entry.

¢ Back EditException Type

* Name

(D IP or Domain

MName

(3) Set the parameters of excluded threat.

Item Description Remarks
[Example]
Name Excluded threat name.
default

IP or Domain

Name

IP address or domain
name of the excluded
threat.

If multiple IP addresses or domain names
need to be configured, enter one IP address or
domain name per line, and press Enter to

separate lines.

[Example]
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Item Description Remarks

WWW.XXX.COmMm

Follow-up Procedure
e To modify the configuration of an excluded threat, click Edit.
e To delete all the IP addresses or domain names configured for an excluded threats, click Clear.

5. Viewing Threat Intelligence Logs

Application Scenario

When a malicious connection matches the threat intelligence, a security log is generated, and the
log type is Threat Intelligence. By checking the logs, you can view the specific attack information

and matched threat intelligence type, helping you take further actions.

Procedure
(1) Choose Monitor > Log Monitoring > Security Log.

(2) The threat intelligence log information is displayed on the web UL

I Security Log

[% Export & Refresh | [% Export Al «Q Search Criteria

Search Criteria: Time: 2023 Log Type: Threat Intelligence > | Clear

Dest. Address/Z

Severity Security Event Log Type Attack Type Defense Rule Time Src. Address one Action Operatior-
o High T Threat Intelligence Regular Trojan 0 2023-03-08 17:36:35 192.168.6.36 101.201.78.55 Deny View Detals
o High T Threat Intelligence Regular Trojan 0 2023-03-08 17:36:27 192.168.6.36 101.201.78.55 Deny View Detals
® High EER Threat Intelligence Regular Trojan 0 2023-03-08 17:36:23 192.168.6.36 101.201.78.55 Deny View Details
® High Threat Intelligence Regular Trojan 0 2023-03-08 17:36:21 192.168.6.36 101.201.78.55 Deny View Details
® High Threat Intelligence Regular Trojan 0 2023-03-08 17:36:20 192.168.6.36 101.201.78.55 Deny View Details
o High =Tt Threat Intelligence Regular Trojan 0 2023-03-08 17:36:05 192.168.6.36 101.201.78.55 Deny View Details
® High Threat Intelligence Regular Trojan 0 2023-03-08 17:35:57 192.168.6.36 101.201.78.55 Deny View Details
® High Threat Intelligence Regular Trojan 0 2023-03-08 17:35:53 192.168.6.36 101.201.78.55 Deny View Details
® High Threat Intelligence Regular Trojan 0 2023-03-08 17:35:51 192.168.6.36 101.201.78.55 Deny View Details
® High Threat Intelligence Regular Trojan 0 2023-03-08 17:35:50 192.168.6.36 101.201.78.55 Deny View Details

(3) Click View Details to display attack log details.
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Security Log Details ®
Exclude
Src. e ; el Dest.
Src. Security Zone: frust Dest. Security Zone: untrust
Src. IP: 192.168.6.36 Dest. IP: 101.201.78.55
Src. Port: 17972 Dest. Port: 58468
MAC: f8:e4:3b:04:bd:5f App:
Basic Info
Time: 2023-03-08 17:36:35 Type: Regular Trojan
Security Event: Malware Direction: LAN-to-WAN
Severity: High Action: Deny
Blocking Duration: 0s Defense Rule: 0

Security Policy Name: Threat Intelligence

Domain Name/IP: 101.201.78.55

Exclude: If you confirm that a threat is a false positive, click Exclude to add the threat intelligence

information in this security log to the excluded threat list and allow subsequent traffic.

& Note

For more information and configurations about the fields in security logs, see 8.3.2 Querying

Security Logs.

7.2.8 URL Filtering

1. Configuring a URL Category

Application Scenario

The URL category function is used to categorize web pages that intranet users can access to
facilitate monitoring and management. With URL filtering templates, the firewall can prevent
users from accessing malicious websites, and guarantee the access bandwidth for web pages of
a specific category. For example, enable the firewall to preferentially guarantee traffic of office

web pages and block traffic from other web pages.

Configure a URL category to categorize web pages that intranet users can access to facilitate

monitoring and management.
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Procedure
(1) Choose Object > URL Category.
(2) Click Create.

I Custom URL

@ Create | T Delete | & URL Category Query | | & Refresh

Name URL Description Reference

No Data

(3) Enter URL category information.

< Back Create Custom URL Category

Common Operations

Operation

Basic Info
* Name
Description
&
@ URL
s
Item Description Remarks
Basic Info
[Example]
Name URL category name.
category_1
Descriptio o
Description of the URL category. N/A
n
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Item Description Remarks

URLs in this category. A URL can contain the wildcard character

(*). Enter one URL per line. Press Enter to separate lines.
Note:

® If a URL contains the pound sign (#), the sign and the
string after the sign do not take effect for matching. For
example, if www.test.com/#123 is configured, all the [Example]

URL domain names that start with www.test.com/ will be www.abcl.com

matched.
www.abc2.com

® If a URL contains the characters http:// or https://, these
characters will be automatically removed during

matching.

® If an IPv6 address is configured as a URL, the input format
should be [IPv6 address]. For example, [2001::1].

(4) After verifying the configuration, click Save.
Follow-up Procedure

® To delete multiple URL categories in a batch, select the categories and click Delete. Only URL

categories with no reference can be deleted.

e Click URL Category Query. In the dialog box that is displayed, enter a URL to query its

category.

URL Category Query

Category

No data

Disable
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Application Scenario

Configure a URL filtering template to block or report alarms for specific URL categories.

Detection can be triggered only after a URL filtering template is referenced by a security policy.

For details about security policies, see 7.6 Security Policy.
Precautions

e To detect HTTPS-based URLs, you need to configure an SSL proxy policy. For details about
SSL proxy, see_7.3 _ Configuring SSL Proxy Policies.

® After you configure custom URL categories, URLs that are not in the custom categories are
classified as uncategorized. When detecting traffic that accesses uncategorized URLs, the

device processes the traffic according to the action set for uncategorized URLs.
2. Configuring a URL filtering template
Procedure
(1) Choose Object > Content Template > URL Filtering.

(2) Click Create.

I Custom Template

[i] Delete O Refresh

Name Description Reference Operation

(3) Enter URL filtering template information.
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< Back CreateURL Filtering

Basic Info

* Template Name

Common Operations

Description
URL Filtering MName © Permit Alarm Block
Unknown Category - ]
Item Description Remarks
Basic Info
Template o [Example]
Name of the URL filtering template.
Name Template_1
Description Description of the URL filtering template. N/A
URL Filtering
Set processing actions for different URL categories:
® Permit: Permit traffic that accesses the URLs of
the specific categories.
URL Filtering ® Alarm: Permit traffic that accesses the URLs of N/A
the specific categories and generate an alarm
log.
® Block: Block traffic that accesses the URLs of the
specific categories and generate an alarm log.

(4) After verifying the configuration, click Save.

Follow-up Procedure
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Refer to a URL filtering template in a security policy. For details about security policies, see 7.6

Security Policy.

7.3 Configuring SSL Proxy Policies

7.3.1 Overview

To protect data security and privacy, traffic of many applications is encrypted by Transport Layer
Security (TLS) during transmission. To detect the content of TLS encrypted traffic, the firewall
needs to decrypt traffic as proxy so that the function modules such as intrusion prevention and
virus protection can detect the decrypted traffic and files. Currently, the firewall can only decrypt
the HTTPS encrypted traffic.

The following table describes the application scenarios of SSL proxy.

Scenario Similarity Difference

The firewall uses the

The firewall sets up an SSL connection with temporary server certificate

Client
) client and server respectively, to send and re-issued by the imported CA
protection ) ) o
receive SSL encrypted data. The firewall certificate to set up SSL
decrypts the encrypted data from the client, | connection with the client.
performs security check, re-encrypts the
. data that passes the check, and sends it to The firewall uses the imported
erver
) the server. server certificate to set up SSL
protection

connection with the client.

7.3.2 Configuring an SSL Proxy Template

Application Scenario

Configure this function if you need to perform virus protection detection or IPS detection for
HTTPS encrypted traffic. The system predefines the default template, which can be directly

referenced or customized according to your needs.

& Note

After configuring an SSL proxy template, you need to reference it in the SSL proxy policy to
decrypt traffic. The SSL proxy policy is used to set the matching conditions of packets and whether
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to decrypt them after they are hit. The SSL proxy template specifies how the device decrypts
packets that hit the policy.

Prerequisites

If you select Protect Client as the SSL proxy template type, import the SSL proxy certificate (CA
certificate) first. For details about SSL proxy certificate import, see 7.3.3 1. Importing SSL Proxy

Certificate.

If you select Protect Server as the SSL proxy template type, import the server certificate first. For

details about server certificate import, see 7.3.3 2. Importing Server Certificate.

Procedure
(1) Choose Policy > SSL Proxy > SSL Proxy Template.

(2) Click Create to enter the Create SSL Proxy Template page.

Ruijie o OHome © Monitor @ Network & Object | @Policy @ System ] @ . = ) .
Network Discover etwork Mgmt  Quick Onboarding  Policy Wizard  Customer Senvice  admin

I SSL Proxy Template

Name Type Server Certificate Description Operation

default BirEFTE - BB, ERTAFLFGE TERENE

SSL Proxy Te

(3) Enter the template name and description, select template type, and click Save.

& Note

If the type is set as Protect Server, the server certificate needs to be selected.

{ Back Create SSL Proxy Template

* Name
Description

Type @ Protect Client Protect Server
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Item Description Remarks
Characters such as
T~ 1#% A8 +\[{);:"/<>7? and spaces are
Name of the SSL proxy not allowed
Name '
template.
[Example]
profile
o o Characters such as
Description Proxy template description. .
~1#% A& +\|{};:"/<>? are not allowed.
Select the type according to the actual
T The type can be Protect Client networking scenario.
e
yp or Protect Server. [Example]
Protect Client
Used to establish the trust Required only when the template type is
Server relationship between the device | Protect Server.
proxy. selected.

Follow-up Procedure

Create an SSL proxy policy and reference the SSL proxy template.

7.3.3 Importing Certificate

1. Importing SSL Proxy Certificate

Application Scenario

If HTTPS encrypted traffic needs to be decrypted and the SSL proxy template type is set to

Protect Client, you must import an SSL proxy certificate (that is, a CA certificate). The device

provides a predefined certificate. You can also import a new certificate as needed.

Precautions

After configuring the SSL proxy certificate, click Download in the row where the trusted

certificate resides, save the SSL proxy certificate to the local device, and then import it to the
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client to make the client trust it. If you do not install this certificate and the SSL proxy is enabled
on the firewall, when the client accesses website by using the browser through HTTPS, an alarm
indicating that the server certificate is not issued by a trusted CA is displayed. In some cases,

connection may even be directly interrupted, affecting the user's Internet access.

©Q Home & Monitor Network = & Object [@Policy £} System . A e R @R

ck d Policy Wizard stomer Service  ad
SSL Proxy Certificate Server Certificate
® Create [ Delete  [%Import = Q Refresh
Name Subject Info ‘Operation
. . § View Details
default_ca € = CN, ST = Fujian, L = Fuzhou, © = Ruijie, CN = Ruijie

SSL Certificate

Procedure
(1) Choose Object > Certificate > SSL Certificate > SSL Proxy Certificate.

(2) Click Import to enter the Import SSL Proxy Certificate page.

Ruijie | Z se wal Home 9 Monitor Network = & Object @ Policy 3 System @ 4d
Y o Hor ) " = Obee ' Netw ck Onboard Policy Wizard  Customer Service ds
SSL Proxy Certificate Server Certificate
@ create | T Delete Q Refresh
Name Subject Info Operation
~ N . View Details
default ca C = CN, ST = Fujian, L = Fuzhou, O = Ruijie, CN = Ruijie
- Download

& Note

It is recommended that you import a certificate. You can click Create to add a CA certificate.

(3) Select a certificate format. Click Browse to upload the certificate file, enter the certificate

password, and click Confirm.
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Import SSL Proxy Certificate )

* Certificate

Format

* Certificate Browse

File

* Password

Item Description Remarks

® The certificate with the p12 or pem suffix
already contains the key. You need to specify
the password of the certificate when

Select the certificate importing the certificate.

format according to the ® The certificate with the crt suffix does not

Certificate suffix of the imported contain a key and a separate key file is

Format certificate file, and you can required. When you import the certificate,

import certificates in PEM,
P12, or CRT format.

specify the key file and password of the key

file.
[Example]
P12
Certificate Imported SSL proxy Click Browse to select a certificate file to be
File certificate file. uploaded from the local device.

The certificate file with the crt suffix does not
ey Fil Separate key file attached contain a key. You need to upload the key file

ey File
y with the certificate. and specify the password for the key file when

importing the certificate.
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Item Description Remarks

® Certificate with the p12 or pem suffix: You
need to specify the password of the

certificate when importing the certificate.
Password Password of the key file.
® (Certificate with the crt suffix: When you

import the certificate, specify the key file

and password of the key file.

Follow-up Procedure

° is used to configure whether to trust the SSL proxy certificate. When the icon is red, the
certificate is not trusted; when the icon is green, the certificate is trusted. Click the icon to
modify the credibility of the certificate. Only one trusted SSL proxy certificate can exist on the

device.

e Download the SSL proxy certificate, and import it into the client to make the client trust it.

SSL Proxy Certificate Server Certificate

@ Create T Delete | [% Import & Refresh

Name Subject Info Operation
View Details
default_ca C = CN, ST = Fujian, L = Fuzhou, O = Ruijie, CN = Ruijie
:

e C(Click View Details to view details about the SSL proxy certificate.

e To delete a newly imported SSL proxy certificate, click Delete. The default SSL proxy certificate

cannot be deleted.

® You can enter the certificate name in the search box in the upper right corner of the page to

search for a certificate.

2. Importing Server Certificate

Application Scenario

If you need to decrypt the HTTPS encrypted traffic and the SSL proxy template type is set to

Protect Server, you must import a server certificate.
Procedure

(1) Choose Object > Certificate > SSL Certificate > Server Certificate.
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(2) Click Import to enter the Import Server Certificate page.

RUIC | Z Series Firewa ©Home © Monitor @ Network = A Object @ Policy 3 System

SSL Proxy Certificate Server Certificate

W oelete| | G Refresn
Name Subject Info

Common Operations

Operation

(3) Select a certificate format. Click Browse to upload the certificate file, enter the certificate

password, and click Confirm.

Import Server Certificate )

* Certificate

Format

* Certificate Browse

File

* Password

Item Description Remarks
Select the certificate ® The certificate with the p12 or pem suffix already
format according to contains the key. You need to specify the

» the suffix of the password of the certificate when importing the

Certificate -
imported certificate certificate.

Format
file, and you can @ The certificate with the crt suffix does not
import server contain a key and a separate key file is required.
certificates in PEM, When you import the certificate, specify the key
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Common Operations

Item Description

Remarks

P12, or CRT format.

file and password of the key file.
[Example]

P12

Certificate Imported server

File certificate file.

Click Browse to select a certificate file to be

uploaded from the local device.

Separate key file
Key File attached with the

certificate.

The certificate file with the crt suffix does not contain
a key. You need to upload the key file and specify the
password for the key file when importing the

certificate.

Password of the key
Password "
ile.

® (Certificate with the p12 or pem suffix: You need
to specify the password of the certificate when

importing the certificate.

® (Certificate with the crt suffix: When you import
the certificate, specify the key file and password
of the key file.

7.3.4 Configuring an SSL Proxy Policy

Application Scenario

Configure this function if you need to perform virus protection detection or IPS detection for

HTTPS encrypted traffic.

Prerequisites

The SSL proxy template has been created. For details about SSL proxy template creation, see 7.3.2

Configuring an SSL Proxy Template.

Procedure

(1) Choose Policy > SSL Proxy > SSL Proxy Policy.

(2) Click Create to enter the Create SSL Proxy Policy page.
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I SSL Proxy Policy

T Delete | @ Enable |  Disable | (® Move €3 Clear Hit Record | [T Custom Field | & Refresh

Dest. Security Zo

Name Src. Security Zone Src. Address Dest. Address Service App Action

ne

No data

(3) Configure the SSL proxy policy according to the following table.

< Back Create SSL Proxy Policy

Basic Info
* Name
Disable

Enabled State @ Enable

Description

Src. and Dest.

#8rc. Security Zone
* 5rc. Address

* Dest. Security Zone

* Dest, Address

Service

Service

App

App

Decryption Settings

Action Option Decrypt © Not Decrypt
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Item Description Remarks

Basic Info
Characters such as "~!#%A&*+\/0::"/<>?
and spaces are not allowed.

Name Name of the SSL proxy policy.
[Example]
SSLPolicy_1

Enabled Whether to enable the new [Example]

State SSL proxy policy. Enabled
Characters such as "~!#%"&*+\|{};:""/<>7? are
not allowed.

Description | Description of SSL proxy policy. | [Example]
Decrypt the HTTPS encrypted traffic from
security zone 1 to security zone 2.

Src. and Dest.

Src. Source security zone that
[Example]
Security initiates the target data
. trust
Zone connection.
Click the drop-down list, and select a source
address in the To-be-selected area. The
Src. Source address that initiates selected address is automatically added to
Address the target data connection. the Selected area.
[Example]
Any
Dest. o ) E |
_ Destination security zone of [Example]
Security ]
the target data connection. trust
Zone
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Item Description Remarks
Click the drop-down list, and select a
destination address in the To-be-selected
Dest. Destination address of the area. The selected address is automatically
Address target data connection. added to the Selected area.
[Example]
Any
. Service type of the target data | [Example]
Service ]
connection request. Any
A Application type of the target [Example]
PP data connection request. Any
Action taken by the SSL proxy
policy, decrypting or not
decrypting the content of
Action . [Example]
target data connection.
Option . Decrypt
If Decrypt is selected, the SSL
proxy template must be
specified.

(4) After the configuration is completed, click Save.

Follow-up Procedure

e View or clear the number of times a policy is hit on the SSL Proxy Policy page.

e To move a policy to a specified position, select the policy and click Move. The closer a policy

is to the front, the higher its priority is in matching.

7.3.5 Allowlist

1. Domain Name Allowlist

Application Scenario
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If the traffic of certain domain names does not need to be decrypted, you can add the domain
names to the allowlist. The device does not decrypt the traffic of the domain names in the
allowlist. The device has added the commonly used domain names and the domain names that
do not need to be or cannot be accessed by SSL proxy to the allowlist. The predefined allowlist

cannot be deleted, but can be forbidden according to actual situation.
Procedure
(1) Choose Policy > SSL Proxy > SSL Proxy Allowlist > Domain Name Allowlist.

(2) Click Create to enter the Create Domain Name Allowlist page.

Domain Name Allowlist App Allowlist
I Delete @ Enable ) Disable & Refresh

Name Type Operation
ogin.live.com FRENY [ @)
* googleapis.com TREY ()
* windows.com Y [ @]
* microsoft.com =N (
*weixin.gg.com jiii=avl (
ssl.ptlogin2.qq.com FREY (
xui.ptlogin2.qq.com TREY ()
passport.baidu.com e ( )
wappass.baidu.com =Y (
nsclick.baidu.com TR (

(3) Enter the domain name and click Save.

¢ Back Create Domain Name Allowlist

* (1) Domain Name

2. Application Allowlist

Application Scenario

If the traffic of certain applications does not need to be decrypted, you can add the applications

to the allowlist. The device does not decrypt the traffic of the applications in the allowlist.

The preconfigured application allowlist of SSL proxy includes the commonly used applications,
the applications that do not need to be or cannot be accessed by SSL proxy. You can add

applications to the predefined application allowlist.
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Procedure
(1) Choose Policy > SSL Proxy > SSL Proxy Allowlist > App Allowlist.

(2) Click Edit to enter the Edit App Allowlist page.

Domain Name Allowlist App Allowlist
T Delete | | & Refresh
Name Type Operation
HttpGames TEN
IPVaip FEM
OnlineGames =N
VideoCategory FEM
SoftwareUpdates =W
OnlineBankingPayment FEM
VideaconFerencing =W

(3) Select the applications or application group to be added to the allowlist, and click Save.

< Back Edit App Allowlist

“APP To-pe-selected (4328) Select All Selected (0) Clear

HTTP

IPVoip
OnlineGames
OnlineShopping
P2PSoftWare

InternetFinance

@ Add App Group app is required

7.4 Port Scan

Application Scenario

The port scan function can help administrators quickly identify the IP address and open port
information of the intranet server, and choose whether to generate security policies based on the

scan results. This can help build a secure enterprise intranet.
Procedure

(1) Choose Policy > Port Scan.
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I Port Scan

( , - Port scan helps you identify ports and services and quickly create corresponding policies
- Configure the port scan range first. You can y start the scan after completing the or save the and start the scan later.

Port Scan Range @ Not Configured
& PortScan

Scan Result | Ignored Ports

(D The default port policy is all permit. Select the ports to be denied.

@ Add Manually  [3 lgnore | [@Delete @ Create Policy & Refresh

[ Port (Only Describing Well-Known Ports) i i

(2) (Optional) If the port scan range is not configured, configure it first.
a Click Start Port Range.

If the system displays "Configure the port scan range first.", click Configure.

Tip ®

© Configure the port scan range first.

Configure ‘

b Select or add the IP address to be scanned.

Enter the IP address or range to be scanned in the Add Custom IP Address/Range input box,
and click Add to add it to the IP Address/Range area.

o Note

To quickly add IP addresses, click Quick Import from Traffic Learning or Quick Import from Address
Object.
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Set Address Range and Port Range for Scan )]

(@ A larger number of objects will take longer scanning time. Select only necessary ports and addresses.
(@ Ensure that the firewall is connected to the device to be scanned and that scan traffic will not be blacked by other security devices such as an IPS.

Select or Add Addresses for Scan

* Add Custom IP Address/Range =5 Quick Import from Traffic Leamning

=3 Quick Import from Address Object
IP Address/Range

No Data

Select or Add Ports for Scan

UDP Scan Yes © No

Select Ports © All Ports Custom Ports

Save and Scan No» Cancel

¢ Select or add the port to be scanned.

o Note

If UDP scan is not enabled, you are advised to select All Ports.

Select or Add Ports for Scan

UDP Scan Yes O No

Select Ports All Ports © Custom Ports

M Common PortsSelect Common Ports

M Custom Ports

Add Custom Port Range Add T

Save and Scan No Cancel
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Item Description Remarks
[Example]
UDP Scan Whether to perform UDP scan.
Yes
Select the port to be scanned:
® All Ports: Scan all ports.
@ Custom Ports: Customize the ports to be scanned.
Select [Example]
Ports ® Select Common Ports to add common service ports. All Ports

You can click Select Common Ports to select

common service ports.

@ Select Custom Ports to add the ports to be scanned.

d Choose whether to start port scan immediately according to service situation.

o When services are busy, click Save to save the port scan configuration. You can start port

scan when services are idle.

o When services are idle, click Save and Scan Now to save the port scan configuration and

start port scan immediately.

Confirm the system prompt and click Scan Now.

Confirm ®

@ Port scan may take a long time and affect device
performance.
You are advised to select an off-peak period to perform
this operation.
Are you sure you want to scan now?

Scan Now Cancel

(3) (Optional) If port scan policy has been configured:

a Click Start Port Scan.
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b  Click Scan Now to start port scan.

Tip ®

Orort scan range is set. Choose whether

to scan now.

Port scan may take a long time and affect device
performance.
You are advised to select an off-peak period to
perform this operation.

(4) When port scan is finished, select the scan result and click Create Policy.

I Port Scan

° Port scan is complete. Create policies based on the result.
Rescan

Port Scan Range  &Configured

Scan Result | Ignored Ports

‘ (@ The default port palicy is all permit. Select the ports to be denied.

@® Add Manually | [ Ignore | [@Delete 8 Refresh

a P Port (Only Describing Well-Known Ports) WE B

@ 172.20.36.1 22(Critical),666,7547 / Page Total:5 5 Create Policy | View Details | Ignore | Delete
= 172.20.36.2 445(Critical),139(Critical), 54162 / Page Total:24 24 Create Policy | View Details | Ignore | Delete
a 172.20.36.4 3389(Critical),445(Critical), 139(Critical) / Page Total:30 30 Create Policy | View Details | Ignore | Delete
O 172.20.36.9 3389(Critical),445(Critical), 139(Critical) / Page Total:24 24 Create Policy | View Details | Ignore | Delete
O 172.2036.11 3389(Critical),445(Critical), 1 39(Critical) / Page Total:31 3 Create Policy | View Details | Ignore | Delete
O 172.2036.16 3380(Critical),445(Critical), 1 39(Critical) / Page Total:18 18 Create Policy | View Details | Ignore | Delete

Tip @

© Are you sure you want te add the policy in the

simulation space?

The policy execution process can be simulated before

actual execution.
The simulation helps you identify vulnerabilities and
issues in policies in advance and
avoid risks to services in actual execution.In the
simulation process, address objects are actually
created.
SRR R SR,

Add to Simulation Space Create
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o Click Create to add the generated security policy to the security policy list.

Insert it to the specified location.

* Policy Name

Prefix

* Policy Group

Policy

Before/After

)

port scani

Default Policy Group
test

Before

the Adjacent

Policy
“ Deny
1 Security Policy £3 Simulation Space
Policy Group = @ Create | W Delete | (@ Enable @ Disable | & Refresh | Mare « Type | Al
@ Add Policy Group ~ . Src. Security 2 Sre. Addres  Dest. Security  Dest. Addr — o Time Rang oo .
riority lame Type one A — s rvice PP . ¢ Operation
Default Policy Group
Il Groups
Y Edit
81 (4) Default n. 1Pvd any any any PortScan service 2 any any [ (,’ .
2 [ o
2 t trust any untrust any any ap iy [ )
@
3 any any any any any any any [ -
4 any any any any any any any

Click Add to Simulation Space to add the generated policy to the simulation space. Run

the policy in simulation mode and then add it to the security policy list.

Follow-up Procedure

Scan Result | Ignored Ports

(D The default port policy is all permit. Select the ports to be denied.

@ Add Manually | [3 Ignore  TlDelete @ Create Policy ~ 3 Refresh
P Port (Only Describing Well-Known Ports) WS 1#ME
172.20.37.54 22(Critical),20099,2048 / Page Total:4 40 View Details | Ignore | Delete
172.20.37.124 22(Critical),20099,2048 / Page Total:4 4 Create Policy | View Details | Ignore | Delete

® Move the cursor to the scanned port number, and the page displays the purpose of
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7.5

commonly used ports and the risk information of high-risk ports.

® Select an IP address and click Create Policy to generate a security policy for the IP address.
On the port scan details page, you can set security policy actions, or edit policies on the

security policy page.

® Select an IP address and click View Details to view the open port number of the IP address

and generate a security policy for a single port number.

® Select an IP address and click Ignore to add all ports of the IP address to the ignored list and
set the ignore period. (You can also add a single port to the ignored list on the port scan
details page.) The device does not scan these ports in the ignore period. When the ignore

period expires, the port is removed from the ignored list and the device can scan it.

® Select an IP address and click Delete to delete the scan result.

Traffic Learning

Application Scenario

During device deployment, you can sort out the assets on the network only after analyzing the
traffic logs in a certain period. The traffic learning function automatically analyzes traffic logs, and
sorts out the assets' IP addresses, open ports, and access relationships between assets on the

network based on the assets' IP addresses or IP address ranges set by the customer.
Procedure

(1) Choose Policy > Traffic Learning.

RUJIE | Z Series Firewal . & Policy

Traffic Learning Result | Blocking Result

cy [@ CreateDenyPolicy | [%Export T Delete | & Refres

Dest. IP Port (Only Describing Well-Known Ports) Src. IP Operation

f Page Total0 sote] 1 < n >

(2) (Optional) If the traffic learning address is not configured, configure it first.
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a Click Enable Traffic Learning and click Configure in the prompt box to configure the

traffic learning address.

Tip ®

© Configure a traffic learning address
first.

b Select or add the IP address to be learned.

Enter the IP address or range to be learned in the Add Custom IP Address/Range input box,
and click Add to add it to the IP Address/Range area.

Set Traffic Learning Address

( Set a destination IP address for traffic learing to enable the system to discover abnormal ports and provide policy optimization suggestions.Note: A larger
number of addresses will take longer scanning time. Select only necessary addresses.

Select or Add Addresses

* Add Custom IP Address/Range =% Quick Import from Port Scan Config

= Quick Import from Address Object

O IP Address/Range [ Delete Selected

No Data

Save and Enable Cancel

© Note

To quickly add IP addresses, click Quick Import from Port Scan Config or Quick Import
from Address Object.

¢ Choose whether to enable traffic learning immediately according to service situation.

o When services are busy, click Save to save the traffic learning address configuration. You

can enable traffic learning when services are idle.

o When services are idle, click Save and Enable Now to save the traffic learning address

configuration and enable traffic learning immediately.

269



Product Cookbook Common Operations

(3) (Optional) If the traffic learning address has been configured, click Enable Traffic Learning to

modify the traffic learning address or enable traffic learning immediately.

O Traffic learning address is set.
Choose whether to enable traffic

learning now.

Cancel

Verification

e To view the information about learned IP addresses and ports, click the Traffic Learning

Result tab. To view the detailed access relationship, click View Details.

Traffic Learning Result | Blocking Result

(2 Create Permit Policy  [@ Create Deny Policy | | [ Export T Delete & Refresh

(] Dest. IP Port (Only Describing Well-Known Ports) Src. IP Operation

O 1720027124 443 172.25.22.250 Create Permit Policy Create Deny Policy
— - 172.18.162.108 Create Permit Policy Create Deny Policy
O 172.20.37.124 445(Critical)

1 View Details Delete

10~ /Page Total:2 Goto 1 3

® You can choose to generate a deny policy or a permit policy for a specific traffic learning

result.

a  On the traffic learning result page, click Create Deny Policy or Create Permit Policy.

172.20.37.124445) )

[3 Create Permit Policy [@ Create Deny Policy T Delete 3 Refresh

O Src. IP e i) Status Operation
— Create Permit Policy
[} 172.18.162.108 TCP Unhandled
Create Deny Policy | Delete
10 v / Page Total:1 Goto 1 < n >

b Add this policy to the simulation space or directly to the security policy list according to

service requirements.
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Tip ®

© Are you sure you want to add the policy in the
simulation space?
The policy execution process can be simulated before
actual execution.
The simulation helps you identify vulnerabilities and
issues in policies in advance and
avoid risks to services in actual execution.In the
simulation process, address objects are actually
created.
The policies are created only in the simulation space.

Add to Simulation Space Create

Insert it to the specified location. D)

* Policy Name LnDeny

Prefix
* Policy Group Default Policy Group
Policy | port scan1_PortScan_policy 172.2C

Before/After Before
the Adjacent

Policy

c After confirming that the policy is appropriate in the simulation space, add it to the

security policy list.
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@ Create | T Delete @ Enable  © Disable O Refresh | More ~

Common Operations

Type = All

ty Dest. Addr Time Rang Content Sec
Priority Name Service App Action . Hit Count Hit Session
ess e urity
-~ Default Policy Group
1 LnDeny 44: TrafficLear... any any any 0 Clear View Details.
2 port_scan... PortScan_...  service_2... any any 0 Clear View Details..
3 test any any any any 0 Clear View Details..
4 allow _all any any any any 0 Clear View Details..

d To view the learned blocked access relationships, click the Blocking Result tab; to view

the number of blocking times, blocking policy, blocked service, and the time of the last

block, click View Details.

I Traffic Learning

Operation

@ car

Delete

@ cd

Delete

() Edit

Delete

@ cdi

Delete

Traffic learning provides policy optimization suggestions based on learning results. Independent computing resources are used for analysis. Therefore, forwarding performance is not affected

\ e J Enable Traffic Learning Traffic Learning Address ~ @Configured

Traffic Learning Result | Blocking Result

G Refresh

Dest. IP Port (Only Describing Well-Known Ports)

7.6 Security Policy

7.6.1 Overview

The firewall verifies the passing traffic based on the security policy. Only the traffic matching the
security policy with the permit action can be forwarded. For example, a firewall can be located at
the boundary between an intranet and the Internet. A security policy is configured to establish a

Sre. IP

Operation

designated channel between the intranet and the Internet to filter sensitive data access.

With the stateful inspection packet filtering technology, firewalls can decide whether to allow

packets to pass based on parameters such as IP address, service, port, and application type, and

filter data at Layer 3 (network layer) and Layer 4 (transport layer).
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Sever 1
192.168.1.101:80 ﬁ
Permit ®

-7 Firewall Router

Sever 2 ,
192.168.1.102:21 ﬁ K
Deny

As shown in the figure above, the firewall can filter the source and destination IP addresses and
ports. For example, the firewall can be configured to allow or deny some IP addresses on the
intranet to access the Internet, and allow or deny some IP addresses on the Internet to access the

intranet.

Z-S series firewalls support multiple address objects:

e Single IP address (for example, 202.1.1.1)

e IP address network segment (for example, 192.168.1.0/255.255.255.0)
e [P address range (for example: 172.16.1.100-172.16.2.200)

For different IP addresses/segments with the same access permission, you can add them to an

address group and reference them uniformly in the firewall policy.

Z-S series firewalls are preconfigured with port information for common network services, such as
TCP port 80 used for HTTP and TCP port 21/20 for FTP. You can also customize TCP/UDP/ICMP/IP
services and ports. Similarly, you can add different services and ports into a group for uniform

reference by the policy.
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netbios-ns

dap

Common Operations

i
ICMP : type 8, code 0
TCP: 21
TCP: 22
TCP: 23
TCP: 25
TCP: 53
UDP : 53
UDP : 66
UDP : 69
TCP : 80
TCP: 110
TCP: 123
UDP : 123
UDP : 123
UDP : 162
TCP : 179
TCP : 194
UDP : 137

TCP : 389

In addition to the IP address/port-based filtering function that traditional firewalls have, Z-S series
firewalls can enforce different security policies for different time periods. For example, QQ is
forbidden during working hours (such as 9:00-18:00 every day from Monday to Friday), but

allowed in other time segments. This policy can be automatically implemented through the
time-based policy of Z-S series firewalls.
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EitEE

*ENCEE @ 25 tEERTErEE

5EE BRI #E

mER 09:00:00-18:00:00 & RE Ok

(i
it

In addition, Z-S series firewalls can also enforce different security policies for the type of
application of traffic. For example, to prevent intranet and extranet users from accessing game

apps anywhere, anytime, configure a security policy and associate it with game apps.

App Custom App App Group
App Type a
G Refresh
E HTTP )
N = Pr@ Reputation or
e rou; eference

E IPVoip ame s EH b Level
B= OnlineGames - HTTP Default - Low 0
8 OnlineShopping - WebApplication Default - Low 0
E P2PSoftWare HTTP-BROWSE Default - Low 0
E Intemetrinance HTTP-PROXY Defult - Low 0
8 InstantMessenger

HTTP-GIF Default - Low 4]
8 InstantMessaging-APP

MeituxiwduorMeiyan Default - Low 0
£ VideoCategory

MSN Default - Low 0
B VideoStreamingMediaSoftware

Firefox Default - Low 0
B HttpVideos

Fast Default - Low 0
B Videos-APP
£ VideoLIVE Wikipedia Default - Low 0
= MusicRoAudio Google Default - Low 0
BE InternetFileTransfer - QQ Application Default - Low 0
EE ProtocolClass QQ Space Default - Low 1]
E InternetofThings QQ Yedian Default - Low 0

BE RemoteControl
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Through the flexible combination of IP address, port, user, device, time and other parameters, a
variety of firewall policies meeting actual network security needs can be configured, so that the

user's security policy can be effectively implemented.

By default, the device is configured with a security policy that blocks all packets, and the default

policy cannot be deleted or modified.

7.6.2 Configuring Security Policy (Using Wizard)
The web Ul of Z-S series firewalls provides the policy configuration wizard for you to complete
configuration and deployment efficiently.
Perform the following operations to enter the security policy configuration wizard:
(1) On the right of icon and panel area, click Policy Wizard.

(2) Click Start to enter the Policy Config Wizard page. Perform the operations according to the

wizard.

RUIT@ | Z seres Firews

Policy Config Wizard

Welcome to the Policy Config Wizard.

[ Create Address » 5 Create Policy » &) conduct > (&) Execute Policy

Object Simulation

1. Creating an Address Object

Application Scenario

By using the address object, you can classify service-related IP addresses (including intranet or

extranet IP addresses), facilitating management of traffic within the specified IP address range.

Procedure
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(1) Address objects include IPv4 address objects and IPv6 address objects. Configure the address
objects based on the actual applications. On the Create Address Object page, select the tab

of the address object to be created, for example, IPv4 Address.

Ruijie | 2 al g @ . ®
very N gmt  Quick ding  Policy Wizard

Policy Config Wizard

(O Y e L e —

Create Address Object

(@ An address object can be an IP address or IP range.
Divide addresses related to services and create objects to facilitate policy creation and management

IPv4 Address IPv6 Address

No IPv4 address object

m p nable traffic learning to facilitate pol
Create Address Obj

‘ (@ Traffic leamning helps you obtain traffic change, asset IP addresses, and active port information and allows the system to provide more precise defense policies and policy optimization suggestions.

Enable Traffic Learning

After cre

(2) Click Create Address Object.

Create Address Object

(i) An address object can be an IP address or IP range.
Divide addresses related to services and create objects to facilitate policy creation and management.

IPv4 Address IPv6 Address

No [Pv4 address object

raffic learning to facilitate policy creation

After creating address objects, you can perform port scan and e

Create Address Ob

‘ (D Traffic learning helps you obtain traffic change, asset IP addresses, and active port information and allows the system to provide mare precise defense policies and policy optimization suggestians.

Enable Traffic Learning

(3) Fill the names and IP addresses/ranges in the Add IPv4 Address Object or Add IPv6
Address Object page.
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Add IPv4 Address Object

* Address Object Name

® Create

Add IPv6 Address Object

* Address Object Name

Common Operations

®

*(D IP Address/Range

* (D IP Address/Range

® Create
Item Description Remarks
. Name of the |
Address Object [Example]
IP address
Name : Addrl
object.
Three configuration methods are supported:
® [P address: One or multiple IP addresses. Input an IP
address per line. Press Enter to separate lines.
oExample 1: 192.168.20.3
oExample 2: 1234::100
® [P address range: A contiguous range of addresses.
Ip IP address or Connect the start IP address and end IP address with a
Address/Range | range. hyphen (-).
oExample 1: 192.168.20.1-192.168.20.3
oExample 2: 1234::100-2345::100
® Network segment: IP address network segment
oExample 1: 192.168.1.0/24 or
192.168.1.0/255.255.255.0
oExample 2: 1234::100/100
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& Note

To add multiple address objects, click Create.

(4) Click Confirm Creation.

(5) Select address objects, and click Next.

Follow-up Procedure

® You can choose Object > Address to view, add, edit, and delete address objects.
® You can only delete the address with reference 0.

2. Configuring a Security Policy

Application Scenario
Configure the security policy according to the configuration wizard.

The security policy verifies the traffic passing the firewall. Only the traffic matching the security
policy with the permit action can be forwarded. The security policy function provides security
defense. For example, a firewall can be located at the boundary between an intranet and the
Internet. A security policy is configured to establish a designated channel between the intranet

and the Internet to filter sensitive data access.
Prerequisites

The security zone, service, service group, application group, time plan, and intrusion prevention

policy have been created according to service requirements.
Procedure

(1) On the Create Policy page, click Create.

Policy Config Wizard Exit
(@ Create Address Object (® Create Policy
Create Policy
| (D You can manually create policies or perform port scan to guide policy creation. Next, you can choose to conduct simulation before executing policies or directly execute policies. |
View Simulation Result Scan Port - Create Policy
Policy Group = [ Delete @ Enable | © Disable O Refresh | More v Type Al
® Add Policy Group - Src. Security Z  Src. Addres  Dest. Security  Dest. Addr ) Time Rang )
Priority Name Type Service App Operation
one s Zone ess e
~ Default Policy Group
All Groups
@ it

B (2) Default 1 allow_al - any any any any any any a Delete

2 Default Po.. - any any any any any any any
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(2) Set parameters related to security policy.

Common Operations

a Configure basic information about security policy.

Create Security Policy

Basic Info
* Name
Enabled State @ Enable Disable
* Policy Group
* Adjacent Policy

Description

® Add Group

b  Configure the source and destination security zones and addresses of the target data

connection.

Src. and Dest.

* &rc. Security Zone

* Sre. Address

* Dest. Security

Jone

* Dest. Address

Item Description Remarks
Sre Select from the drop-down list.
o Security zone initiating the
Security ) [Example]
target data connection.
Zone
untrust

280



Product Cookbook

Common Operations

Item

Description

Remarks

Src.
Address

Source address that initiates

the target data connection.

Select a source address in the
To-be-selected area. The selected address
is automatically added to the Selected

area.
[Example]

Any

Dest.
Security

Zone

Destination security zone of

the target data connection.

Select from the drop-down list.
[Example]

trust

Dest.
Address

Destination address of the

target data connection.

Select a source address in the
To-be-selected area. The selected address
is automatically added to the Selected

area.
[Example]

Any

c (Optional) Select the service and application of the target data connection request.

Service

Service

App

App

d (Optional) Select the time range in which the policy is effective.
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Time Range

Time Range ® Add One-Off Time Plan

® Add Cyclic Time Plan

e Configure the action taken by the security policy. Permit or deny the target data

connection.

Action Settings

Action Option @ Permit Deny

Action Description

If the action is set to Permit, the device performs check according to

whether content security check is enabled:
Permit Content security check is not enabled: Directly permit the traffic.

Content security check is enabled: Process the traffic according to the

content check policy.

Deny Block the traffic.

f  Set whether to enable content security checks for the target data connection, which takes

effect only for IPv4 traffic.

Content Security (After being enabled, the following configurations only take effect for IPv4

traffic.)
Intrusion Prevention Enable O NotEnabled @ Add Intrusion Prevention Template
Virus Protection Enable © NotEnabled ® Add Virus Protection Template

URL Filtering Enable © Not Enabled @ Add URL Filtering

g Click Settings in the Advanced area. Configure long-lived connection attributes and click

Confirm.
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Advanced Option )

Long-Lived Connection

Long-Lived Connection &

Cancel Confirm

h Click Save.

3. Simulation Run

Application Scenario

After you create a security policy, you can conduct simulation run to discover vulnerabilities or

problems of the policy in advance to avoid risks to services in actual implementation.

Procedure

(1) On the Create Policy page, select the policy for which simulation run will be performed, and

click Start Simulation.

® Add Policy Group o Sre.SecurityZ  Src. Addres Dest. Security  Dest. Addr ) Time Rang .
B  Priority  Name Type Service App Operation
one s Zone ess e

~ Default Policy Group

All Groups ~
@ i
82 (2) Default . q test - trust any untrust any any any any
‘ Delete
@ it
2 allow_al - any any any any any any any
- Delete
3 DefaultPo - any any any any any any any
10 v /Page Total:3 Goto| 1 < - >
Start Simulation [ Execute Policy

(2) In the Set Simulation Duration dialog box, set the duration of simulation run.
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Set Simulation Duration @

Simulation Duration 1 Hour

(3) Click OK.

The system automatically performs simulation run for the selected policies.

Ruijre

View Simulation Result

(4) When simulation run is finished, click View Simulation Result on the Create Policy page.
Simulation run results are displayed based on the source IP address:

o The number of times traffic is permitted in the real policy but blocked in the simulated
policy.

o The number of times traffic is permitted in the simulated policy but blocked in the real
policy.

(5) Analyze whether the simulation results differ from actual execution results.
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Simulation Results That Differ from Actual Execution Results @

(D Due to capacity limitations, only the details about the first 100,000 simulation results are recorded.

Q Refresh | §¢

Hit Count in Actual Exec
Src. Address Actual Execution Result Simulation Result ution Hit Count in Simulation Details

The actual execution result is the same as the simulation result.

10 ~ / Page Total:0 Goto 1 < n >

(6) If the simulation results are as expected, click Apply to Real Network to make the policy

effective.

7.6.3 Configuring Security Policy (Manual)

Application Scenario

In addition to the wizard, RG-WALL 1600-Z-S series firewalls support manual configuration. You

can manually configure security policies according to service needs.
Procedure

(1) Choose Policy > Security Policy.

I Security Policy &3 Simulation Space
Policy Group = [ Delete | @ Enable  © Disable = & Refresh  More v Type | All

® Add Policy Group . Src. SecurityZ  Src. Addres  Dest. Security  Dest. Addr ) i
Priority Name Type Service App Operation
ohe 5 Zone ess
- Default Policy Group
All Groups ~
@

8 (2) Default .. 1 allow_al - trust any untrust any any any
‘ - Delete

2 Default Po.. - any any any any any any

(2) In the operation area, click Create.

The system displays a tip.
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Tip )

Are you sure you want to add it in the simulation space?

The policy execution process can be simulated before actua
execution. The simulation helps you identify vulnerabilities and issues

n policies in advance and avoid risks to services in actual execution.

Do Not Show This Again

Simulation Space Create

(3) Click Create.

The system displays the Create Security Policy page.

< Bk  Create Security Policy
Basic Info
Name
Enabled State @ Enable Disable

Policy Group © Add Group

Adjacent Policy

Description

Src. and Dest.

* Src. Security Zone

* Sre. Address

Dest. Security

Zone

Dest. Address

Service
Service
App
App

Time Range

Time Range Add Cyclic Time Plan

(4) Set parameters of security policy.

Item Description Remarks

Basic Info

Name Security policy name. Characters such as
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Item Description Remarks
~#%A&*+\/0::"/<>7? and spaces are
not allowed.
[Example]
Trust_to_untrust
Enabled Whether to enable the new security [Example]
State policy. Enable
® Select from the drop-down list.
® (lick Add Group to add a custom
Policy Policy group to which the new security .
policy group.
Group policy belongs.
[Example]
Default policy group.
Move the new security policy before
Adjacent or after the specified policy. The closer
Policy a policy is to the front, the higher its
priority is in matching.
Characters such as
T~ #% A8 +\[{);:"/ < >7? are not allowed.
Descriptio ] ) o [Example]
Security policy description.
n Perform virus detection for the HTTP
traffic from security zone 1 to security
zone 2.
Src. and Dest.
Sre ® Click the drop-down list, and
' ] Source security zone initiating the select a source security zone in
Security
5 target data. the To-be-selected area. The
one
selected zone is automatically
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Item

Description

Remarks

added to the Selected area.

® (lick Add Security Zone to add a

custom security zone.
[Example]

trust

Src.
Address

Source address that initiates the

target data connection.

Click the drop-down list, and select a
source address in the To-be-selected
area. The selected address is
automatically added to the Selected

area.
[Example]

Any

Dest.
Security

Zone

Destination security zone of the target

data connection.

® (lick the drop-down list, and
select a destination security zone
in the To-be-selected area. The
selected zone is automatically
added to the Selected area.

® (lick Add Security Zone to add a

custom security zone.
[Example]

trust

Dest.
Address

Destination address of the target data

connection.

Click the drop-down list, and select a
destination address in the
To-be-selected area. The selected
address is automatically added to the

Selected area.
[Example]

Any
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Item Description Remarks
_ Service type of the target data [Example]
Service )
connection request. Any
A Application type of the target data [Example]
PP connection request. Any
Time segment in which the security ] .
o _ ) ® To add a one-off time plan, click
policy is valid. You can associate the .
_ ) _ Add One-Off Time Plan.
policy with a one-off time plan. That
Time is, the policy takes effect only once. ® To add a cyclic time plan, click
Range You can also associate the policy with Add Cyclic Time Plan.
a cyclic time plan. That is, the policy [Example]
periodically takes effect in the
P Any
specified time segment.
Action taken by the security policy to
Action Y y policy [Example]
) permit or deny the target data
Option . Permit
connection.
Whether intrusion prevention and The configuration of content security
virus detection are enabled for the takes effect on only IPv4 traffic.
target data connection.
Content [Example]
Security If you want to enable content security ® Intrusion Prevention: Enable
check, you must specify the intrusion
. , . ® Virus Protection: Enable
prevention and virus protection
templates, and configure the actions. ® URL Filtering: Not Enabled
Advanced settings of the security
policy, including: Click Settings, and set parameters on
Long-Lived Connection: applies to the displayed Advanced Option page.
Advanced . .
the special servers that require [Example]
long-lived connections. After this . .
o Select Long-Lived Connection.
function is enabled, the server's
connection request is not restricted by
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Item

Description

Remarks

the connection timeout setting of the
firewall. The connection duration

needs to be set.

(5) Click Save.

Follow-up Procedure

e When the security policy, virus protection policy, or intrusion prevention policy is hit, a security

log is recorded. You can choose Monitor > Log Monitoring > Security Log to view the log

information.

e When user traffic hits the security policy, click View Details in the hit session to view the

session information.

Src. Addres  Dest. Security  Dest. Addr Time Rang
Priority Name Service App

s Zone ess

- Default Policy Group

1 allow all any any any any any

2 Default Po. any any any any any

7.6.4 Adjusting Policy Order

Application Scenario

e

any

any

Content Sec

Action o
urity

Hit Count

2600 Clear

3164 Clear

Hit Session Operation

@ cdit

Delete

View Details..

View Details..

When you configure multiple security policies, the list of security policies is arranged in the order

of configuration by default. The security policies that are configured earlier have higher priorities.

Security policy matching is performed in the order of the policy list, that is, starting from the top

of the policy list. If the traffic matches a security policy, the next policy will not be matched.

You can adjust the order of security policies to meet service requirements.

& Note

® There is a default security policy in the system that has the lowest priority. It blocks all data

connections.

® When a data connection fails to hit a configured policy and hit the default policy, the data

connection is blocked.
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Procedure
(1) Choose Policy > Security Policy.

(2) Select the policy of which the priority needs to be adjusted.

@Policy @ System

I Security Policy

Policy Group = @ Create | T Delete || @ Enable | | © Disable | & Refresh Type | All
® Add Policy Group o i Dest.Security ~Dest. Addr § Time Ri §
B  Prioity  Name Type Service App Operation
Import Zone ess e
Clear Hit Record
~ Default Policy Group
All Groups . Basic Protocol Packet Filtering
Custom Field Edit
& (3 Detaut 1 alowal i ) any any any any ay @
Delete
Edit
2 test - trust any untrust any any any any «©

Delete

Default Po. - any any any any any any any

(3) Click More and select Move. Select the required operation from the shortcut menu to move

the selected policy.

Move ;

Top
Mowve Up One Row
Mowve Down One Row

Mowve to Specific Location

7.6.5 Optimizing Policy

Application Scenario

Affected by factors such as service accumulation and change of O&M personnel, the
configuration complexity of security policies becomes increasingly high during the routine
security policy O&M process. The policy optimization function of Z-S series firewalls can
intelligently compare and analyze the filter conditions of the current security policies to identify
redundant policies, which is convenient for O&M personnel to streamline and optimize policies,
thus reducing O&M costs.

Procedure

(1) Choose Policy > Security Policy > Policy Optimization.
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1 Policy Optimization

<

Common Operations

Issue Policies | Ignored Policies
@ lgnoce O Refresh
Issue Level Issue Type iR Operation
(2) Click Analyze Policy to analyze the security policy.
1 Policy Optimization
Issue Policies | Ignored Policies
[3 Ignore | T Refresh
Issue Level Issue Type ] ., ik Operation
After analysis is completed, the system displays the issue policy list.
Issue Policies | Ignored Policies
[2 Ignore | | & Refresh
Issue Level Issue Type ik Operation
~ allow all Ignare Handle
Major Issue =R EEEAHEAMRRIEAEREGRaRE, Rdx
U Note

After analyzing security policies using the policy optimization function, the system classifies the

issues into three levels: major, minor, and to-be-optimized.
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(3) Click Handle in the Operation column of the corresponding policy to view details about the
policy.

< Back Handle Issue Policy

Policy Name:allow _all

Q0
Policy Issues :

Question Description

E Description [ Impact & Solution

EERRE TR REREEE, TR BT RN TR AT NS ERE SBRRSERIRIENT PRABLEEE A FRAIE RSN B SS A9
Issue No./Total:1/1

Optimize Policy
Color description: To-be-optimized Optimization suggestion:(RFRIPLEE AR ERAIEAIRE T RS HHED

Src. Security Z  Src. Addres  Dest. Security  Dest. Addr
Priority Name Source First Creation Time Service App Operation
one H Zone ess

2 allow_all manual 2023-03-13 10:55:06 any any any any any any () Edit Delete

The details about a specific issue and possible impact are displayed, and the solution is provided

to O&M personnel as a reference.

7.6.6 Policy Lifecycle Management

Application Scenario

Affected by factors such as service accumulation and change of O&M personnel, the security
policies need to be repeatedly modified to meet new service requirements or solve existing
problems. When encountering problems, O&M personnel often need to trace and analyze the
changed policies and detailed change items. The policy lifecycle management function provided
by Z-S series firewalls records the entire process of creating, modifying, and deleting each security

policy, and records the operators and IP addresses of the operations in detail.

Procedure

(1) Choose Policy > Security Policy > Policy Life Cycle.
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RUIiE | Z series Firewa & Policy

I Policy Life Cycle

[% Bxport | & Refresh 0 Search Criteria

Change Time Change Strategy Change Type Account User 1P Operation
2023-03-13 11:4354 allow sl Create admin 722522250
2023-03-13 11:36:32 test Create admin 172203638
2023-03-10 12:31:20 allow _all Move admin 72.26.36.232
2023-03-10 12:30:54 123 Move admin 172.26.36.232
2023-03-10 12:28:27 m Delete admin 172.26.36.232
3-10 122527 m Create admin
1408559 123 Edit admin 172203
16:22555 123 Edit
2023-03-08 16:22:23 123 Edit
2023-03-08 10:15:29 123 Move
/ Page Totak19 Goto < : D

(2) Select the security policy you want to view. Click View Details in the Operation column.

< Back Change Details

Operation Info

Policy Name: 123 Change Time: 2023-03-09 14:08:59 Account/IP: admin/172.20.36.27
Change Details

Check Changed Items Only

Policy Before the Change After the Change
Name 123 123
Policy Group def-group def-group
Priority 1 1
Description any any
Src. Security Zone any any
Src. Address any any
Dest. Security Zone any any
Dest. Address any any
Service any any
App any any
Time Range any any
Action Permit Permit
Intrusion Prevention 1234-block 1234-alert

Virus Protection

On the Details page, you can view the details of a single change, solving the pain point of tracing

security policy changes during O&M and reducing O&M costs.

7.6.7 Simulation Run

Application Scenario
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Affected by factors such as service accumulation and change of O&M personnel, the
configuration complexity of security policies becomes increasingly high during the routine
security policy O&M process. In the middle and late stages of O&M, if the security policy is

modified improperly, the risk of service interruption will increase with the complexity of the policy.

Z-S series firewalls provide a virtual space of policy simulation run for O&M personnel to verify
and test policy modifications. This space does not affect the services in the real network
environment. That is, the security policies in the simulation space will not permit or block real

service traffic.

This function solves the problems such as service interruption caused by improper configuration
in O&M, and provides O&M personnel with a test and verification environment, thus reducing
O&M difficulty and risk, and lowering O&M costs.

Procedure
(1) Choose Policy > Security Policy > Security Policy.

(2) Click Simulation Space in the upper right corner of the operation area.

RUe | Z seres Firews & Policy

ey

Policy Group = © Croate] | @ Daete | [ @ nabie o

Src.SecurityZ  Src. Addres Dest. Security  Dest. Addr Time Rang
Service App Actic  Operation

Priori N; T
oy i e one s Zone ess .

(3) Select the policy for which simulation run will be performed, and click Start Simulation.

Ruijie | Z series Firewall & Policy

ace is independent of the re:

imulation in this spac

>rk. You can configure policies and co

You can apply policies to k after the policies pass simul ication to avoid risks

Start Simulation Re
= e - pe A
A i - Src.SecurityZ  Src.Addres  Dest Security  Dest Addr " Time ot
riority ame ype 2 L A g ervice PP 3 peration
Default Policy Group
1 a : any any any o @D ot

2 t any any any any any any an
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(4) In the Set Simulation Duration dialog box, set the duration of simulation run.

Set Simulation Duration ®

Simulation Duration 1 Hour

(5) Click Start Simulation.

The system automatically performs simulation run for the selected policies.

& Policy

uses real traffic but policies do not take effect on the real ne

(6) When simulation run is finished, click View Simulation Result.
Simulation run results are displayed based on the source IP address:

o The number of times traffic is permitted in the real policy but blocked in the simulated
policy.

o The number of times traffic is permitted in the simulated policy but blocked in the real
policy.

(7) Analyze whether the simulation results differ from actual execution results.
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Simulation Results That Differ from Actual Execution Results Q

(@ Due to capacity limitations, only the details about the first 100,000 simulation results are recorded.

O Refresh

Hit Count in Actual Exec
Src. Address Actual Execution Result Simulation Result ution Hit Count in Simulation Details

No data

(8) If the simulation results are expected, click Apply to Real Network to make the policy

effective.
Follow-up Procedure

® O&M personnel can copy a currently effective security policy to the simulation space and
modify the policy as required. For example, the O&M personnel can add, modify, and delete

the policies according to service requirements.

® When the O&M personnel verify that there are no problems with the security policies in the
simulation space, they can export the security policies to make them effective and replace the

current security policies.

7.6.8 Importing Security Policies in a Batch

Application Scenario

Z-S series firewalls support fast generation of security policies based on imported configuration

files.
The configuration files can be obtained in the following two ways:

® The device provides the configuration file template. You can download the configuration file

template, and modify it according to actual service situations.

e To import the configurations from another device to a Z-S series firewall, you can configure

the policy migration tool to obtain the corresponding configuration file.

A\ Caution

The security policies containing IPv6 addresses cannot be imported in a batch.
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ﬂ Note

For the usage of the policy migration tool, contact technical support engineers.

Procedure
(1) Choose Policy > Security Policy.

(2) Click More in the operation area and select Import from the drop-down list.

@® Create T Delete | @ Enable | (& Disable | & Refresh || More v

Move

Priority Name Type

Import

Clear Hit Record
Basic Protocol Packet Filtering

Custom Field

(3) The system displays a tip.

Tip ®

(i) The format of the configuration file to be imported must be config-conversion-
yyyyMMddHHmMmMssSSS.csv.
For example, config-conversion-20220228145158060.csv.
The total number of configuration entries must be less than 1000, and the maximum import
duration is about 2 min. For details about the content format, see the sample file.

Download CSV Sample File

&>

Drag the file here, or click Select to select a file.

If imparted configurations conflict with existing configurations,

© Display Conflicting Data Skip

Cancel
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(4) Click Download CSV Sample File to download the configuration file template and fill in the

configuration information.

& Note

After modifying the configuration file, check whether the naming of the configuration file meets
the system requirements. The naming format of the configuration file is:
config-conversion-{yyyyMMddHHmMmMssSSS}.csv.

(5) Drag the configuration file to the upload area or click Select to upload the configuration file

to the device.
(6) Configure the method used when data conflicts.

When the imported data conflicts with the existing data, the following processing methods

can be used:

o conflict data is displayed: The system displays the conflicting configuration items and

the conflict reason for you to modify the configuration file.
o Skip: The system ignores conflicting configuration items and no processing is required.

(7) Click OK.

The system automatically writes the configuration file information to the device for the

configuration to take effect.

7.6.9 Enabling Basic Protocol Packet Control

Application Scenario
You can enable or disable the basic protocol packet control function of security policies.

By default, the firewall does not perform security control on the network basic protocol packets
(such as DHCP packets and auto-discovery protocol packets). It directly forwards these packets if
no additional configurations are performed so that the device can quickly access the network. If
you want to control forwarding behavior of basic protocol packets by configuring a security policy,

you can enable the basic protocol packet control function to control these packets.
Procedure
(1) Choose Policy > Security Policy > Security Policy.

(2) Click More and select Basic Protocol Packet Filtering from the drop-down list.

299



Product Cookbook

I Security Policy

Policy Group = @ Create | [ Delete @ Enable @ Disable = G Refresh

@ Add Policy Group Move
Priority Name Type
Impert

Clear Hit Record

All Groups ~
Custom Field

i Dest. Security Dest. Addr

Common Operations

3 Simulation Space

Time |
App d Operation

(3) On the Basic Protocol Packet Control page, enable Basic Protocol Packet Control.

Basic Protocol Packet Control

(i) When this function is enabled, forwarding of packets

using DHCP or an auto-discovery protocol is
controlled by security policies.

Basic Protocol Packet (}

Control

(4) Click OK.
7.7 DHCP Management

7.7.1 Overview

Dynamic Host Configuration Protocol (DHCP) is a network management protocol applied on the

LAN. It works using UDP and is widely used to dynamically allocate network resources that can

be reused, such as IP addresses. For small networks, DHCP makes subsequent network device

adding easy and fast.

DHCP provides the following benefits:

e Reduced client configuration and maintenance costs

DHCP is easy to configure and deploy. For non-technical users, DHCP can minimize

configuration-related operations on the client and reduce remote deployment and

maintenance costs.
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e Centralized management

The DHCP server can be used to manage the configuration information about multiple
network segments. When the configurations of a network segment change, the administrator

only needs to update related configurations on the DHCP server.

The Z-S series firewall can be configured as a DHCP server to allocate IP addresses to intranet

users.

7.7.2 Configuring a DHCP Server

1. Application Scenario

The system enables the DHCP server function by default. The firewall can be configured as a

DHCP server to allocate IP addresses to intranet users.

2. Configuring a DHCPv4 Server

(1) Choose Network > DHCP > DHCP Server.
(2) Configure the DHCP server information.
a Click Create.

The Create DHCP Service page is displayed. Set IPv4.
{ Back Create DHCP Service

Protocol Type @ Ipvd Ipv6
Basic Info
* Interface

* (D IP Assignment Range

*Subnet
* Default Gateway
* Primary DNS Server Use System DNS Settings

Secondary DNS Server

=7 Advanced
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* Lease Time 0 Day 1 Hour 0 Minute
Primary WINS Server
Secondary WINS Server

(D Reserved IP

Address/Range p

(D Binding Host MAC

Save

b  Set parameters of the DHCP server.

Item Description Remarks

Interface where the
DHCPv4 service is

configured.
[Example]

Interface After the DHCPV4 service

) _ Ge0O/1
is enabled, the interface

can allocate IPv4

addresses.
® Enter an [P address range per line.
P Acci . Range of IP addresses ® Connect the start IP address and end
ssignmen .
'9 allocated by the DHCP IP address with a hyphen (-).
Range
server. [Example]

192.168.1.1-192.168.1.10

Enter the subnet address/ mask bits.

Subnet where the IP
Subnet [Example]
addresses are located.

192.168.1.0/24

Default Gateway Default gateway that [Example]

provides network access | 55 555 55
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Item Description Remarks

service to the terminals,

which obtain IP

addresses.
Primary DNS Preferred DNS server Click Use System DNS Settings. Then the
Server used by the DHCP service. | system automatically fills in the system

DNS server. You can also configure a

public DNS server.

[Example]
192.168.10.1
Secondary DNS Alternative DNS server [Example]
Server used by the DHCP service. 192.168.30.1
Advanced
Lease Time Address lease period. In

general, terminal devices
automatically renews the
lease in connected state
to keep the IP address
unchanged. If the lease is
not renewed due to
disconnection or network
instability, the IP
addresses are reclaimed
after the lease expires.
When the terminal
devices recover
connectivity, they will
request the addresses

again.

® The lease period ranges from 3

minutes to 365 days.
® The default lease period is 1 hour.
[Example]

1 hour

Reserved IP
Address/Range

Reserved IP addresses in
the IP Assignment
Range.

[Example]

192.168.1.2
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Item Description Remarks

Binding Host MAC | Static bindings between
the pre-assigned IP
addresses specified by IP

Assignment Range and The value is in the format of IP
the MAC addresses of the | 3ddress/MAC address, where the IP

clients. address should be a pre-assigned address

When receiving a request | in the IP Assignment Range.

for an IP address from a Enter one binding entry per line.

client with a matching

MAC address, the DHCP
server allocates the 192.168.10.1/d8:9e:f3:3f:d5:64

[Example]

pre-assigned IP address
that is bound to the MAC

address only to this client.

¢ Click Save.
3. Configuring a DHCPv6 Server
(3) Choose Network > DHCP > DHCP Server.
(4) Configure the DHCP server information.

a Click Create.

The Create DHCP Service page is displayed. Set IPv6.
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< Back Create DHCP Service

# Primary DNS Server |

Protocol Type Ipvd @ lpve

Basic Info

* (O Interface |

Select an interface.

Enter the DNS server address.

Secondary DNS Server

* Lease Time 0 Day 8 Hour a

Address Pool

@ Create | T Delete

Common Operations

Minute

Type Prefix Available Prefix Length Operation

No Data

Save

b  Set parameters of the DHCP server.

Item Description Remarks
Interface where the DHCPvV6 server is configured.
[Example]
Interface After the DHCPv6 function is enabled, the Ge0/a
e
interface can allocate IPv6 addresses.
Primary DNS . [Example]
Preferred DNS server used by the DHCP service.
Server 2001::1
Secondary _ . [Example]
Alternative DNS server used by the DHCP service.
DNS Server 2001::2
Address lease period. In general, terminal devices
. . [Example]
. automatically renews the lease in connected state
Lease Time
to keep the IP address unchanged. If the lease is 1 hour
not renewed due to disconnection or network
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Item Description Remarks

instability, the IP addresses are reclaimed after the
lease expires. When the terminal devices recover

connectivity, they will request the addresses again.

¢ Inthe Address Pool area, click Create.

Address Pool

@ Create | T Delete

Type Prefix Available Prefix Length Operation

No Data

Save

d Select the address type and enter an available address prefix and length, and click OK.

Create Address Pool ()

* Type Network Address 9 Prefix

# Prefix

Available Prefix Length

e Click Save.
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4. Follow-up Procedure

If only one row is left in the DHCP service list, and you want to delete the address pool, you
need to disable the DHCP server first.

7.7.3 Address Management List

Application Scenario

You can view the IP addresses allocated by the DHCP server on the Address Management List
page.

Procedure

(5) Choose Network > DHCP > Address Management List.

(6) Click IPv4 or IPv6 in the upper-right corner to view assigned IPv4 or IPv6 addresses.

I Address Management List

@ Bind IP/MAC @ Unbind  Q Refresh 1Pv4 Pv6

Assigned IP MAC Lease Time Assignment Mode Operation

(7) Process the IP addresses.

® Select addresses and click Bind IP/MAC or Bind in the Operation column to fixedly allocate
IP addresses to the hosts with the corresponding MAC addresses.

® Select addresses and click Unbind to cancel the binding relationship between IP addresses
and MAC addresses.

7.8 Blocklist and Allowlist

7.8.1 Overview
Z-S series firewalls support blocklist and allowlist to block or forward packets based on IP
addresses.
e Allowlist

After the specified IP address is added to the allowlist, the firewall directly forwards the
packets sent to or from the address, without performing security check, thus implementing

high-speed packet forwarding.

307



Product Cookbook Common Operations

For example, if you do not want to enforce security policies or anti-DoS/DDoS policies on
some IP addresses (such as the administrator's address) on the network, you can add the IP

addresses to the allowlist.
e Blocklist

After an IP address is added to the blocklist, the packets sent to or from the address will be
discarded by the device.

For example, if you want to prevent traffic of some IP addresses (such as attackers' addresses)

on the network from passing the device, add the IP addresses to the blocklist.

A\ Caution

The IP addresses in blocklist cannot be used to log in to the firewall.

e Temporary blocklist

The temporary blocklist has the same function as the blocklist, but the temporary blocklist is
valid for only a period of time. When the validity period expires, the blocklist becomes invalid
and is automatically deleted. When traffic hits a brute-force IPS policy, a temporary blocklist is
automatically generated. The block period is the block period of the rules of brute-force IPS

policy. You can also manually configure a temporary blocklist.

7.8.2 Precautions

RG-WALL 1600-Z-S series firewalls configure the blocklist and allowlist for source and destination
separately. If a blocklist or allowlist needs to take effect on both the incoming and outgoing
packets of an IP address, you need to add the IP address to the blocklist or allowlist of both the

source and destination.

MGMT: 192.168.1.101 MGMT: 192.168.1.200 MGMT: 192.168.1.102
Trusted Untrusted
g Ge0/2 ..ﬁ_. Ge0/1 ﬁ
10.1.1.254/24 =& 20.1.1,254/24
VPC 1:10.1.1.1/24 Firewall VPC 2:10.2.2.2/24

As shown in the above figure, the source address range in the security policy includes an allowlist
and the security policy action is deny. If the source IP address 10.1.1.1 is in the allowlist and needs

to access 10.2.2.2, consider the following two situations:

e When NAT is not configured, add destination IP address 10.2.2.2 to the blocklist and allowlist

of both source and destination.
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e When NAT is configured, the IP addresses will be translated. If you only add the original IP
address to blocklist or allowlist, the bidirectional traffic of the IP address cannot be blocked or
allowed after address translation. You also need to add the translated public address to the
blocklist or allowlist. For example, when source NAT is configured, to allow all traffic of IP
address 10.2.2.2 (20.1.1.254 after NAT), you need to add 10.2.2.2 to the source allowlist to
allow incoming packets and add 20.1.1.254 to the destination allowlist to allow outgoing

packets. (Note: This restriction will be eliminated in later versions.)

7.8.3 Creating an IPv4 Allowlist

Application Scenario
Configure an IPv4 allowlist on the web UL
Procedure
(1) Access the Add Allowlist page.
a Choose Policy > Blocklist and Allowlist > IPv4 Allowlist.

b  Above the operation area, click Create.

1Pv4 Allowlist IPv6 Allowlist IPv4 Blocklist IPv6 Blocklist Temporary IPv4 Blocklist Temporary IPv6 Blocklist

T Delete & Refresh @ Enable | © Disable | [% Import | | [% Export
Allowlist Allowlist Type Description Operation

(2) Set parameters for the allowlist policy and click Save.

{ Back Add Allowlist

IP Type [Pvd
Allowlist Type @ Src. Address Dest. Address
“ (0 IP Address/Range

Description
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Item Description Remarks
Type of the allowlist:
® Src. Address: Permit
packets sent from this [Example]
Allowlist Type address.
Src. Address
® Dest. Address: Permit
packets sent to this
address.
The following two formats are
supported:
IP , '
Allowlist IP address/range. @ Single IP address: 192.168.1.1
Address/Range

@ IP address range:
192.168.1.1-192.168.1.10

(3) Toggle on the switch in the Operation column to enable the allowlist.

IPv4 Allowlist IPv6 Allowlist

@ Create T Delete | Q Refresh

Allowlist

172.26.1.19

IPv4 Blocklist IPv6 Blocklist Temporary |Pv4 Blocklist Temporary IPv6 Blocklist

@ Enable | © Disable  [% Import | | [%) Export

Allowlist Type

Src. Address

Follow-up Procedure

Description Operation

D Edit [i Delete

To delete multiple allowlist policies in a batch, select the policies that you want to delete and

click Delete.

To enable multiple allowlist policies in a batch, select the policies that you want to enable and

click Enable.

To disable multiple allowlist policies in a batch, select the policies that you want to disable and

click Disable.

To export all allowlist configurations, click Export.

Click Import to download the import template and upload the configured file, or directly

select the CSV file to be uploaded. Then, click Confirm to start the import task.
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® Enter the allowlist IP address, full or part of the allowlist description in the search box to

search for the policies. Fuzzy search is supported.

7.8.4 Creating an IPv6 Allowlist

Application Scenario

Configure an IPv6 allowlist on the web UL
Procedure

(1) Access the Add Allowlist page.

a Choose Policy > Blocklist and Allowlist > IPv6 Allowlist.

b  Above the operation area, click Create.

- ) o Network Discover Network Mgmt  Quick Onboarding
1Pv4 Allowlist 1Pv6 Allowlist IPv4 Blocklist IPv6 Blocklist Temporary IPv4 Blocklist Temporary IPv6 Blocklist
T Delete & Refresh @ Enable | © Disable  [% Import  [% Export

Allowlist Allowlist Type Description Operation

(2) Set parameters for the allowlist policy and click Save.

< Back Add Allowlist
IP Type IPvG
Allowlist Type @ Src. Address Dest. Address
* (O IP Address/Range

Description

Item Description Remarks

Type of the allowlist:

. : [Example]
Allowlist Type ® Src. Address: Permit

packets sent from Src. Address
this address.
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Item Description Remarks
® Dest. Address:
Permit packets sent
to this address.
The following two formats are
supported:
IP Address/Range Allowlist IP ® Single IP address: 1234::100
address/range.
® [P address range:
1234::100-2345::100

(3) Toggle on the switch in the Operation column to enable the allowlist.

IPv4 Allowlist IPv6 Allowlist

@ Create | [l] Delete & Refresh

@ Enable | | @ Disable  [# Import | | [# Export

Allowlist Allowlist Type

2000:1 Src. Address

Follow-up Procedure

IPv4 Blocklist IPv6 Blocklist Temporary IPv4 Blocklist Temporary IPv6 Blocklist

Description Operation

DE[H? [ Delete

e To delete multiple allowlist policies in a batch, select the policies that you want to delete and

click Delete.

e To enable multiple allowlist policies in a batch, select the policies that you want to enable and

click Enable.

e To disable multiple allowlist policies in a batch, select the policies that you want to disable and

click Disable.

e To export all allowlist configurations, click Export.

e C(lick Import to download the import template and upload the configured file, or directly

select the CSV file to be uploaded. Then, click Confirm to start the import task.

® Enter the allowlist IP address, full or part of the allowlist description in the search box to

search for the policies. Fuzzy search is supported.

7.8.5 Creating an IPv4 Blocklist

Application Scenario
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Configure an IPv4 blocklist on the web UL
Procedure
(1) Access the Add Blocklist page.
a Choose Policy > Blocklist and Allowlist > IPv4 Blocklist.

b In the operation area, click Create.

RuUjie | Z series Firewal

IPv6 Blocklist Temporary IPv6 Blocklist

1Pv4 Blocklist

IPv4 Allowlist IPv6 Allowlist Temporary IPv4 Blocklist

Wookete | © Refresh | @ Enable || © Disable (4 import | [ Export

Blocklist Blocklist Type Description Operation

(2) Set parameters for the blocklist policy and click Save.

{ Back Add Blocklist
IP Type 1Pv4
Blocklist Type @ Src. Address Dest. Address
* (0 IP Address/Range

Description

Item Description Remarks

Type of the blocklist:

® Src. Address: Block packets
[Example]

Blocklist Type sent from this address.
Src. Address

® Dest. Address: Block packets

sent to this address.

The following two formats are

IP Address/Range Blocklist IP address/range.
supported:
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Item Description Remarks

® Single IP address:
192.168.1.1

® IP address range:
192.168.1.1-192.168.1.10

(3) Toggle on the switch in the Operation column to enable the blocklist.

IPv4 Allowlist IPvE Allowlist 1Pv4 Blocklist IPv6 Blocklist Temporary IPv4 Blocklist Temporary |Pv6 Blocklist

@ Create T Delete & Refresh @ Enable @ Disable  [% Import  [?) Export

Blocklist Blocklist Type Description Operation

1.1.11 Sre. Address - Bdit Delete

Follow-up Procedure

e To delete multiple blocklist policies in a batch, select the policies that you want to delete and

click Delete.

e To enable multiple blocklist policies in a batch, select the policies that you want to enable and

click Enable.

e To disable multiple blocklist policies in a batch, select the policies that you want to disable and
click Disable.

e To export all blocklist configurations, click Export.

e C(lick Import to download the import template and upload the configured file, or directly

select the CSV file to be uploaded. Then, click Confirm to start the import task.

e Enter the blocklist IP address, full or part of the blocklist description in the search box to

search for the policies. Fuzzy search is supported.

7.8.6 Creating an IPv6 Blocklist

Application Scenario
Configure an IPv6 blocklist on the web UL
Procedure

(1) Access the Add Blocklist page.
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a Choose Policy > Blocklist and Allowlist > IPv6 Blocklist.

b Above the operation area, click Create.

Ruifie | Zs irewal lome onito! Network o Object ~ B@Policy (& System

1Pv4 Allowlist IPv6 Blocklist

[ Delete | O Refresh | @ Enable | © Disable | [ Import | | [% Export

Blocklist Blocklist Type Description Operation

IPv6 Allowlist 1Pv4 Blocklist Temporary IPv4 Blocklist Temporary IPv6 Blocklist

(2) Set parameters for the blocklist policy and click Save.

< pack Add Blocklist

IP Type IPvb
Blocklist Type @ Src. Address Dest. Address
* (U IP Address/Range

Description

Item Description Remarks

Type of the blocklist:

® Src. Address: Block

packets sent from

[Example]
Blocklist Type this address.
Src. Address

® Dest. Address: Block
packets sent to this

address.

The following two formats are supported:
IP Address/Range | Blocklist IP address/range. | ®  Single IP address: 1234::100

@ IP address range: 1234::100-2345::100
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(3) Toggle on the switch in the Operation column to enable the blocklist.

1Pv4 Allowlist IPv6 Allowlist IPv4 Blocklist IPv6 Blocklist Temporary IPv4 Blocklist Temporary IPv6 Blocklist

@ Create T Delete | Q& Refresh | & Enable @ Disable  [4 Import  [? Export

Blocklist Blocklist Type Description Operation

2003:1 Src. Address - Edit Delete

Follow-up Procedure

To delete multiple blocklist policies in a batch, select the policies that you want to delete and

click Delete.

To enable multiple blocklist policies in a batch, select the policies that you want to enable and

click Enable.

To disable multiple blocklist policies in a batch, select the policies that you want to disable and
click Disable.

To export all blocklist configurations, click Export.

Click Import to download the import template and upload the configured file, or directly

select the CSV file to be uploaded. Then, click Confirm to start the import task.

Enter the blocklist IP address, full or part of the blocklist description in the search box to

search for the policies. Fuzzy search is supported.

7.8.7 Creating a Temporary IPv4 Blocklist

Application Scenario

Configure a temporary IPv4 blocklist on the web UL

Procedure

(1) Access the Add Temporary Blocklist page.

a Choose Policy > Blocklist and Allowlist > Temporary IPv4 Blocklist.

b  Above the operation area, click Create.

TRUIIE | £ Series Firews ko & Policy

1Pv4 Allowlist 1Pv6 Allowlist 1Pv4 Blocklist 1Pv6 Blocklist Temporary IPv4 Blocklist Temparary IPv6 Blocklist
B Delete & Refresh QO Set Blocking Duration
Blocking Dur  Remaining Blocking D

No. P Type Adding Time Source Description Operation
be- =) ation uration P v
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(2) Set parameters for the blocklist policy and click Save.

< Back Add Temporary Blocklist

Blocklist Type @ Src. Address

IP Type IPv4

(1 IP Address/Range

Dest. Address

Common Operations

Blocking Duration 5 Minute (Range: 3 min to 15 days)
Description
4
Item Description Remarks

Blocklist Type

Type of the temporary blocklist:

® Src. Address: Block packets

sent from this address.

® Dest. Address: Block
packets sent to this

address.

[Example]

Src. Address

IP Address/Range

Temporary blocklist IP

address/range.

The following two formats are

supported:
® Single IP address: 192.168.1.1

® [P address range:
192.168.1.1-192.168.1.10

Blocking Duration

Validity period of the temporary
blocklist. When the validity
period expires, the blocklist
becomes invalid and is

automatically deleted.

[Example]

5 minutes

Description

Description of the temporary

Characters such as

T~ H#R AT +\|{);"/<>? are not
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Item Description Remarks

blocklist. allowed.

(3) After the configuration is completed, click Save.
Follow-up Procedure

e To delete multiple temporary blocklist policies in a batch, select the policies that you want to

delete and click Delete.

e To configure the validity period of multiple temporary blocklist policies, select the policies and

click Set Blocking Duration.

7.8.8 Creating a Temporary IPv6 Blocklist

Application Scenario

Configure a temporary IPv6 blocklist on the web UL
Procedure

(1) Access the Add Temporary Blocklist page.

a Choose Policy > Blocklist and Allowlist > Temporary IPv6 Blocklist.

b  Above the operation area, click Create.

1Pv4 Allowlist

IPvE Allowlist IPv4 Blocklist IPv6 Blocklist Temporary IPv4 Blocklist Temporary IPv6 Blocklist

O Refresh | | & Set Blocking Duration

Blocking Dur  Remaining Blocking D

No. IP T Adding Ti
o ype g Time ation uration

(2) Set parameters for the blocklist policy and click Save.
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< Back Add Temporary Blocklist

IP Type IPv6
Blocklist Type @ Src. Address Dest. Address

* (1 IP Address/Range

Blocking Duration 5 Minute (Range: 3 min to 15 days)
Description
W
Item Description Remarks

Type of the temporary
blocklist:

® Src. Address: Block

_ packets sent from this [Example]
Blocklist Type

address. Src. Address
® Dest. Address: Block

packets sent to this

address.

The following two formats are supported:

IP
Temporary blocklist IP )

Address/Rang @ Single IP address: 1234::100
address/range.

€ ® [P address range: 1234::100-2345::100
Validity period of the
temporary blocklist. When

Blocking porary [Example]

Durati the validity period expires,

uration i
the blocklist becomes invalid > minutes
and is automatically deleted.
o Description of the temporary | Characters such as "~1#%"8*+\|{};:""/<>?
Description

blocklist. are not allowed.

(3) After the configuration is completed, click Save.
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Follow-up Procedure

e To delete multiple temporary blocklist policies in a batch, select the policies that you want to

delete and click Delete.

e To configure the validity period of multiple temporary blocklist policies, select the policies and

click Set Blocking Duration.

7.9 Security Rule Base Management

Application Scenario

The security rule base stores information about the features of the threats that can be detected
from traffic. When traffic passes through the device, intrusion prevention matches the traffic
against features in the security rule base. If matched, the device processes it according to user

configuration.
Procedure

(1) Choose Object > Security Rule Base.

Rujjie | z @ Home  © Monitol ® Network ~ & Object [ Policy

3] I Security Rule Base

@ Enable | © Disable  ® Add Search Criteria

Rule ID Defense Name Threat Type Threat Subtype Severity Action Operation
4259841 D-LINK DIR-615 cross-station req... - - Medium Alarm
4259842 Western Digital mycloud NAS CS.. - - o High Block
4259843 Wiki Cross Site Request Forgery A... - - ® High Block View Details
4259844 Easy hosting control panel Cross ... - - Medium Alarm
© Security Rule Base 4325377 ImageMagick server request for f... - - Medium Alarm
4325378 WeordPress Print My Blog Plug-in ... - - ® High Block
4325379 Weblogic SSRF vulnerability (cve-... - - Medium Alarm
4325380 Weblogic SSRF vulnerability (cve-... - - Medium Alarm
4325381 Avtech DVR device server side Re... - - Medium Alarm
4325382 VMware vrealize SSRF vulnerabilit... - - Medium Alarm

(2) Enable or disable a security rule.

® After arule is enabled, the device detects the threats defined by the rule for the traffic passing

the device.

e After arule is disabled, the device does not detect the threats defined by the rule for the

traffic passing the device.
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7.10 Connecting to Ruijie Cloud

7.10.1 Overview

Ruijie Cloud is a remote management platform that manages all links and devices (such as
gateway, switch, AP, and firewall) in SMB scenarios. The administrator can add devices to the Ruijie

Cloud, and then manage the devices anytime, anywhere.

& Note

You can bind a device to the Ruijie Cloud platform when the device is quickly online. If it is not

bound, follow the steps described in this section to bind it.

7.10.2 Connecting to Ruijie Cloud

1. Enabling Ruijie Cloud

Application Scenario

Based on the Ruijie Cloud platform, you can view the basic information of devices (including
software version, hardware version, MAC address, and product model), upgrade the devices, view
the interface information of the devices, open reverse tunnels, and remotely control the devices

through the devices' EWEB function.
Procedure
(1) Choose System > Cloud Management Platform > Ruijie Cloud.

(2) Enable Ruijie Cloud-based Management (enabled by default). Then you can manage the

firewall on Ruijie Cloud.
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Ruijfie | ewal & System

Ruijie Cloud

Enable Ruijie Cloud-based Management

(@ Ruilie Cloud-based management has been enabled. You can register an account on the cloud for remote management. If you do not need this service, you
can disable it

Ruijie Cloud-

based

Managemen

Bind Device

(D Use an account to manage gateways. Ruijle Cloud link: http://cloud.ruijie.com.cn/
Note:You must set DNS before connecting the device 1o Ruijie Cloud. Check whether a cormectDNS serveris set. Otherwise, the configuration cannot take
effect.
EI Z gmﬁ
miﬁﬁﬁﬁ
Bind the device by

canning the QR
code on WeChat.

2. Binding Devices

Application Scenario

Before managing the firewall using Ruijie Cloud, you need to bind the firewall. After the firewall is

bound, you can view device information and maintain the firewall on Ruijie Cloud.
Procedure

(1) Log in to the web management page of the firewall.

(2) Choose System > Cloud Management Platform > Ruijie Cloud.

(3) In the Bind Device area, click the URL address of Ruijie Cloud and register a Ruijie Cloud

account.

(4) After registering the Ruijie Cloud account, you can log in to view basic device information.
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Figure 7-5 Registering an Account

Ruijie Cloud Service

Follow-up Procedure

Common Operations

Ruiie ¢

Powered by macc
Email Address (Account)

Password

Login

Forgot password?

P> GoogiePiay | @ AppStore | ¥ Appcailery

After the firewall is bound, the web page prompts you that the firewall has been bound to the

related account.

() EANSHTEENRE, aMibhtEEss: http//coud.ruijie.com.cn/
TR EEEEEEREONS, EREESCERE IR [ DNSERSE 1, SlETEE!

miETem

iSI3—IREATAElE
SIS

RECHEKS: 1863010 HEZFLEE

7.10.3 Operations on Ruijie Cloud

1. Viewing Device Information

Application Scenario

After enabling Ruijie Cloud, enter the address of Ruijie Cloud platform in the browser, log in, and

then you can view device information, online status, and interface information.

Procedure

(1) Choose Monitoring > Device > Firewall to open the device list.

(2) View device details.
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Figure 7-6 Firewall Details

Common Operations

+ Add Demo

@ Overview
Dashboard
Topology
Alarm

Report
Network
Voucher

£ Device
AP
AC
Switch
Gateway
Home Router
Bridge

&, Terminal
Cameras
NVR

IP Phone

/A Client

Wi Cliant

| AP List New firmware available for 3 devices

Add [ Web CLI l [ Web l [ Upgrade [ More ~ l 0 Selected
Status SN Config Status MAC Alias. MGMT IP Eqress P Clients
@ oniine NAEKOE3BH0009 000278063091 Rujie  192.168.1108  10.143.0.110
@ oniine NAEKOE3BH0010 00421808 3001 Ruile 192168.110.10  10.148.0.110
@ oniine NAEKOE38H0011 00d2780e3b11  Rujie 1921681011  10.143.0.110
@ oniine NAEKOE3BH0007 000278063671 Rujie  192.168.1107  10.148.0.110
@ oniine NAEKOE3BHO0008  Syn 000278083081 Rujie  192.168.110.8  10.143.0.110

(GMT+0:00)Africa/Abidian | Manage Project H Take Over Network ” unbind Device l

Auto Refresh: @I S 2 B H

Network  Firmware Version  Offline Time Model Description Action
test Reyee0S 1.206 2020 - RAP2260(G) Empty ® )
test Reyee0S 1.206 2020 - RAP2260(G) Empty ® )
test Reyee0S 1.206 2020 - RAP2260(G) ® )
fest  Reyee0S 12021915 B RAP1250(G) @
test Reyee0S 1.202.1915 - RAP1260(G) Empty ® )
sintotal

DD

The system displays the basic device information such as status, SN, device, management address,

software version, and device model.

(3) Click SN to enter the device management page. View device basic information, panel

information, interface information, and status.

Device Details

& & ] B & )

WAN LAN Disconnected Disabled PPPOE StaticIP DHCP Copper SFP
Lang Lo Lanz Lang Land Lans LA u i wANY wano
SE kbbb s

Operation Mode: ROUTER

Actual Master Device: NAEKOE3BHO0001

Network Master Device: @ NAEKOE3BH0001

Overview Config

| CPU & Memory Usage

| Connectivity

CPU Flash
4:00 8:00 12:00
| Log Record
Device Log  Config Log
Type 4 Updated At
Online/Offline Device goes online for the first time

You can click the titles one by one to manage devices.
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Alias: Ruijie #

SN: NAEKOE3BH0001
MAC: 00d0.780e.3b11
Model: EG310GH-E
Egress IP 10.148.0.110
MGMT IP 192.168.110.1

Firmware Version: ReyeeOS 1.206.2023

Description e

Last 24 Hours Last 7 Days

16:00

20:00

0:00
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Device panel: includes information such as interface distribution on panel.

Basic information: includes device name, device model, SN, MAC address, and software

version.

Status: includes CPU and memory usage, offline status, and connectivity status.

Interface information: By clicking the titles in status information, you can view detailed

interface information, such as WAN/LAN port information (such as port number, mode, and

subnet mask).

Figure 7-7 Device Panel Information

WAN LAM Disconnected Disabled

o

oE Static [P DHCF Copper SFP

LAND LAMT LANZ LAMNI LAM4 LAME LANGWANT  LANTWANZ WANT WAND

Operation Mode:

Actual Master Device:

Network Master Device:

ROUTER
NAEKOE3ZBHO001

@ NAEKOE3BHOD01

Figure 7-8 Basic Information

Basic
Alias:

SN:
MAC:
Model:
Egress IP
MGMT IF

Firmware Version:

Description

Ruijie #
NAEKOE3BHO0001
00d0.f30e.3b11
EG310GH-E
10.148.0.110

192 168.110.1
ReyeeOS 1.206.2023

rd
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Figure 7-9 Status Information

Overview  Config

| €PU & Memory Usage | Connectivity Last 24 Hours Last 7 Days

CPU Usage viemory Usage Flash

4:00 8:00 12:00 16:00 20:00 0:00

Figure 7-10Interface Information

B WAN LAN BBEERE

| wOEsE | ceoz v
BRES FiEOEE
=t EeEs
P - TR ViAN it
FhiER:
Ge0/2.101 101 -
IPiBhE2ETY.  EfbE
LR 100000kbps Ge0/2.102 102 -

TiTmEs 100000kbps
EE=:

EHin:

Einey

2. Managing Tunnels

(1) Click Tunnel or eWeb to access the EWEB page of the device.

Figure 7-11Tunnel Management

F—
I eWeb SSH Tunnel Locate

Device panel

0 i [ |
100M/1000M 10M Disconnected

Front panel Back Fanel (Can not be configured)
LAN WeAMPoE

Please select a port to check its details.

(2) To add a tunnel, click Create Tunnel.
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Figure 7-12Creating a Tunnel

Tunnel (SN: NAEKOE3BH0010)

| Create Tunnel

Type:  eweb ~ | Create Tunnel

| Tunnel List Q o’
If the tunnel is unavailable, ple
Type Host Port Destination Device Destination Port Expired at Status Action
No Data
Page | 0 |of0 et < Jointotal

3. Upgrading Device Software/Firmware

(1) Choose Maintenance > Upgrade > Firmware > Private Firmware.

(2) Click Upload Firmware to upload the software version/firmware version.

Monitoring Configuration Maintenance ‘)D 906

A | yangiwen@ruil .\
Version Details Private Firmware
5 Logs
Operation Log © B-K
Config Log [ Upload Firmware 0 Selected
Upgrade Log
Firmware Version File File Size (MIB) Applicable Model Uploaded at Released at Description Action
£ Upgrade
No Data
Upgrade
Firmware Firs Previous Page [ 0 |of0

0 0in total

(3) Choose Maintenance > Upgrade > Upgrade, find out the device to be upgraded in Device
List, and click Upgrade.
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Configuration Maintenance +Add Demo Project

A, | yanglis

ALL v/ testv | SearchNetwork GMT+8:00)Asia/Shanghai | Manage Project H Take Over Network H Unbind Device ]
B Logs
- owmer ESW_1.0(1)B1P20,Release(09200219) 1
Operation Log V
Config Log Previous page [ 1 or2 Next
Upgrade Log
£5 Upgrade
Upgrade | Device List O Bl
Firmware
0 Selected Advanced Search
saws SN Network ~Alias Model Hardware Version Current Version Version i ‘Action
@oOnine  NAEKOE3BHO0D1 test  Rulle EG3106HE 100 ReyeeOS 1.206.2023 Reyee0s 1216.1504 unorade
@oOnine  NAEKOE3BH0002 test  Rujle  NES320048GT4XS 1.00 ReyeeOs 1.202.1818 Reyee0s 1218.1413 ungrage
9 Online NAEKOE3BH0003 test Ruijie NBS3100-24GT4SFP-F 1.00 Reyee0OS 1.202.1818 ReyeeO0S 1.218.1413 | Upgrade
@onine  NAEKOE3BHOD04 fest  Rufie  NBS3100-24GT4SFP-P 100 ReyeeOS 1202.1818 Reyee0S 12181413 Unorade
@Onine  NAEKOE3BHOD0S test  Rufie  NBS3100-24GT4SFP-P 100 Reyee0Ss 1202.1818 Reyee0s 1218.1413 unorade
@onine  NAEKOE3BHO005 test  Ruile ES218GCF 1.00 ESW_1.0(1)B1P20.Release(09200219)  ESW_1.0(1)B1P20,Release(10130318) uoorage ||
@ oniine NAEKOE3BH0009  test Ruijie RAP2260(G) 1.00 ReyeeOS 1.206.2020 ReyeeOS 1218.1410 uparade @
@oOnine  NAEKOE3BHOO10 fest  Ruiie RAP2260(6) 100 ReyeeOS 1.206.2020 ReyeeOS 1218.1410 Unorade 5
@Onine  NAEKOE3BHOO11 test  Ruile RAP2250(G) 100 ReyeeOS 1.206.2020 Reyee0s 1218.1410 uoorage ||
@oOnine  NAEKOE3BHO00T test  Ruile RAP1260(G) 1.00 ReyeeOs 1.202.1915 - ungrage
Firs Previous Page | 1 |of2 Next Lest (G0~ Jttintotal
(4) Click Select Firmware to select the upgrade package file to be uploaded.
Upgrade X
1 Ma
Model 24GT4: Hardware Version: 1.00  Current Version: Re x

Upgrade Version: ReyeeOS 12181413 Firmware Details v \

Upgrade Device: 1

Scheduled Upgrade

Advanced Settings

(5) Click Start Upgrade to start the upgrade.

Then the device performs upgrade. During the upgrade, the device will automatically restart. Wait

until the upgrade is completed.

(6) When the upgrade is finished, choose Maintenance > Logs > Upgrade Log to view the

upgrade result.
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Figure 7-13Upgrade Result

Monitoring Configuration Maintenance + Add Demo Project | ﬂa %906

R yangiwen@rui
| Upgrade Log <o a2 A
& Logs
S ) (oo 5)
Operation Log
Config Log Operator Description Target Version Process Time Range Created At Result (Success/FailurelAborted) Action
Upgrade Log No Data
£7 Upgrade Firs Previous Page | 0 oD ext (0. Jointotal
Upgrade
Firmware

4. Viewing Network Topology

The relationships between the firewall and other network devices can be discovered on Ruijie

Cloud and the topology is generated.

/A Caution
® \When there are multiple default routes on the firewall, or when both bridge interfaces and
routing interfaces are used, you will find that the topology on Ruijie Cloud is abnormal.

® When the firewall is in transparent mode, port 0/MGMT does not need to be connected
separately.

Choose Monitoring > Overview > Topology to view the topology of firewall and other network

devices.

Menitoring Configuration Maintenance + Add Demo Project | Pﬂ NN ]

A yangiwen@mi.. v

test v~ | SearchMework  Q GMT+8:00)Asia/Shanghai I Manage Project || Take Over Network || Unbind Device

@ Overview

Dashboard Topology  Report  Advanced

Topology

Report

I Update Topo || Download Topo || Detect Device

Manual Seifings ]

Network
Networks(1) Config
Voucher
VLAN1
VLAN1

D/,

S Device I
AP
AC

Switch

Gateway
Home Router
Bridge

&, Terminal

Cameras

NVR

IP Phone

SR Client

Wi-Fi Client

aEm

Follow-up Procedure
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e To obtain the latest topology, click Update Topo.
e To download the network topology, click Download Topo.

e To edit the topology and add the devices that are not discovered automatically, click Manual

Settings.

7.11 DNS Server Configuration

Application Scenario

The Domain Name System (DNS), a distributed database on the Internet that provides mutual
mapping between domain names and IP addresses, makes it easier for users to access the
Internet without having to memorize IP strings that can be directly read by machines. Domain
name resolution (or host name resolution) is a process where the IP address corresponding to a

given host name is finally obtained.
Prerequisites

The system supports at most three DNS servers. DNS server 1 has the highest priority and DNS

server 3 has the lowest priority. The system uses the server with the highest priority first.
Procedure
(1) Choose Network > DNS.
(2) Set the IP address of DNS server 1.
a Click Create.

The system displays the Add DNS page.

< Back Add DNS

DINS Server Address1

b  Enter the IP address of the DNS server 1 in the DNS Server Address1 input box.
¢ Click Save.

(3) (Optional) If multiple DNS servers are configured in the network environment, you can set the

IP address for the second or third DNS server.
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7.12 Intelligent Routing

Application Scenario

Intelligent Routing, also called policy-based routing (PBR) or application-based routing, is a
mechanism for routing and forwarding based on user-specified policies. By using intelligent
routing, you can redirect the packets that meet the matching conditions to the specified

outbound interface and next hop.

After PBR is configured, the device first filters the packets according to the configured rules, and
then forwards the matched packets according to the specified forwarding policy. PBR creates
rules according to specific fields (source or destination IP address and protocol type) in the data

packets, and forwards the data packets through a specific interface.

In a multi-path scenario where no routing rules are configured, if the device is connected to
different service networks through different paths, the traffic will be evenly routed over the paths.
In this situation, the access data to service networks may be incorrectly sent to other networks,
causing a network abnormality. You can configure PBR to control data isolation and forwarding

among networks.

& Note

® PBRis supported from NTOS1.0R3. If your version is lower than NTOS1.0R3, upgrade it to
NTOS1.0R3 or higher.

® Application routing is supported from NTOS1.0R4. If your version is lower than NTOS1.0R4,
upgrade it to NTOS1.0R4 or higher.

Procedure
(1) Choose Network > Routing > Intelligent Routing.

(2) Click Create to enter the Create Intelligent Routing page.

RuUjie | Z series firewall ® Network

I Intelligent Routing

Sre. Security Outbound Int
=0 Src. Address  Dest. Address  Service App . Status Hit Count Operation

Priority Name
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(3) Set parameters of intelligent routing.

< Back Create Intelligent Routing
Basic Info
“Name
Enabled State @ Enable Disable
Adjacent Policy Before

Description

Matching Conditions
* Src. Security Zone

* Src. Address

* Dest. Address

* Service

* App

Common Operations

* Time Range @ Add One-Off Time Plan @ Add Cyclic Time Plan Select a time range.

Action Settings
Action Option @ Forwarding No Intelligent Routing

* Qutbound Interface

Next-Hop Address

Link Detection

Save

Item Description Remarks

Basic Info
Characters such as
~1#%A&*+\/0:"/<>7? and spaces are

Name Name of intelligent routing. not allowed.
[Example]
Policy_1

Enabled Whether to enable the new [Example]

State intelligent routing. Enabled

Adjacent Move the new policy before or after

Policy the specified policy. The closer a

policy is to the front, the higher its
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Item Description Remarks

priority is in matching.

Characters such as

Description Route description. .
~1#% A& +\|{};:"/<>? are not allowed.

Matching Conditions

® C(lick the drop-down list, and
select a source security zone in
the To-be-selected area. The

) selected zone is automatically
Forwards the packets from this

Src. Security _ added to the Selected area.
source security zone based on the
Zone policy. ® Click Add Security Zone to add a
custom security zone.
[Example]
trust

Click the drop-down list, and select a
source address in the To-be-selected

Forwards the packets from this area. The selected address is

Src. Address | source address or address group automatically added to the Selected

based on the policy. area.

[Example]

Any

Click the drop-down list, and select a
destination address in the

Forwards the packets to this To-be-selected area. The selected

Dest. destination address or address address is automatically added to the
Address . Selected area.
group based on the policy.
[Example]
Any
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connection between the outbound
interface and the next hop is
abnormal, this route becomes

invalid.

Item Description Remarks
_ Forwards the packets of this service | [Example]
Service )
type based on the policy. Any
Forwards the packets of this [Example]
App application type based on the
. Any
policy.
) Time range in which the intelligent | [Example]
Time Range o )
routing is effective. Any
Action Settings
Whether to forward the matched
ackets based on the policy. If
Action P poicy [Example]
Ooti forwarded, you need to configure
ion :
P Outbound Interface and Forwarding
Next-Hop Address.
Link detection policy associated
with outbound interface. This
configuration can detect the
network connectivity between the
Link outbound interface and the next For details about link detection, see
Detection hop in real time. If the network 7.15  Link Detection.

(4) Click Save.
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7.13 Address Library Routing (ISP-based Routing)

7.13.1 Overview

The ISP address library stores all the IP addresses on ISP's network. After the ISP address library is
configured and bound to the device's WAN interface, the route to the corresponding ISP's IP
address is generated, so that the packets destined for the ISP's network are forwarded through
the corresponding outbound interface, meeting the ISP-based routing requirements in

multi-egress scenarios and optimizing the forwarding path of traffic.

To customize an ISP address library, you can add routes or import routes in file format to the

library.

7.13.2 Configuring an ISP Address Library

1. Creating an ISP Address Library Manually

Application Scenario

You can add addresses to the ISP address library one by one. This method is applicable to the

address library containing a few addresses.
Procedure
(1) Open the Create ISP Address Library page.

a Choose Object > ISP Address Library.

b Above the operation area, click Create.

¢ | & Object

2 Policy

1 ISP Address Library
@ Create | | W Delete  [%Import  [#] Export = & Refresh

Name Description Last Update Time Operation

Default Address Library View Details

(2) Set parameters of the ISP address library.
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< Back Create ISP Address Library

* Name

Description

* ISP Address List

@ Create | Tl Delete

IP Address/Range

Total: 0

No Data

Common Operations

Operation

Item

Description

Remarks

Name

Name of the ISP address library.

Characters such as
T~ #% AR +\|{):"/<>? and spaces are

not allowed.
[Example]

Address library 1

Description

Description of the ISP address
library.

Characters such as

T~ H#RN&F+\[{):"/<>7 are not allowed.
[Example]

Address library 1

ISP

List

Address

IP addresses contained in the

address library.

Click Create to enter a single IP address
or an IP address range. Three

configuration methods are supported:

@ [P address: One or multiple IP
addresses. Input an IP address per
line. Press Enter to separate lines.
Example: 192.168.20.3

@ [P address range: A contiguous
range of addresses. Connect the
start IP address and end IP address
with a hyphen (-). Example:

336



Product Cookbook Common Operations

Item Description Remarks

192.168.20.1-192.168.20.3.

® Network segment: IP address
network segment. Example:
192.168.1.0/24 or
192.168.1.0/255.255.255.0

(3) Click Save.

2. Importing an Address File to an ISP Address Library

Application Scenario

You can create the ISP address library by importing an address file. This method is applicable to

the address library containing many addresses.
Procedure

(1) Choose Object > ISP Address Library and click Import in the operation area.

RUT€ | ZseiesFiewall 0 Home ©Monitor @ Network | @&Object [ Policy ) System 8 o o o ot s i
Network Discovery  Network Mgmt  Quick Onboarding  Policy Wizard  Customer Service  admin

I ISP Address Library

® Create T Delete [% Export | | & Refresh

Name Description Last Update Time Operation

Default Address Library - - View Details

(2) Click Download CSV Template to download the template of the ISP address library file and

enter IP addresses in the template.
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Import @

Download CSV Template

* Nam

=

* File

Browse

Confirm Cancel

(3) In the Import dialog box, enter the name of the ISP address library and click Browse to select

the address library file. The file to be imported must be a CSV file.
(4) Click Confirm.
Follow-up Procedure

e To delete the imported ISP address library, click Delete.

A\ Caution
® The ISP address library in use (that is, associated with device interface) cannot be deleted.

® The default address library preconfigured in the system cannot be deleted or modified.

e To modify the IP addresses included in the address library, click Edit.

3. Upgrading ISP Address Library

Application Scenario

The ISP address library is continuously updated. By upgrading the ISP address library, the device

can obtain and generate the latest address library routes.
Procedure
(1) Log in to the Secure Cloud Platform and download the upgrade file of ISP address library.

Log in to https://secloud-en.ruijienetworks.com, choose Signature Library Upgrade > ISP

Address Library, and select a suitable version to download.
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Ruijie Library Upgrade test +
App Identification Library 1PS Library AV-HASH Library AV-SDK Library URL Library Threat Intelligence Library ISP Address Library
Product Type Product Series. Model Software Version Reset
No. File Name Version Number Version Description Model Software Version Release Date File Size (MB) MD5 Operation
1 isp_20221202.1005. 202212021005 isp_20221202.1005 Z5100,25100-S,23. Universal 2022-12-02 0.01 6a2e2877b88cd04.
2 isp_20221030.1000 20221030.1000 isp_20221030.1000 Z5100,25100-S,23. Universal 2022-10-30 0.01 OABAFBEF14A49F L Download
. .
(2) Open the Signature Library Upgrade page.
Open the web page on the device, and choose System > Signature Library Upgrade.
@ 8] 1)
k Mgmt ui b Pol stomer i adm

Ruijie @ Home @ Monito Network S Object @ Policy | 3 System

I Signature Library Upgrade

F Admin

Enable Auto Upgrade
Upgrade Time:Dally 6 Hour| 4 Minute

Signature Library:@ Select Al
App Identification Signature Library Virus Protection Signature Library (Deep Scan) Virus Protection Signature Library (Quick Sean)

Intrusion Prevention Signature Library ISP Address Library Threat Intelligence Signature Library
Save

Signature Library Type

(Upgrade all signature libraries online simultaneously)

App Identification Signature Library Virus Protection Signature Library (Deep Scan) Virus Protetion Signature Library (Quick Scan)

Current

Local Upgrade i Local Upgrade
system.versionRollback

Intrusion Prevention Signature Library ISP Address Library

(3) Find out ISP Address Library, and select Online Upgrade or Local Upgrade according to
actual situation.
o Online Upgrade: When the current version information about the firewall exists on the
cloud platform and a new version is available, online upgrade of the device system can be

performed on the firewall.

A\ Caution

The firewall must be connected to the Internet.
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ISP Address Library

Current Version:20221202.1005
Last Upgrade Time:-
Latest Version:Unable to obtain the latest version.

Version State:-

Online Upgrade Local Upgrade

o Local Upgrade

a Click Local Upgrade.

ISP Address Library

Current Version:20221202.1005
Last Upgrade Time:-

Latest Version:Unable to obtain the latest version.

Version State:-

Online Upgrade Local Upgrade

b Upload the version file that is downloaded from the cloud platform and click Upgrade

Now.
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Local Upgrade *

([ You can visit Ruijie Secure Cloud Platform at https://SeCloud1.ruijie.com.cn.On the platform, access the Signature Library Upgrade
page and download the latest upgrade file. Then, perform the upgrade locally. Do not close or refresh this page during the upgrade
process. Otherwise, the upgrade may fail. Note: The file name cannot contain any Chinese or full-width character. Before the upgrade,

verify that the target version matches the device model.

Download  Download Link:https://secloud1.ruijie.com.cn

Import Browse

Upgrade Now Disable

7.13.3 Configuring ISP Routing

Network Requirements

The firewall is deployed at the network egress as a security gateway. The enterprise leases a line
from each of ISP 1 and ISP 2. The enterprise requires that packets accessing Server 1 be forwarded

through ISP 1 link and packets accessing Server 2 be forwarded through ISP 2.

Network Topology
Server1 Server 2
555832 7777032
: Ciers :

A

A
GOZ™, i
1.1.1.1/24 222224

-rE_.

o
GO3
101010124

0o &2

Configuration Points
(1) Complete basic network access settings.
(2) Configure ISP address library.

(3) Configure ISP routing (associating address library with interface).
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(4) Configure the security policy.
Procedure

(1) Complete basic network access settings.

Common Operations

Configure the interface IP address, security zones, and gateway. For details, see 0

Routing Mode.

Ge0/2 - Routing untrust
Ge0/3 - Routing trust
Gel/4 - Routing untrust

(2) Configure ISP address library.

IPv4: Static IP

IPv4: Static IP

IPv4: Static IP

1.1.1.1/24

10.10.10.1/24

2222/24

a Choose Object > ISP Address Library and click Create.

Ruijie @ Home  © Monitor @ Network | & Object [ Policy

£3 System
I ISP Address Library

[ Delete | [%Import | [# Export | & Refresh

Name Description

Default Address Library

Last Update Time

1500 Edit
1500 Edit
1500 Edit

Operation

View Details

b Create address libraries of ISP 1 and ISP 2. Enter Server 1's IP address 6.6.6.6 for ISP1 and

Server 2's IP address 7.7.7.7 for ISP 2.

< Back Create ISP Address Library

* Name ISP1

Description

* ISP Address List

@ Create [ Delete

IP Address/Range
6.6.6.6

Total: 1
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< Back Create ISP Address Library

* Name 15P2

Description

* ISP Address List

® Create T Delete

IP Address/Range Operation
7777 Delete

Total: 1

(3) Configure ISP routing (associating address library with interface).

a Choose Network > Physical Interface, find out the row where GO/2 is located, and click
Edit. Set the ISP address library to ISP1.

Advanced

ISP Address Library ISP1

D MTU 1500
MAC 00:d0:f8:22:37:0b Restore Default MAC

Link Detection

b Choose Network > Physical Interface, find out the row where G0/4 is located, and click
Edit. Set the ISP address library to ISP2.

Advanced

ISP Address Library ISP2

O MTU 1500

MAC 00:d0:f8:22:37:0d Restore Default MAC

Link Detection
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O Home Y Monitol @ Network - Object (= Policy
I Address Library Route
Q Refresh

Interface
Ge0/2

Geo/4

Common Operations

ISP Address Library
ISP1

1SP2

(4) Configure the security policy: forward the traffic from Trust zone to Untrust zone.

< Back Create Security Policy

Basic Info
*MName | trust to_untrust
Enabled State @ Enable Disable
= Policy Group Default Policy Group

* Adjacent Policy

Description

Src. and Dest.

*Src. Security Zone

* Src. Address

* Dest. Security

Zane

* Dest. Address

allow _all

trust

lan_users

untrust

any

@ Add Group

Before

7.13.4 Viewing the Routing Table of Address Library

Application Scenario

The routes in address library are automatically generated after the ISP network to which the

interface is connected is configured, and cannot be manually created. After an interface is

associated with an ISP address set, routes are automatically generated in the address library,
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which are used for routing the packets. If the egress of a device is connected to multiple ISP
networks, the packets destined for the specified ISP network can be forwarded through the
specified outbound interface, avoiding inter-ISP access and improving traffic forwarding

efficiency.
Procedure
(1) Choose Network > Routing > Address Library Route.

(2) View the address library routing entries on the firewall.

ISP Address Library
1SP1

1SP2

7.14 Aggregate Interface

Application Scenario

An aggregate interface binds multiple physical interfaces together to form a logical interface for

link bandwidth expansion, which provides higher connection reliability.
An aggregate interface can increase link bandwidth and implement link redundancy backup.

e If the bandwidth of the link between two devices can reach 1,000 Mbps (assuming that the
interface rate of both devices is 1,000 Mbps), when the service traffic carried on the link
exceeds 1,000 Mbps, excess traffic is discarded. An aggregate interface can solve the problem
of insufficient bandwidth in the following way: Use n network cables to connect two devices,
and aggregate and bind these interfaces. In this way, these logically bound interfaces provide

a maximum bandwidth of 1,000 Mbps x n.

e When two devices are connected by a single network cable, if the link is disconnected, the
services carried on the link will be interrupted. However, when multiple connected interfaces
are aggregated and bound, if one member link is disconnected, the device automatically
distributes the traffic of the faulty link to other member links. As long as one link is working,

the services carried on these interfaces will not be interrupted.

Procedure
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(1) Choose Network > Interface > Aggregate Interface.

RUIJIC | £ Series Frewe) ® Network
I Aggregate Interface
@ Create . @ Enable | © Disable | | [ Delete 2 Refresh

Interface Name Description Mode Zone Connection Type P Aggregation Mode ~ Member Interfaces Oparation

(2) Click Create.

The system opens the Add Aggregate Interface page.
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< Back
Basic Info

* Interface Name
Connection Status

Mode

Zone

Interface Type

Description

Member Interface

Address

* Connection Type
*IP/Mask

* Next-Hop Address
Default Route

Line Bandwidth
Uplink

Downlink

Access Management

Permit

Advanced Settings
Aggregation Mode
ISP Address Library
O MTU
@ MAC

Link Detection

Add Aggregate Interface

© Enable Disable

© Routing Mode

© WAN Interface

To-be-selected (0)

Ge0/0
Ge0/1
Ge0/2
Ge0/3
Ge0/4

© Static Address

HTTPS PING

Static Aggregation

1500

Transparent Mode Off-Path Mode

@ Add Security Zone

LAN Interface

Select All Selected (0)

DHCP

SSH

(3) Set parameters of aggregate interface.
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Item Description Remarks
The interface name can contain
only uppercase and lowercase
Interface iqi
Name of the aggregate interface. letters and digits.
Name
[Example]
Agl
Connection ) ) [Example]
Enables or disables the interface.
Status Enable
Interface access mode.
@ Routing Mode: forwards traffic
based on IP addresses.
® Transparent Mode: forwards traffic [Example]
Mode
based on MAC addresses. Routing Mode
® Off-Path Mode: only receives
mirrored traffic, but does not
forward traffic.
This parameter is available when
Bridge Bridge group to which the interface the transparent mode is used.
Interface belongs in transparent mode. [Example]
br0
Security zone to which the interface [Example]
Zone
belongs. trust
[Example]
Interface Type | Logical attribute of the interface.
LAN Interface
o Interface description, showing the Characters such as
Description )
purpose of the interface. S HBARFH\[{}:"/<>7? are not
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Item

Description

Remarks

allowed.
[Example]

Expand egress bandwidth.

Member

Interface

Physical interface that is added to the

aggregate interface.

Up to 8 member interfaces can

be included.
[Example]

Ge0/1

Connection

Type

IP address obtaining method of the
interface, including static and DHCP.

This parameter is available when

the Routing Mode is used.
[Example]

Static Address

IP/Mask

IPv4 address and mask of the interface.

This parameter is available when
Connection Type is set to
Static Address.

[Example]

192.168.1.1/24

Next-Hop
Address

Next-hop address of the forwarded data.

Generally, it is the address of the next

routing device.

This parameter is available when
Connection Type is set to
Static Address.

[Example]

192.168.1.2/24

Default Route

Whether to generate the default route.

[Example]

Enabled

Line
Bandwidth

Limited interface bandwidth, including

upload bandwidth and download

Enter the bandwidth value and

select a unit.
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Item

Description

Remarks

bandwidth.

The unit can be kbps or mbps.

When kbps is selected as the
unit, the value ranges from 1 to
100,000,000.

When mbps is selected as the
unit, the value ranges from 1 to
100,000.

[Example]

100 kbps

Access

Management

Whether the interface supports HTTPS,
ping, and SSH.

The configuration takes effect
when the interface mode is
routing mode and local defense

is enabled on the device.
[Example]

Select HTTPS.

Advanced Settings

For the manually configured aggregate

packets sent on the interface. The

Aggregation . i . Only the Static Aggregation is
interface, the aggregation mode is
Mode _ . . supported currently.
displayed as Static Aggregation.
ISP network connected to the interface.
_ This configuration takes effect
The interface generates ISP routes based . .
) only when the interface is
ISP Add on the associated ISP address set, and _ )
ress o o configured as a WAN interface.
Library the traffic with the destination addresses
in different ISP networks is forwarded [Example]
through the corresponding outbound CERNET
interfaces.
MTU Maximum number of bytes in the An integer ranging from 64 to

1600.

350




Product Cookbook

Common Operations

Item Description Remarks
default MTU value is 1500, namely, [Example]
forwarding data at the highest speed. If 1500
the upper-level device limits the packet
size, causing a network interruption or
delay, you can reduce the MTU to 1492,
1400, or a smaller value.
[Example]
MAC MAC address of the interface.
30:0d:9e:41:d9:0b

Link Detection

Link detection policy associated with the
local interface. This configuration can
detect the network connectivity between
the interface and the next hop in real

time.

For details about link detection,

see 7.15  Link Detection.

/\ Caution

® A management port cannot be added to an aggregate interface.

® The interface bound to other functions (such as security zone and routing entries) cannot be

added to an aggregate interface.

® A maximum of 8 aggregate interfaces can be created.

(4) Click Save.

Follow-up Procedure

e® On the aggregate interface management page (choose Network > Interface > Aggregate

Interface), you can modify or delete the aggregate interfaces.

e To enable or disable an aggregate interface, you can click

e To process multiple aggregate interfaces in a batch, select the interface entries and click

Enable, Disable, or Delete.
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I Aggregate Interface
@ Create . @ Enable  © Disable T Delete | = & Refresh

Interface Name Description Mode Zone Connection Type P Aggregation Mode  Member Interfaces Operation

ag - Transparent trust - - Static Aggregation Edit Delete

7.15 Link Detection

Application Scenario

Link detection checks the connectivity of network links. When it is associated with static routing
and PBR, automatic route switching can be implemented. If link detection is not associated with
PBR or static routing, the static routes and default routes on the interface will not be invalid even

if the detection result is abnormal.

' Note

This function is supported from NTOS1.0R3. If your version is lower than NTOS1.0R3, upgrade it
to NTOS1.0R3 or higher.

Procedure
(1) Choose Network > Link Detection > Link Detection.

(2) Click to enable link detection.

& Note

If a single detection policy is enabled but the link detection function is not enabled, the detection
policy will not take effect and link detection will not be performed.

Ruijie | z wal @Home © Monitor = @ Network & Object @ Policy 3 System

Link Detection Detection Log

(D When this function is enabled, the line state is periodically detected. If an exception is detected, the system immediately disables the line to ensure that application traffic can be
transmitted over a normal line
Note: When an exception is detected, a network interruption may occur. Please operate with caution.

Link DetecliolD

® Create T Delete O Refresh

Name Interface ICMP Probe P Detection Result Link Detection Operation
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(3) Click Create to access the Add Link Detection page. Set the detection parameters.

¢ Back Add Link Detection

Basic Info

*Name

* Interface

Link Detection

ICMP Probe

* 1P

Next-Hop Address

=t Detection Frequency
Detection Interval

Link Is Normal

(D) Detection Confirmation

Time
Link Is Abnormal

(D) Detection Confirmation

Time

(4) Click Save.

detect 7

Gel/7

172.20.36.5

6000

18000

18000

© Note: Do not configure an address in the blocklist or a local address.

ms{Range: 1000
ms{Range: 0—180000)
ms{Range: 0—180000)

(5) After detection is completed, you can view the detection log on the Detection Log tab page.

RuUijIC | Z Series Firewal © Home

G Refresh

@ Link Detection

J Monitor ® Network

Link Detection Detection Log

Time 2023-03-15 to 2023-03-15

Details
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7.16 SSL VPN

7.16.1 Overview

Secure Sockets Layer Virtual Private Network (SSL VPN) is an SSL-based remote access VPN
technology, which uses a public network such as the Internet to establish an encrypted and
secure remote access connection. In scenarios such as mobile office or remote office, customers

and employees can securely access internal resources through an SSL VPN tunnel.

Intranet resource

servers
-
Internet - i . ﬁ
Remote user SSL VPN ﬁ

gateway

Principles of SSL VPN are as follows:

(1) Remote users initiate remote access requests to the SSL VPN gateway on the SSL VPN client.

(2) After receiving a request, the SSL VPN gateway authenticates the identity of the user (two
authentication methods: username/password and username/password used together with

hardware signature) and authorizes the user to access specific resources.
(3) Upon being authorized, the user sends a resource access request to the SSL VPN gateway.
(4) The SSL VPN gateway forwards the resource access request to the intranet resource server.

(5) The SSL VPN gateway receives the response from the intranet resource server and forwards it

to the user.

The following table lists the default maximum numbers of concurrent users of the SSL VPN
gateway supported by each model of the Z-S series firewall. After the maximum number of
concurrent users is exceeded, new users can no longer log in to the SSL VPN gateway. You can
increase the number of concurrent users by purchasing and activating SSL VPN licenses. (The

number of concurrent users can be accumulated if you import multiple licenses).

Model Default Max. Concurrent Users

RG-WALL 1600-Z3200-S 20
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7.16.2 (Optional) Import Local Certificate

Application Scenario

When a remote access user establishes an SSL connection with the SSL VPN gateway on the SSL
VPN client, the gateway provides a local certificate to the peer end. In this way, the client can
authenticate the SSL VPN gateway based on the digital certificate. If a non-CA certificate is

provided, the client reports a certificate security alarm.

A firewall provides the default certificate default. You can import a new local certificate as

required.

Procedure

(1) Choose Object > Certificate > Local Certificate.
(2) Click Import.

I Local Certificate

[% Import | W Delete O Refresh

Name Subject Info Expiry Date Reference Operation

default CN = default, DC = DM, emailAddress = rjvpn... 2033-04-24 09:31:14 - View Details Download

(3) Select a certificate format. Click Browse and select a certificate file. Then, enter the password,

and click OK.

@ Note

Up to 20 local certificates are supported.

Import Local Certificate D)

* Certificate Format
* Certificate File Browse

* Password

355



Product Cookbook Common Operations
Follow-up Procedure

e C(lick Download to download the corresponding certificate in .pem format.

e After certificate import, you can reference the local certificate when creating the virtual

gateway.
e C(lick View Details to view details about the certificate.
e To delete a newly imported certificate, click Delete. The default certificate cannot be deleted.

® You can enter the certificate name in the search box in the upper right corner of the page to

search for a certificate.

7.16.3 Creating an SSL VPN Gateway

Application Scenario

After you create an SSL VPN gateway on the firewall, the firewall provides the SSL VPN access

service to remote users through the gateway.

The firewall supports multiple SSL VPN gateways that are independent of each other. Users and
resources can be separately configured and managed for different SSL VPN gateways, which

meets the remote access requirements of different service departments.
Precautions

® A user cannot log in to the same SSL VPN gateway from multiple locations at the same time.
However, if the user has licenses on multiple SSL VPN gateways, the user can log in to the

gateways at the same time.

e Disabling, deleting, or modifying the configuration of an SSL VPN gateway can force users to

go offline. Therefore, perform these operations with caution.
Procedure

(1) Choose Network > SSL VPN > SSL VPN Gateway.

(2) Click Create to access the Add SSL VPN Gateway page.

I SSL VPN Gateway

[ Delete & Refresh

Name Gateway Adcdress Type Domain Name Gateway Certificate Authentication Domain Operation

No Data

(3) Configure basic information of an SSL VPN gateway.
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@ Basic Config ——————————-------

Network Config
* Gateway Name gr-test
@ Gateway Type @ Exclusive Shared

* Gateway Address | Ge0/3(Off) @ Port Number = 8443

@ Create
Domain Name

Intranet DNS

@ Create

Preferred DNS Intranet DNS © Customer DNS

=t Advanced
Protocol

* Protocol Version @ TLS1.2 TLS1.1 TLS1.0
* Algorithm Suite B TLS-ECDHE-RSA-WITH-AES128-CBC-SHA256 @ TLS-ECDHE-RSA-WITH-AES256-CBC-SHA384

Gateway Certificate default

Concurrency Control

# (D Max. Concurrent Users 1

Common Operations

B TLS-RSA-WITH-AES256-CBC-SHA

Item Description Remarks
Network Config
Gateway [Example]
Name of the SSL VPN gateway.
Name gatewayl
® Exclusive: The system allocates a unique IP address
and domain name to the virtual gateway, and users
can log in to the SSL VPN gateway by using the IP
Gateway address (or domain name) and port number. [Example]
Type @ Shared: The system allocates a shared IP address Shared
and domain name to the virtual gateway, and users
can log in to the SSL VPN gateway by using the
domain name and port number.
Gateway Address for accessing the SSL VPN gateway. You can [Example]
Address choose an interface address or configure it manually. A | 1.1.1.1
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Item Description Remarks
gateway can be configured with a maximum of three
addresses, each of which can be used for login.
Port Port on the virtual gateway that provides the SSL VPN [Example]
Number service. 8443
Domain name of the SSL VPN gateway. A domain name
Domain must be configured for a shared gateway. Multiple [Example]
Name domain names can be configured to share the same www.abc.com
gateway address and port number.
IP address of the DNS server used to resolve internal
Intranet _ ) . [Example]
domain names. You must configure this parameter when
DNS : , . 192.168.0.1
internal domain resources exist.
Preferred DNS server used when internal network
resources are accessed. You can specify the DNS server
Preferred [Example]
to be preferentially used for domain name resolution. If
DNS . Intranet DNS
a domain name cannot be resolved, the DNS server of
the client is used.
Advanced
Version of the SSL protocol used when an SSL
Protocol connection is established between the SSL VPN gateway [Example]
Version and client. The protocol version used by both ends must | 151 1.2
be the same.
Encryption algorithm used when an SSL connection is
Algorithm established between the SSL VPN gateway and client. N/A
Suite The encryption algorithm used by both ends must be
the same.
Certificate used when an SSL connection is established
between the SSL VPN gateway and client. The client
Gateway .
. verifies whether the SSL VPN gateway can be trusted N/A
Certificate

using the certificate.

For details on how to import the certificate, see 7.16.2
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Concurrent

Users

Item Description Remarks
( Optional ) Import Local Certificate.
Concurrency Control
M Maximum number of users that can concurrently log in
ax.
to the SSL VPN gateway. When the maximum number of | [Example]

concurrent users is reached, new users cannot log in to

the SSL VPN gateway.

20

(4) Verify the configuration and click Next to configure the login control parameters.

< Back ~Add SSL VPN Gateway

(@ Basic Config

@ Login Control

Authentication

* (D User Authentication Domain

Prevent Brute-Force Attack

User Lockout

* (D Max. User Attempts

Single IP Lockout

*(D Max. Single IP Attempts

Login Verification

@ Graphic Verification

* (@ Enable upon

(© Hardware Signature Verification

* (O Maximum Signatures Bound to Each

User

(@ Auto Hardware Signature Approval

(@ Auto User Unbinding

(@ Auto Approval of Trusted Public Terminals

Client Version Control

Awvailable Client Versions @ Any Version

Previous

default

Time * (D Lockout Period

Time *( Lockout Period

Consecutive Input Errors

Latest Version on Secure Cloud
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Item Description Remarks

Authentication

U Authentication domain for which the login control
ser
o policies configured on this page will be applied. An SSL | [Example]
Authentication o
Domain VPN gateway can be bound to only one authentication | gefault
domain.

Prevent Brute-Force Attack

Specifies whether to enable user lockout after a certain

number of consecutive failed login attempts. During [Example]
User Lockout ] '
the lockout period, the user cannot log in to the Enable
gateway.
Max. User Maximum number of consecutive login failures that a [Example]
Attempts user is allowed before being locked out. 5
Lockout Lockout period during which the user cannot log in to | [Example]
Period the gateway. 300 seconds

Specifies whether to enable locking out of a specific IP
Single IP address on which a certain number of consecutive login | [Example]
Lockout failures are detected. During the lockout period, the Enable

user cannot log in to the gateway from this IP address.

Maximum number of consecutive login failures that are

Max. Single IP » o [Example]
allowed from a specific IP address before it is locked
Attempts 5
out.
Lockout Lockout period during which the user cannot log in to | [Example]
Period the gateway from the locked IP address. 300 seconds

Login Verification

Graphic Specifies whether to display a graphic verification code [Example]

Verification on the gateway login page after a certain number of Enable

consecutive login failures. This function can prevent
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Item Description Remarks
brute-force attacks.
Specifies whether to verify the hardware signature of
the device being used to log in to the gateway. The
hardware signature can be manually or automatically
Hardware approved. Only login requests from approved devices
_ [Example]
Signature are allowed. You can also set the maximum number of
Verification devices a user can use to log in. Enable
Note: Hardware signature verification only takes effect
for client-based logins, but does not take effect for
web-based logins.
Auto . .
Specifies whether to enable automatic approval of |
Hardware ) _ _ _ [Example]
_ hardware signatures for devices attempting to log in to
Signature Disable
the gateway.
Approval
Specifies whether to allow users to unbind the
hardware signatures from their accounts. If unbinding is
performed when hardware signature verification is
Auto [Example]
o enabled, the hardware signature of the device needs to
Unbinding ) . Disable
be approved again before the user logs in. For more
information about how to manage hardware signatures,
see 7.16.4 Hardware Signature Management.
Specifies whether to enable automatic approval of the
Auto Approval ) ) o
trusted device whose hardware signature is imported to
of Trusted . ) . .
Publi the firewall. Users associated with this hardware N/A
ublic
_ signature can log in to the gateway without manual
Terminals
approval.
Idle Timeout
The idle status ) ) ) ) ) |
o Maximum duration during which an SSL VPN session [Example]
will time out o o ) )
After remains idle before it is forcibly terminated. 30 minutes
Client Version Control
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each platform can be specified.): custom client

versions for each type of system

Item Description Remarks
Version of the SSL VPN client that connects to the SSL
VPN gateway. Currently, only Ruijie SSL VPN client is
supported.
® Any Version: no limit on the version of the SSL
Available VPN client [Example]
Client Versions | @  Latest Version on Secure Cloud: the latest version Any Version
released on Ruijie Secure Cloud Platform
® Custom Config (The earliest version for clients on

(5) Verify the configuration and click Next to configure resource information.

a Configure basic information:

< Back

Add SSL VPN Gateway

©) Basic Config @ Login Contro O L L
Basic Config
= (D Available IP Ranges
@ Tunnel Mode Full Tunnel © Split Tunnel
* (@ Tunnel Access Keep-Alive Interval 30 Second
* (D Max. Disconnection Time 180 Second
Enable SSL VPN Private Line
@ Note: When this function is enabled, a private line where only the SSL VPN can be accessed will be set up after you log in to the SSL VPN.
Item Description Remarks
IP address range allocated to the client. The client
uses the assigned IP address to establish a tunnel
Available IP with the SSL VPN gateway. Once the available IP [Example]
Ranges addresses are exhausted, new users cannot log in, | 1.1.1.1/255.255.255.0
and the IP address is released after the user logs
out.
Tunnel Mode | Supports two modes: [Example]
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Disconnection

the SSL VPN gateway closes the tunnel, and the user

Item Description Remarks
® Split Tunnel: Only the traffic to authorized Split Tunnel
resources is sent through the SSL VPN tunnel.
® Full Tunnel: All user traffic, including traffic for
Internet access and local communications, is
sent through the SSL VPN tunnel.
Tunnel Access , . E |
) Interval at which the SSL VPN client sends [Example]
Keep-Alive ]
keep-alive messages to the SSL VPN gateway. 30 seconds
Interval
Maximum disconnection time. If the SSL VPN client
fails to send a keep-alive message to the SSL VPN
Max. gateway within the maximum disconnection time,
[Example]

180 seconds

cannot be accessed.

Time is forced to go offline. The maximum disconnection

time should be at least three times the tunnel

access keep-alive interval.

If this function is enabled, users can only access the
SSL VPN addresses in the tunnel resource group list after [Example]
Private Line logging in to the SSL VPN gateway. Other resources | pisable

b If you set Tunnel Mode to Split Tunnel, you need to create a tunnel resource group.

Click Create to configure the information of resources that can be accessed through this

tunnel.

Tunnel Resource List

m el

Resource Group Name Resource Description

Total: 0

Previous

No Data
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Add Tunnel Resource Group

* Tunnel Resource

Group Name

Description

* Resource Config List

@® Create | T Delete

Common Operations

Resource Name Resource Type Resource Protocol Port Range Qperation
No Data
Total: 0
Item Description Remarks
Tunnel E |
Name of the resource that can be accessed [Example]
Resource )
through this tunnel. P
Name
Tunnel resource description. Proper
Description description helps the administrator quickly N/A
understand the function of the resource.

¢ Inthe Tunnel Resource List area, click Create to configure the information of the

resources in the resource group.
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Add Resource

* Resource

Name
Resource Type ° ‘L'J)RI ) Subnet () Domain Name

* (1) Resource

Protocol

Item Description Remarks
Resource Name of the resource that can be access [Example]
Name through this tunnel. P

Supported resource types are as follows:

@ IP: Only a single IP address is supported.
Example: 192.168. 1.1.

Resource @ Subnet: [P/Mask length. Example:

N/A
Type 192.168.1.0/24.

® Domain Name: Domain name. Example:

www.abc.com.

@ URL URIL Example: <proto://ip[:port]>.

Resource Resource to be entered based on the N/A

selected resource type. For example, enter an
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Item

Description

Remarks

IP address if Resource Type is set to IP.

Protocol

Network protocol that specified resources
use for authorized users to access. For
example, if Resource Type is set to IP and
this parameter is set to any, the user can
access all external services provided at the IP
address. If this parameter is set to TCP, the
user can only access TCP-based external

services provided at the IP address.

[Example]

TCP

d Verify the configuration and click Confirm to return to the Add Tunnel Resource Group

page.

(6) Verify the configured resource information, and click Next to configure the authorization

policy for the resources that the user can access.

a Click Create to add an authorization policy, or click Edit in the Operation column to

modify the existing policy.

< Back Add SSL VPN Gateway

@ Basic Config

License List

m -

Policy Name

default

Total: 1

Previous

@ Login Control

User/User Group Resource Name

/default

b Configure parameters of an authorization policy.
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Add License @

* Authorization

Policy Name

*User/User

Group
IP Tunnel
Resource
Description
Item Description Remarks
Authorization o . [Example]
. Name of an authorization policy.
Policy Name Policy 1
User/User [Example]
User or user group to be authorized.
Group User Group_1
IP Tunnel Resource group that the user or user group [Example]
Resource can access. Resource Group_1
Description of the authorization policy. A
Description proper description helps the administrator N/A
quickly understand the function of the policy.

¢ Click Confirm.
(7) Verify the configuration and click Finish.

Follow-up Procedure
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® After you add an SSL VPN gateway, a security policy is automatically generated to allow
traffic to the SSL VPN gateway. The security policy is displayed at the top of the Security
Policy page. To go to this page, choose Policy. If a network connectivity issue occurs, check

whether the configuration of the security policy is valid.

® Based on the parameters configured in the basic configuration and login control steps, check
whether the SSL VPN client information, such as the client version and protocol version,

meets the requirements. Otherwise, authentication may fail.

7.16.4 Hardware Signature Management

Application Scenario

You can enable the hardware signature verification function, and bind hardware signatures with
users. This limits the number of devices that can access the SSL VPN gateway and helps prevent

unauthorized access and misuse of accounts.

Administrators can manually or automatically approve the hardware signatures of user devices
that request access to the gateway. Only approved devices are allowed to access internal

resources through the gateway.
Precautions

e If the hardware signature verification and automatic approval functions are enabled when
you create an SSL VPN gateway, devices with unapproved hardware signatures on this page
can still log in to the gateway. After login, the device signature information will be imported

and displayed on the Hardware Signature Management page and marked as approved.

e If you enable the hardware signature verification function but disable the automatic approval
function when you create an SSL VPN gateway, the administrator needs to manually approve
the devices on this page. Otherwise, the users associated with these hardware signatures

cannot log in to the gateway.
Procedure
(1) Choose Network. > SSL VPN > Hardware Signature Management.
(2) Click More and select Import Hardware Signature.

I Hardware Signature Management

Approve [ Delete More Gateway Status
I Import Hardware Signaturel ! - A 3
teway Name Hardware Signature Description Status Operation

Export Hardware Signature

Refresh
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(3) Select the gateway to which the hardware signature is imported. Click Browse to select the

hardware signature file and upload it.

0 Note

The format of the hardware signature file is .data. To import hardware signatures in batches,
contact a technical engineer for help.

Import Hardware Signature ®

* Gateway

Name

Signature

File ' Browse

(4) Select multiple hardware signature entries in the list and click Approve to approve hardware

signatures in batches.

I Hardware Signature Management

Approve | T Delete | More Gateway Status

Username Gateway Name Hardware Signature Description Status Operation

No Data

(5) (Optional) Select a gateway or approval status to view corresponding hardware signature

information.

I Hardware Signature Management

Approve T Delete More Gateway Status

Username Gateway Name Hardware Signature Description Status Operation

No Data
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7.16.5 Operation Monitoring

Application Scenario

Administrators can view current SSL VPN session information and perform operations such as

forcing users to go offline and unlocking users and IP addresses.

1. Viewing Online User Information

(1) Choose Network > SSL VPN > Operation Monitoring.

(2) Click the Online User Info tab. The online user information of all SSL VPN gateways is
displayed on this tab page. Select a gateway to view only the online user information of the

selected gateway.

Online User Info Lock User Info Lock IP Info
Q Refresh 2, Offline Gateway
Virtual Addres  Online Durati Downlink Traf
Gateway Name  Username Login Time Login IP . on Uplink Traffic fic Operation

(3) To force a user to go offline, click Offline in the Operation column.

2. Viewing Locked User Information

(4) Choose Network > SSL VPN > Operation Monitoring.

(5) Click the Lock User Info tab. The locked user information of all SSL VPN gateways is
displayed on this tab page. Select a gateway to view only the locked user information of the

selected gateway.

Online User Info Lock User Info Lock IP Info

QO Refresh & Unlock Gateway
Remaining Lockout Du
Locked Username Lockout Duration Login IP Operation

ration

(6) To unlock a user, click Unlock in the Operation column.
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3. Viewing Locked IP Information

(7) Choose Network > SSL VPN > Operation Monitoring.

(8) Click the Lock IP Info tab. The locked IP information of all SSL VPN gateways is displayed on

this tab page. Select a gateway to view only the locked IP information of the selected

gateway.
Online User Info Lock User Info Lock IP Info
& Refresh & Unlock Gateway
Remaining Lockout Du
Locked IP Lockout Duration Operation

ration

(9) To unlock an IP address, click Unlock in the Operation column.

7.17 VRRP

7.17.1 Overview

Virtual Router Redundancy Protocol (VRRP) is a redundancy and fault-tolerance protocol that
virtualizes a group of devices that can function as gateways into a virtual device. Intranet hosts
only need to obtain the IP address of the virtual device and configure it as their gateway IP

address so that they can communicate with the extranet through the virtual device.

Within the VRRP group, a master device is elected among all devices and responsible for
forwarding network traffic. The remaining devices act as backup devices. If the master device
fails, a new master device is elected from the backup devices to forward traffic, which ensures

uninterrupted services.

VRRP improves network reliability, simplifies device configuration, and effectively prevents

network interruptions caused by single-link failures.
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) - - =2
- - -
Device -.i I:——> LEE -m "m Backup i1 a1 Device

Intranet Intranet
hosts hosts
U Note

Only VRRPV2 is supported.

7.17.2 Working Process

After VRRP is configured, its working process is as follows:

(1) In a VRRP group, a master device is elected among devices based on priorities, while the
remaining devices become backup devices. The master device sends gratuitous ARP
messages to inform other devices and hosts of its virtual MAC address and is responsible for

forwarding packets.

(2) The master device periodically sends VRRP messages to advertise its VRRP state, priority, and

other information.

(3) If the master device fails, such as due to an uplink interface failure, a new master device is

elected from the backup devices in the VRRP group based on priorities.

(4) Currently, VRRP supports only the preemption mode: When receiving a VRRP message, a
backup device compares its priority with that of the master device in the VRRP message. If the
backup device has a higher priority and the preemption delay duration expires, it automatically

becomes the new master device.

(5) When the master role is taken by a new device, the new master device sends a gratuitous
ARP message containing the MAC address and virtual IP address of the virtual device to

notify other hosts and devices to update their ARP information. The new master device is
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responsible for forwarding packets. Hosts and devices on the network are unaware of the

master device switchover.

For enhanced security, VRRP provides plain text authentication. The master device adds an

authentication text in the VRRP message and sends it to the backup devices. Upon receiving the

VRRP message, the backup device compares the authentication text with its locally configured

text. If the authentication texts match, the received VRRP message is considered valid.

Otherwise, the backup device regards the VRRP message as an invalid message and discards it.

7.17.3 Configuring a VRRP Group

Application Scenario

VRRP is suitable for scenarios where redundancy is required at the routing egress to effectively

prevent network interruptions caused by single-link failures.

@ Note

Configuring multiple VRRP groups for load balancing is not supported.

Procedure
(1) Choose Network > VRRP. Click the VRRP tab.

(2) Click Create to access the Add VRRP Group page.

VRRP VRRP Log
@ Create || T Delete & Refresh
VRRP Group Name VRRP Priority Role Deployment Interface Interface IP Virtual IP

No Data

(3) Configure the parameters of the VRRP group.
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< Back Add VRRP Group

Basic Info

*\VRRP Group Name

(D Priority

* (O Deployment Interface

(O Virtual IP

(» Monitoring Interface

=+ Advanced

(D Preemption Delay

(D) Advertisement Interval

Authentication

(D Plain Text Authentication

100

1

Common Operations

Second

Second

Save

Item Description

Remarks

Basic Info

with the same VRRP group name forms a virtual

VRRP Group Name | Number of the VRRP group. A group of devices | [Example]

device with the highest priority is elected as the

master device.

1
device.
Priority The priority of the VRRP group. A larger value [Example]
indicates a higher priority. In a VRRP group, the 254
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Item Description Remarks
Deployment Interface on which the VRRP function is enabled. | [Example]
Interface You can specify only a physical interface or Ge0/4

logical sub-interface in routing mode

configured with an IPv4 address. The

deployment interface and monitoring interface

cannot be the same.

Virtual IP IP address of the virtual device, which is [Example]
different from the IP address of the deployment 19216811
interface but must be on the same network
segment as the deployment interface.

Monitoring Interface used to monitor uplink interface status | [Example]

Interface changes of the device. This parameter can only Ge0/2
be configured on the master device.

Association When the status of the monitoring interface

Priority changes, this parameter determines how the
VRRP priority of the local device is modified. If
the monitoring interface goes Down, the priority | [Example]
of the device is reduced by the specified value. | 1
At this point, another device with the highest
priority in the VRRP group can be elected as the
new master device.

Advanced
Delay in seconds that a backup device waits

) before declaring itself as the master device [Example]

Preemption Delay . ST
when its priority is higher than that of the 1
current master device.

Interval in seconds at which the master device

Advertisement sends VRRP messages. All devices within the [Example]

Interval same VRRP group must be configured with the | 1

same advertisement interval.

Authentication
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Item Description Remarks
Determines whether VRRP messages are valid.

Plain Text Both the master and backup devices must be [Example]

Authentication configured with the same plain text x30dn78k
authentication key.

Confirm the configuration and click Save.

Follow-up Procedure

® Choose Policy > Security Policy > Security Policy. On the Security Policy page,

configure a policy to permit traffic on relevant interfaces. Otherwise, network connectivity

issues may occur.

® Adding, deleting, or modifying VRRP configurations may cause VRRP group state changes.

Eventually, the VRRP group will enter in a stable state. You can view running logs on the
VRRP Log tab page.

7.17.4 Viewing VRRP Logs

Application Scenario

A log entry is generated once the status of the master and backup devices in the VRRP group

changes. This helps you check the running status of VRRP.

Procedure

Choose Network > VRRP. Click the VRRP Log.

Select a query period and the VRRP Log tab page displays the logs generated within the

specified period.

VRRP VRRP Log

& Refresh

Time 2023-05-25 to 2023-05-25

Time
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7.18 User Authentication

7.18.1 Overview

When a firewall functions as an SSL VPN gateway, the firewall needs to authenticate remote

access users to ensure secure connections. The user authentication process is as follows:

1)

@)

®)

On the VPN client, a remote user enters the IP address or domain name of the SSL VPN

gateway, username, and password to request establishment of an SSL connection.
The virtual gateway authenticates the user and supports the following authentication modes:
o Local authentication

The remote user's identity information, including the username and password, is stored on
the local device. After receiving the identity information, the virtual gateway authenticates

the user according to the authentication domain configuration.
o Server authentication

The remote user's identity information, including the username and password, is stored on
the authentication server. (The server must be a RADIUS server.) After receiving the identity
information, the virtual gateway forwards it to the RADIUS server. The server then

authenticates the user and returns the authentication result to the virtual gateway.

If the user passes authentication, the SSL connection is successfully established and the
virtual gateway pushes authorized resources to the remote user. If the authentication fails, an

authentication failure prompt is displayed on the virtual gateway login page.

Local authentication and server authentication can be used together for authenticating users.

7.18.2 User Management

1.

Configuring User Groups

Application Scenario

Add users with similar attributes such as the same resource access requirements to a user group

to facilitate unified management.

Procedure

(1) Choose Object > User Authentication > User Management.

(2) Click Create User Group.
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I User Management

Default Authentication Domain

User Structure = User Group Members
@ Create User Group Create v B Delete @ Enable © Disable 3 Refresh
A All Groups Name Group Account Expiry Date Description Operation
No Data

(3) Enter the user group name and select a parent group.

Create User Group @

* User Group Name

Parent Group

Save Cancel

(4) After verifying the configuration, click Save.
Follow-up Procedure

e C(lick Add to configure users for the user group.

I User Management

Default Authentication Domain

User Structure User Group Members

® Create User Group Add v W Delete © Enable & Disable O Refresh More

Oy
A All Groups Name Group Account Expiry Date Description

No Data

® Click the drop-down list in the upper left corner to select a user group and view its sub-group

and user information.
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I User Management

Default Authentication Domain

User Structure User Group Members

@ Create User Group Add w T Delete @ Enable © Disable Q Refresh More
R All Groups

Name Group Account Expiry Date Description

No Data

2. Configuring Users

Application Scenario

When a firewall functions as an SSL VPN gateway and local authentication is required, you need
to configure user identity information on the User Management page first. Otherwise,

authentication may fail.
Procedure
(5) Choose Object > User Authentication > User Management.

(6) Click Add. In the drop-down list, select User to add one user at a time, or select Users to add

multiple users at a time.

I User Management

Default Authentication Domain

User Structure = User Group Members
@ Create User Group Add ~ | T Delete & Enable  Q Disable & Refresh  More v
@ AllG
A Al Groups User  jame Group Account Expiry Date Description

Users

No Data

e Adding one user
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< Back Add User

Basic Info

* Login Username

Enabled State

Displayed Username

* Parent Group

Description

Password

* (1 Password

* Confirm Password

=t Advanced Settings

Bind IP/MAC @ Not Bind

Expiry Date @ Permanent

© Enable

Disable

One-Way Binding

With Expiry Date

Two-Way Binding

Save

Common Operations

Item Description Remarks
Basic Info
Login Username for the remote user to log in to the virtual [Example]
Username gateway. userl
Enabled Whether to enable user information for authentication. Users | [Example]
State in disabled status cannot be authenticated. Enable
Username displayed on the virtual gateway after
Displayed e Py gateway [Example]
authentication. The value can be the same as that of Login
Username userl
Username.
[Example]
Group Group to which the user belongs.
/default
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Item Description Remarks
Description | User description. N/A
Password

Password for the remote user to log in to the virtual gateway.
Password For details about password complexity requirements, see N/A
7.18.4 Authentication Settings.

Confirm
The value must be the same as that of Password. N/A
Password

Advanced Settings

Whether to specify the IP or MAC address for user login:

® Not Bind: Unrestricted.
Bind @ One-Way Binding: A user can log in to the virtual N/A
IP/MAC gateway using only the specified IP or MAC address.

® Two-Way Binding: A user can log in to the virtual

gateway using only the specified IP and MAC addresses.

Expiry date of user identity information. When the expiry [Example]
Expiry Date | date is reached, the user is forced to go offline and cannot

be authenticated again. Permanent

e Adding users in a batch
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< Back Batch Add Users

Basic Info

* (D Login Username
Enabled State @ Enable Disable

* Parent Group

Description

Password
= (1 Password
# Confirm Password

=t Advanced Settings

Bind IP/MAC @ Not Bind One-Way Binding
Expiry Date @ Permanent With Expiry Date
Item Description Remarks
Basic Info
Usernames for the remote users to log in to the virtual
Login [Example]
gateway on the SSL VPN client. Separate usernames with
Username userl,user2
commas.
Enabled Whether to enable user information for authentication. Users | [Example]
State in disabled status cannot be authenticated. Enable
[Example]
Group Group to which the user belongs.
/default
Description | User description. N/A
Password
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Item Description Remarks
Shared password for the remote users to log in to the virtual
Password _ N/A
gateway on the SSL VPN client.
Confirm
The value must be the same as that of Password. N/A
Password
Advanced Settings
Whether to specify the IP or MAC address for user login:
® Not Bind: Unrestricted.
Bind @ One-Way Binding: A user can log in to the virtual N/A
IP/MAC gateway using only the specified IP or MAC address.
® Two-Way Binding: A user can log in to the virtual
gateway using only the specified IP and MAC addresses.
Expiry date of user identity information. When the expiry [Example]
Expiry Date | date is reached, the user is forced to go offline and cannot
. . Permanent
be authenticated again.

(7) After verifying the configuration, click Save.

Follow-up Procedure

® To delete users in a batch, select the users and click Delete. After being deleted, the users

cannot be authenticated.

e To disable users in a batch, select the users and click Disable. After being disabled, the users

cannot be authenticated.

e To enable users in a batch, select the users and click Enable.

7.18.3 Authentication Domain Management

Application Scenario

When a firewall functions as an SSL VPN gateway, the firewall implements the same policies,

including login authentication and resource authorization, for users in the same authentication

domain, facilitating unified management.

Prerequisites
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You have configured user information on the firewall or authentication server. For details, see

7.18.2 User Management. For details on how to configure user information on the

authentication server, see the corresponding server manual.
Procedure
(1) Choose Object > User Authentication > Authentication Domain.

(2) Click Create.

I Authentication Domain

I Delete | @ Enable & Disable & Refresh

Name Scenario User Location Description Operation

default SSLVPN Access Only Local Info - (:) Edit

(3) Configure authentication domain information.

< Back Create Authentication Domain
Basic Info
* Name

Enabled State @ Enable Disable

Description

User Management
* Scenario SSLVPN Access (O
* User Location

* Authentication Server @ Add RADIUS Server

=t Advanced Settings

Domain Name

Remaoval

Save
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Item Description Remarks
Basic Info

[Example]
Name Authentication domain name.

auth_domain_1

[Example]
Enabled State | Whether to enable the authentication domain.

Enable
Description Authentication domain description. N/A

User Management

Set the user authentication mode. The options are as

follows:

® Prefer Info on Server: User identity information,
including the username and password, is stored on
the authentication server or local firewall. The
information on the authentication server is

preferentially used for authentication.

® Prefer Local Info: User identity information, including
) the username and password, is stored on the
User Location o ] ) ) N/A
authentication server or local firewall. The information
on the local firewall is preferentially used for

authentication.

® Only Info on Server: User identity information,
including the username and password, is stored on

the authentication server for authentication.

® Only Local Info: User identity information, including
the username and password, is stored on the local

firewall for authentication.

Authentication o
Authentication server. N/A
Server

Advanced Settings
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Item Description Remarks

Whether to remove the authentication domain name from
Domain Name | the input username when a user logs in to the virtual N/A
Removal gateway on the SSL VPN client. By default, the

authentication domain name is not removed.

(4) After verifying the configuration, click Save.
Follow-up Procedure

e To delete authentication domains in a batch, select the domains and click Delete. After an

authentication domain is deleted, all users and user groups in the domain are also deleted.
e To disable authentication domains in a batch, select the domains and click Disable.

@ To enable authentication domains in a batch, select the domains and click Enable.

7.18.4 Authentication Settings

Application Scenario

Set password complexity requirements for user login to reduce the risk caused by weak

passwords.
Procedure
(1) Choose Object > User Authentication > Authentication Settings.

(2) Select a password strength level as required.

I Authentication Settings

Password Settings
Password Strength Settings

© High The password cannot be the same as the username and must be a string of 8-16 characters, which contains at least three character categories, including uppercase and lowercase letters, digits, and special characters.
Medium The password cannot be the same as the username and must be a string of 6-16 characters, which contains at least twa character categories, including uppercase and lowercase letters, digits, and special characters.

Low The password must be a string of 1-16 characters and cannot contain asterisks (*) only.

@ Note

After the password strength level is changed, the passwords of newly added users must meet
the complexity requirements of the new strength level. For details about user creation, see
7.18.2 7.18.2 2. Configuring Users.
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7.18.5 Authentication Server

Application Scenario

When a firewall functions as an SSL VPN gateway and server authentication is required, you
need to configure user identity information on the RADIUS server and add the RADIUS server

on the firewall first.
Precautions

® Ensure that the firewall can communicate with the authentication server. Otherwise,

authentication may fail.
e Currently, accounting is not supported.
Procedure
(1) Choose Object > User Authentication > Authentication Server.

(2) Click Create.

1 RADIUS Server List

[ Delete | @ Enable  Disable & Refresh

Name Active Authentication Server IP/Port Active Accounting Server I[P/Port Operation

No Data

(3) Configure the server.

< Back Add RADIUS Server
Basic Info
* Server Name
* Shared Password

* Active Authentication Server IP @ Authentication Port =~ 1812 (@ Accounting Port 1813 Tx Interface

Standby Authentication Server IP @ Authentication Port @ Accounting Port Tx Interface

=F Advanced Settings
Retransmission Times 3
Unit | Byte
Response Timeout 5
@ Enable Active Detection

* Detection Username
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Item Description Remarks
Basic Info
[Example]
Server Name RADIUS server name.
server_1
Password for communication between the firewall and
Shared authentication server. The password must be the same as N/A
Password that set on the authentication server. Otherwise,
authentication cannot be performed.
Authentication server that performs authentication.
® IP:IP address of the authentication server.
Act @ Authentication Port: Port on the authentication
ctive
o server that provides the authentication service.
Authentication N/A
Server ® Accounting Port: Port on the authentication server
that provides the accounting service.
@ Tx Interface: Interface on the firewall for sending
authentication packets.
When the active authentication server fails or has no user
information, the standby authentication server performs
authentication.
@ IP: IP address of the authentication server.
Standby L. o
o @ Authentication Port: Port on the authentication
Authentication ] o ) N/A
server that provides the authentication service.
Server
@ Accounting Port: Port on the authentication server
that provides the accounting service.
@ Tx Interface: Interface on the firewall for sending
authentication packets.

Advanced Settings
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Maximum times of resending authentication request

packets when the firewall does not receive a reply packet
Retransmission | from the authentication server. If the retransmission times | [Example]
Times configured for both the active and standby servers are 3
reached, the server is deemed as unreachable and the

authentication fails.

Unit of data flows that the firewall sends to the

[Example]
Unit authentication server. The value must be the same as the
traffic statistics unit on the server. byte
Timeout period in seconds for the firewall to receive a reply
Response o . [Example]
. packet from the authentication server. When the timeout
Timeout 5

period expires, the firewall sends a request packet again.

) After this function is enabled, the device sends a RADIUS
Enable Active )
packet every 10 minutes to detect whether the server can | -

Detection

be connected.

Username carried in the RADIUS packet. You are advised to
Detection set it to the active detection username provided by the
Username server. Otherwise, the server will generate a large number

of authentication failure logs.

(4) After verifying the configuration, click Save.
Follow-up Procedure
e To delete authentication servers in a batch, select the servers and click Delete.

e To disable authentication servers in a batch, select the servers and click Disable.

To enable authentication servers in a batch, select the servers and click Enable.
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8 Routine Maintenance

8.1 Checking Indicators on the Hardware Device Panel

Figure 8-1 and Table 8-1 describe the indicators on the device panel of the RG-WALL

1600-73200-S.

Figure 8-1 Front Panel

?
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Table 8-1 Components on the Front Panel
No. Component Description
@ Blinking green: The device is powered on and being
initialized.
1 SYS indicator S
@ Steady green: Initialization is complete.
® Steady red: An alarm is generated.
@ Steady green: The power supply is normal.
2 PWR indicator
® Off: The power supply is cut off or fails.
SATA hard disk ® Steady green: A hard disk is connected.
3
indicator @ Blinking green: Data is being read or written.
4 Reset button ® Restarting the device: Press the button for less than 3
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No. Component Description
seconds.
® Restoring factory settings: Press the button for more
than 3 seconds.
When you perform either of the preceding operations,
device status information is collected. After the device
restarts, you can access the web Ul of the firewall, choose
System > One-Click Collection, and download the
information.
It is used to connect to the console for device maintenance
and diagnosis.
5 Console port
Note: The console port is used only in special scenarios. For
details, contact technical support personnel.
6 USB port Two USB 2.0 ports can be used to connect USB drives.
. Electrical port O (port | It is used to access the device management page upon first
0/MGMT) login.
Speed indicators ® Steady orange: Gbit/s port speed
8 (square) of electrical
ports 0 to 7 @ Off: 100/10 Mbit/s port speed
Link/ACT status @ Steady green: The port is connected.
9 indicators (round) of | ® Blinking green: The port is receiving or sending data.
electrical ports 0 to 7 @ Off: The port is incorrectly connected.
® Steady green: The port is connected.
Optical port OF o ] o ]
10 o ® Blinking green: The port is receiving or sending data.
indicator
@ Off: The optical port is incorrectly connected.
Optical port 8F .
11 o ® Steady green: The port is connected.
indicator
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No. Component Description
@ Blinking green: The port is receiving or sending data.
® Off: The optical port is incorrectly connected.
_ Gigabit optical port. For details about optical modules that
12 Optical port 8F _
support this port, see Table 1-3.
_ 10 Gigabit optical port. For details about optical modules
13 Optical port OF ]
that support this port, see Table 1-3.
14 Electrical ports 1to 7 | They are used to connect network cables.

8.2 Checking Basic Configurations

Application Scenario

You can perform this operation to monitor the CPU, memory, and hard disk usage of the firewall.

The information allows you to process exceptions in a timely manner.

You can set the display cycle to real-time, recent 24 hours, or recent 7 days. The system displays

historical data about the CPU, memory, and hard disk usage in real time or of recent 24 hours or

recent 7 days.

Procedure

(1) Choose Monitor > Device Monitoring > Device Hardware Monitoring.

(2) Set Display Cycle.

Ruijie | Z se

Device Hardware Usage

QO Refresh

CPU Usage

100%

22:40

© Home | @ Monitor & Netwo

I Device Hardware Monitoring

Display Cycle | Recent 1 Hour

22:50 22:00 2310 22:20 2230
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(3) The page displays the CPU usage, memory usage, and hard disk usage in different areas.

I Device Hardware Monitoring

Device Hardware Usage

O Refresh

CPU Usage

100%

80%

60%

20%

Memory Usage

100%

80%

60%

22:50 23:00 2310

20%

Hard Disk Usage

100%

80%

60%

20%

22:50 23:00 23:10

23:20

Usage : 41.83%
Time : 2023-03-14 23:13:02

23:220

Display Cycle

Recent 1 Hour

23:40

23:30

23:40

22:50 23:00 2310

Follow-up Procedure

23:20

23:40

® App protection or DDoS protection is enabled.

@ Too many connections are created, many of which are initiated by

Item Description
In normal cases, the CPU usage should be lower than 80%. If the CPU usage is
too high for a long time, check the device and analyze the causes.

CPU The possible causes for high CPU usage are as follows:
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attackers.

In normal cases, the memory usage should be lower than 80%. If the memory

Memory . . . .
usage is too high for a long time, check the device and analyze the causes.
In normal cases, the hard disk usage should be lower than 90%. If the

Hard disk remaining hard disk space is too small for a long time, check the device and

clear the hard disk space.

8.3 Log Monitoring

Log information refers to the packet processing information recorded by the firewall. The network
administrator can effectively monitor the network running information and diagnose network
faults based on the log information. The network administrator can also track, record, and analyze
network access of users in real time and audit network access behavior of users. The firewall can

export system logs, security logs, and operation logs and back up log files to a third-party server
through Syslog.

8.3.1 Querying System Logs

Application Scenario

By querying system logs, the administrator can view the runtime logs generated during the
system running process and log records related to the hardware environment to check whether

the firewall keeps running properly. If a fault occurs, the administrator can locate and analyze the

fault based on the system logs.

Procedure

(1) Choose Monitor > Log Monitoring > System Log > Unhandled.

RUIJIC | Z series Firews © Monitor

1 System Log

Unhandled | Handled
B SettoHandied  [% Expor

Security Level Log Type Time Details Operation
Link Status
Link Status

Hard Disk Alarm
CPU Alarm
CPU Alarm
Link Status
Link Status
Link Status

CPU Alarm

Link Status

394



Product Cookbook

Routine Maintenance

(2) The system log-related information is displayed on the web page.

Field Description
Security Level | Security level of a system log.
Log Type Type of a system log.
Time Time when a system log is generated.
Details Detailed information of a system log.
Operation Click Se't to Handled to mark a log as Handled and switch to the Handled
tab to view handled logs.
U Note

The system supports fuzzy match by the security level, log type, or other keywords. Only system

logs matching the search criteria are displayed on the page.

Follow-up Procedure

e Select multiple logs and click Set to Handled to modify the status of the selected logs to
Handled in a batch.

e Click Export to export system logs to the local device in the Excel format, facilitating

subsequent query.

e (lick Refresh to obtain the latest system logs.

8.3.2 Querying Security Logs

Application Scenario

By querying security logs, the administrator can obtain traffic attack information on the network

to check the network bandwidth usage and whether security policies and bandwidth policies are

effective.

Procedure
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(1) Choose Monitor > Log Monitoring > Security Log.

(2) The security log-related information is displayed on the web page.

I Security Log

Search Criteria:

Attack Type  Defense Rule Dest. Address/Z
No.  Severity Security Event Log Type Time Src. Address i App Action Operation

Field Description
Severity Severity level of a problem marked in the security log.
Security Event Description of a security event recorded in the log.

Type of a security event recorded in the log.
Log Type [Example]

IPS attack

Type of the attack recorded in the log.
Attack Type [Example]

Heap Overflow

Time Time when a security log is generated.
Src. Security Zone Source security zone in a security policy.
Src. Address Source address in a security policy.

Src. Port Source port in a security policy.

Dest. Port Destination port in a security policy.
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Field Description

Dest. Security Zone Destination security zone in a security policy.

Dest. Address/Zone Destination address in a security policy.

Action Operation result of a security policy on the traffic.
Operation Click View Details to obtain details about a security log.
& Note

You can click Search Criteria to set the keywords for log query. Only security logs matching the
search criteria are displayed on the page.

Follow-up Procedure

e Click Export to export security logs to the local device in the Excel format, facilitating

subsequent query.

e C(lick Refresh to obtain the latest security logs.

8.3.3 Querying Session Logs

Application Scenario

By querying session logs, the administrator can view detailed information of each data flow,
including 5-tuple information of the data flow (source IP address, source port, destination IP
address, destination port, and protocol) as well as the security policy hit by the data flow and the

application carried in the data flow.
Procedure
(1) Choose Monitor > Log Monitoring > Session Log.

(2) The session log-related information is displayed on the web page.
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I Session Log

Protocol Forward Pa  Forward By ReversePa  Reverse By

Security Po
licy

Operation

ckets tes ckets tes

' Note

You can click Search Criteria to set the keywords for log query. Only session logs matching the

search criteria are displayed on the page.

Follow-up Procedure

Click Export to export session logs to the local device in the Excel format, facilitating

subsequent query.

Click Custom Field to set the fields to be displayed on the page.

Click Refresh to obtain the latest session logs.

8.3.4 Querying Operation Logs

Application Scenario

By querying operation logs, the administrator can view the online records of users, including the

IP address used for login, operation object, action, and operation time. This information allows

the administrator to know user activities on the network, detect abnormal user login or network

access behavior, and respond in time.

Procedure

(1) Choose Monitor > Log Monitoring > Operation Log.

398



Product Cookbook Routine Maintenance

I Operation Log
[% Export  © Refres

Search Criteria

Admin Host IP Operation Object Operation Operation Time Source Description Operation
admir 2023-03-14 23:30:12 eweb Device Self-Test ta
admin 2023-03-14 2323:20 ew Deta
admi 2023-03-14 23:2; eta
admin 20230314 232255 ctal
admi Stop diagnosis task 2023-03-14 23:19:38 eweb Stop diagnosis task Success eta
admin ast Syslog EnabledsyslogtRiEs s 2023-03-14 23:10:29 eweb EnabledsyslogtRiEse S Failure

orwarding
admin User logs in Login 2023-03-14 22:45:39 ewed Log In Success
admin n Log 39:0 Log in Success. tai
admin ser logs in Login 023-03-14 22:32:19 Login S
admin User logs in Log in 2023-03-14 22:32:10 eweb Incorrect sre

(2) The operation log-related information is displayed on the web page.

Field Description
Admin Name of the administrator who performs the operation.
Host IP Host IP address used by the administrator to log in to the firewall.
Operation Object Type of the object managed by the administrator.
Operation Specific operation performed by the administrator.
Operation Time Time when the administrator performs the operation.
Description Description of the operation log.
Operation Click View Details to obtain details about an operation log.
U Note

You can click Search Criteria to set the keywords for log query. Only operation logs matching the
search criteria are displayed on the page.

Follow-up Procedure

e C(lick Export to export operation logs to the local device in the Excel format, facilitating
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subsequent query.

e C(lick Refresh to obtain the latest operation logs.

8.3.5 Configuring the Syslog Server

Application Scenario

If the firewall is not installed with a hard disk upon factory delivery, logs can only be stored in the
memory (for no longer than 1 day) and all the logs in the memory will be lost after device restart.
To ensure that more log information can be obtained, the system logs and security logs of the

firewall can be transmitted to a third-party log platform through Syslog for storage and analysis.
Procedure
(1) Choose Monitor > Log Monitoring > Syslog Server.

(2) Set parameters for the Syslog server.

RUIIe | Z series Firew

1 Syslog Server

The syslog protocol can be used to send firewall logs to a third-party log analysis platform for unified storage, analysis, and processing. Note:When the fast syslog forwarding feature s enabled, it will accupy bandwidth and

ervices. Please operate with caution.

Fast Syslog Forwarding

Syslog Serverl syslog Server2

Port 514

publicstand @ rfc3164 ric5424

ardProtacolVe

;:Esy:lugfeﬁiﬂj.?ti
Item Description Remarks

IP address of the Syslog Set this parameter to the IP address of the
Server IP

server. Syslog server.

The default value is 514.
Port number for receiving

Port e L The value must be the same as that
the log notifications.

configured on the Syslog server.

Log Type Type of the log in the Syslog | Select the log type for which a Syslog

400



Product Cookbook Routine Maintenance

notification, including notification needs to be sent.

system log and security log.

(3) Click Save.
8.4 Traffic Monitoring

8.4.1 Querying Interface Traffic Monitoring

Application Scenario

Interface traffic monitoring is used to display the traffic trend of a device interface and the

detailed traffic information of the interface in a certain period of time.
Procedure
(1) Choose Monitor > Traffic Monitoring > Interface Traffic Statistics.

(2) Click Interface Traffic Statistics, select the interface to query, and set the query cycle. The

system displays the interface traffic trend chart, including the uplink traffic and downlink

traffic.

@ Monitor

Sre. IP Traffic Statistics App Traffic Statistics Interface Traffic Statistics

Interface Traffic Statistics|| Interface Traffic Details nterface  All WAN Interfaces Display Cycle Real-Time

(3) Click Interface Traffic Details to view the detailed traffic information of the interface.
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Src. IP Traffic Statistics App Traffic Statistics Interface Traffic Statistics

Interface Traffic Statistics | Interface Traffic Details

[*) Export = & Refresh

Interface Interface Status Zone P Uplink Downlink

Ge0/0 m trust 192.168.1.200/24 748bps 1.11Kbps
Ge0/1 L] untrust Obps Obps
Ge0/2 trust Obps Obps
Ge0/3 untrust Obps Obps
Ge0/4 trusti Obps Obps
Ge0/> m untrust! 553bps 614bps
Ge0/6 L] trust 192.168.1.1/24 Obps 512bps
Ge0/7 L] untrust 172.20.37.124/24 2.12Kbps 177.31Mbps
Ge0/8 Obps Obps
TenGe0/0 Obps Obps

Follow-up Procedure
e C(Click Export to export interface traffic information to the local device in the Excel format.

o C(lick Refresh to obtain the latest interface traffic information.

8.4.2 Querying Source IP Traffic Statistics

Application Scenario

Source IP traffic statistics collection is used to display the uplink traffic, downlink traffic, and
number of sessions based on source IP traffic statistics. This function is disabled by default. After
you enable this function, real-time app traffic statistics collection is also enabled, which consumes
a high proportion of the device performance. You are advised to enable this function in an

off-peak period.
Procedure
(1) Choose Monitor > Traffic Monitoring > Src. IP Traffic Statistics.

(2) Enable Real-Time Traffic Statistics.
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© Home & Monitor

Src. IP Traffic Statistics App Traffic Statistics Interface Traffic Statistics

(D Real-Time Traffic StatisticD

(3) In the dialog box that is displayed, click OK.

Tip ®

© Are you sure you want to enable real-time
source IP traffic statistics?

When this function is enabled, the device performance is
greatly affected.
The real-time application traffic statistics function is
simultaneously enabled.

(4) Top 10 source IP addresses with high traffic as well as the source IP address and other
information are displayed on the page. You can set Rank to Top 20 to display top 20 source IP
addresses with high traffic.

Sre. IP Traffic Statistics App Traffic Statistics Interface Traffic Statistics

@ Real-Time Traffic Statistics

[*] Export Al & Refresh Time: Today

*t0 Refresh Interval 2 min Rank Display Sessions(®

Rank Sre. IP App Uplink Traffic Downlink Traffic Total Traffic Traffic Percentage

No Data
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(5) (Optional) Click Export All to export the real-time traffic statistics to the local device.

Src. IP Traffic Statistics App Traffic Statistics Interface Traffic Statistics

Real-Time Traffic Statistics

[% BxportAll| & Refresh  Time: Today

*to Refresh Interval |~ 2 min Rank | Top 10 Display Sessions(D

Rank Src. IP App Uplink Traffic Downlink Traffic Total Traffic Traffic Percentage

8.4.3 Querying App Traffic Statistics

Application Scenario

App traffic statistics collection is used to display the uplink traffic, downlink traffic, and number of
sessions by app. This function cannot be enabled or disabled separately. Its enabling or disabling

status is the same as that of the source IP traffic statistics collection function.
Procedure
(1) Choose Monitor > Traffic Monitoring > App Traffic Statistics.

(2) Top 10 apps with high traffic as well as the traffic information are displayed on the page. You
can set Rank to Top 20 to display top 20 apps with high traffic.

Src. IP Traffic Statistics App Traffic Statistics Interface Traffic Statistics

Real-Time Traffic Statistics

[?!) Export Al & Refresh  Time; Today

10 Refresh Interval 2 min Rank Top 10 Display Sessions
Rank App Src. IP Uplink Traffic Downlink Traffic Total Traffic Traffic Percentage
1 HTTPSHY 10.101.1.102... 14.84Kbytes 14.14Kbytes 28.98Kbytes 55.34%
2 EEREE 192.168.1.44. 15.25Kbytes 6.70Kbytes 21.95Kbytes 41.90%
3 360HTTPS 192.168.1.44. 793.00bytes 224.00bytes 1017.00bytes 1.90%
4 DNS 192.168.1.44 131.00bytes 335.00bytes 466.00bytes 0.87%

(3) (Optional) Click Export All to export the real-time traffic statistics to the local device.

Sre. IP Traffic Statistics App Traffic Statistics Interface Traffic Statistics

Real-Time Traffic Statistics

[% ExportAll | & Refresh  Time: Today

“to Refresh Interval 2 min Rank  Top 10 Display Sessions
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8.5 Session Monitoring

8.5.1 Overview

The firewall displays the status of a connection established between two parties in the
communication by session. One session indicates a connection between the communicating
parties. A session records 5-tuple information (source IP address, source port, destination IP
address, destination port, and protocol) of a connection. Packets with the same 5-tuple

information belong to the same connection, that is, the same session.

8.5.2 Real-Time Session Information

Application Scenario

The real-time session information function is used to collect and display the current number of
sessions. You can block a session based on service needs. After a session is blocked, the firewall
discards subsequent packets transmitted over this session and the session is no longer displayed

on the page.
Procedure
(1) Choose Monitor > Traffic Monitoring > Session Monitoring > Real-Time Session Info.

(2) Select the desired session and click View Details to view the session creation time, hit security

policy, number of forward packets, and number of reverse packets.

RUIJIe | X seres Firewal

Session Change Trend Real-Time Session Info Session Statistics
d O Refre
Search Criteria:
Session Creation  Time Before Sess

Tine R Sre. Address Dest. Address Sre. Port Dest. Port Protocol App Security Policy ~ Operation
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Session Description

Basic Info

Session Creation Time:2023-03-15 00:06:55

Src. and Dest.

Src. Address:10.101.1.102
Src. Port:7807

NAT Src. Address:-

NAT Src. Port:-

More

Protocol:TCP

Inbound Interface:GeQ/7
Forward Packets:7
Reverse Packets:4

Security Policy:local

Routine Maintenance

®

Time Before Session Timeout:1Second

Dest. Address:172.20.37.124
Dest. Port:443

NAT Dest. Address:-

NAT Dest. Port:-

App:HTTPSprotocol
Outbound Interface:lo
Forward Bytes:816
Reverse Bytes:320

Session State:connection being closed and
connection resources being reclaimed

Disable

(3) (Optional) Click Search Criteria to set the criteria for filtering sessions.

Session Change Trend Real-Time Session Info Session Statistics

2 Block | Search Criteria | | [ Custom Field | | &

Search Criteria: Session Creation Time: 60Minute

Refresh

Clear

Session Creation  Time Before Sess

Src. Address Dest. Address

Time ion Timeout

2023-03-15 00:07:
20 9Second 192.168.1.44 112.64.200.152

2023-03-15 00:07:
2 6Second 192.168.1.44 211.91.77.220

2023-03-15 00:07:
2 6Second 192.168.1.44 211.91.77.220

2023-03-15 00:07:
20 9Second 192.168.1.44 61.240.129.36

2023-03-15 00:07:
1Second 10.101.1.102 172.20.37.124

25

Refresh Interval 30s

Src. Port Dest. Port Protocol App Security Policy
allow_trust to_un
55896 80 TCP HTTP-BROWSE ST
trust
allow_trust to_un
55899 443 TCcp 360HTTPS - -
trust
allow_trust to_un
55900 443 TCcp 360HTTPS - -
trust
allow_trust to_un
55897 80 TCcp HTTP-BROWSE - -
trust
7825 443 TCP HTTPSprotocol local

Operation
Block
View Details

Block
View Details

Block
View Details

Block
View Details

Block
View Details

(4) (Optional) Select one or more sessions and click Block to block the selected sessions.
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Session Change Trend Real-Time Session Info

Q Search Criteria | [ Custom Field | & Refresh

Search Criteria: Session Creation Time: 60Minute Clear

Session Statistics

Session Creation  Time Before Sess
. - N Src. Address Dest. Address
Time ion Timeout

2023-03-15 00:07

2Second 10.101.1.102
55

172.20.37.124

2023-03-15 00:07:

. 30Minute0Second 10.101.1.102

172.20.37.124

Src. Port

7842

7843

Dest. Port

443

Protocol

TCP

TCP

Routine Maintenance

(5) (Optional) Click Custom Field to set the session fields to be displayed on the page.

Session Change Trend Real-Time Session Info

[ Custom Field | & Refresh

Search Criteria: Session Creation Time: 60Minute Clea

Session Statistics

2 Block | :Q Search Criteria

Session Creation  Time Before Sess

Time ion Timeout Sre. Address

Dest. Address

2023-03-15 00:07:

. 2Second 10.101.1.102 172.20.37.124
2023-03-15 00:07:
. 30Minute0Second 10.101.1.102 172.20.37.124

8.5.3 Session Statistics Collection

Application Scenario

Src. Port

7842

7843

Dest. Port

443

443

Protocol

TCP

TCP

Refresh Interval 30s
App Security Policy Operation
Block
HTTPSprotocol local . ;
View Details
Block
HTTPSprotocol local
View Details
Refresh Interval 30s
App Security Policy Operation
Block
HTTPSprotocol local
View Details
Block
HTTPSprotocol local . .
View Details

The session statistics collection function is used to collect the total number of sessions, number of

TCP sessions, and number of UDP sessions established for each source IP address and the number

of sessions added per second. Enabling this function consumes a high proportion of the device

performance. You are advised to enable this function in an off-peak period.

Procedure

(1) Choose Monitor > Session Monitoring > Session Change Trend.

(2) Enable Session Statistics.
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Ruiie | i s Firewa © Home & Monitor

Session Change Trend Real-Time Session Info Session Statistics

(D Session Statistic

Session Monitoring

(3) In the dialog box that is displayed, click OK.

Tip ®

© Are you sure you want to enable real-time
session statistics?

When this function is enabled, the device performance is
greatly affected.

(4) Click the Session Statistics tab to view top 10 source IP addresses with high session quantity
as well as the session information. You can set Rank to Top 20 to display top 20 source IP

addresses with high session quantity.

Session Change Trend Real-Time Session Info Session Statistics
& Refresh Refresh Interval 30s Rank
Session Percenta Other Sessions New Sessions per  TCP Sessions per  UDP Sessions per
Rank Src. IP All Sessions TCP Sessions UDP Sessions
ge Second Second Second
1 10.101.1.102 2 100.00% 2 0 0 on 01 0
2 192.168.1.44 0 0.00% 0 0 0 0 0 0

408



Product Cookbook Routine Maintenance

8.6 Intelligence Overview

Application Scenario

The intelligence overview function is used to display the hit distribution by intelligence type and
the intelligence hit trend. This information can help administrators effectively master threats in
the current network environment and then develop more refined protection policies to protect
LAN hosts.

Procedure

(1) Choose Monitor > Intelligence Overview.

RUIIE | Z Series Firew © Monitor

I Intelligence Overview Cycle Recent 1 Day

Hit Distribution by Intelligence Type Intelligence Hit Trend

Hit Src. IP Ranking Hit Dest. IP Ranking Hit Domain Name Ranking

(2) Click the drop-down list box in the upper right corner of the page and set a cycle for
collecting intelligence hit statistics. The system displays the intelligence hit data in the

specified cycle.

Cycle Recent 1 Day

(3) View the intelligence hit data on the page. The information consists of five parts as listed in

the following table.

Item Description

Hit Distribution | Displays hit distribution by intelligence type in a pie chart. This information
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by Intelligence
Type

allows administrators to master major threats in the current network

environment so that they can intensify protection accordingly.

Move the pointer over this area to view the number of hits of each

intelligence type and the proportion.

Intelligence Hit
Trend

Displays the number of hits of threat intelligence in various periods within
the statistical cycle in a line chart. This information helps administrators
find periods with high occurrence of attack threats or check whether

protection measures are effective.

Move the pointer over the line chart to view the number of hits over each

period.

Hit Src. IP
Ranking

Displays the ranking of source IP addresses with threat intelligence by the
number of hits. This information helps administrators analyze the threat
source and then develop corresponding protection measures to block the

traffic from these source IP addresses.

Click an IP address to switch to the security log page. Security logs of this

source IP address are automatically filtered out.

Hit Dest. IP
Ranking

Displays the ranking of destination IP addresses with threat intelligence by
the number of hits. This information helps administrators analyze
addresses of compromised hosts on the botnet or IP addresses attacked by
malicious programs and then develop corresponding protection measures

to protect these hosts.

Click an IP address to switch to the security log page. Security logs of this

destination IP address are automatically filtered out.

Hit Domain

Name Ranking

Displays the ranking of domain name addresses with threat intelligence by
the number of hits. This information helps administrators analyze malicious
domain names and then develop corresponding protection measures to

block and protect the traffic from these domain names.

Click a domain name to switch to the security log page. Security logs of this

domain name are automatically filtered out.
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9 Advanced Features

9.1 ALG

9.1.1 Overview

Application Level Gateway (ALG) analyzes application layer packet information using the
multi-channel protocol and performs address translation on the IP address, port number, and
special fields in the payload to ensure correct communication at the application layer. For special
applications such as TFTP and FTP, data ports must be randomly enabled according to the session
process. The Z-S series firewall can identify these protocols and dynamically enable or disable
ports during the session control process to guarantee application availability to the maximum

extent.
Related Concepts

® Session: A session records packet exchange information at the transport layer, including the
source IP address, source port, destination IP address, destination port, protocol type, and
VPN instance to which the source/destination IP address belongs. Exchange information of
the same packet belongs to the same flow. One session corresponds to two flows in the

forward and reverse directions.

e Dynamic channel: When an application layer protocol packet contains address information,
the address information is used to set up a dynamic channel. After that, packets from this

address are automatically transmitted over this dynamic channel.
Technical Principles

The ALG feature can be used with the NAT feature to implement address translation on the packet
payload and be used with the Application Specific Packet Filter (ASPF) feature to implement

dynamic channel detection and application layer status detection.

For a multi-channel application protocol, address information in the data payload of IP packets
must be translated to ensure successful setup of subsequent dynamic channel on a NAT-enabled

network. The role of ALG is to implement address translation on the payload.

9.1.2 Configuring ALG

Application Scenario

ALG guarantees normal packet filtering and NAT based on the temporarily negotiated port

number when a multi-channel protocol is used for data transmission.
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Procedure

(1) Choose Policy > NAT Policy > ALG.

Ruijie | Z ser ewal © Home @ Monito Network % Object = G2 Policy

@ Select the protocols for which you want to enable the ALG function.
After this function is enabled for a multi-channel protocol, packet filtering and NAT can be performed on the ports that are temporarily negotiated in the protocol.

Select Al

FTP(TCP, port number: 21)
TFTP(UDP, port number: 69)

DNS-UDP(UDP, port number: 53)
SIP-TCP(TCP, port number: 5060)

SIP-UDP(UDP, port number: 5060)

(2) Select the protocol names for which ALG needs to be enabled and click Save.

After the ALG function is enabled, information in the packets of these protocols can be translated
by NAT.
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1 0 FAQs

10.1 Product Knowledge

10.1.1 What Is the Hardware Architecture of the RG-WALL 1600-Z-S

Series Firewall?

The RG-WALL 1600-Z-S series firewall uses a hardware architecture with multi-core CPU and
multiple ASIC chips. With the onboard design for the CPU memory, the firewall supports ECC,
hardware flow attack defense, dual-boot instruction to reduce the probability of device start
failures caused by boot problems. The design of multiple ASIC chips enables the firewall to

support eight electrical ports, two GE optical ports, and four 10GE optical ports.

The performance of the RG-WALL 1600-Z-S series firewall can be expanded through license
authorization, capable for all the 3G-10G forwarding scenarios. Apart from software performance
expansion, the hardware can also be well expanded. The firewall supports two expansion slots and
can be expanded to support 40GE port, 4GE electrical port + 4GE optical port, redundant power
modules, and 1 TB hard disk.

The overall hardware design adopts the area-based power solution to avoid whole machine

restart caused by short circuit of the USB drive or optical module.

10.1.2 What Are the Restrictions of Port MGMT?

It is not recommended to use port MGMT as a service port, and port MGMT cannot be

configured to work in transparent or off-path mode.
10.2 Firewall Deployment

10.2.1 What Firewall Deployment Modes Are Supported?

As a security device used to protect the network infrastructure, the Z-S series firewall can be
widely used on various types of networks. The Z-S series firewall supports multiple deployment
modes and network features to adapt to diversified network environments. The major

deployment modes of the Z-S series firewalls include:
e Transparent mode - office network egress link - single-in single-out

Scenario overview: The firewall is transparently deployed between the egress gateway and

core switch through one GE electrical port on each side. Access control policies, IPS policies,
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DDosS policies, and application control policies are enabled on the firewall to control and

protect assets on the public network.

&\.
Internet

L4

Egress gateway :\?@

Firewall ,.,’

»;\J\‘{s
5 —_r
Core switch
Office area

S|

&
N

Office terminals

e Transparent mode — area boundary - single-in single-out

Scenario overview: The firewall is transparently deployed at an area boundary (such as the
DMZ) between the egress gateway and access switch through one GE electrical port on each
side. The firewall generates refined access control policies for users through port scan and
traffic learning and is enabled with IPS, DDoS, and application control to control and protect

assets (such as servers providing services to external users) in an area.
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LN
Internet X
DMZ
\ NG N A .
Egress gateway 3@\; l‘f’ ‘;ﬁ? \\;:,' WWW
Firewall ~ Access switch SN
-2 E-mail
s —~
AL » 2. DNS
Core switch -
Office area
N N N)
> 7 >,

Office terminals

® Gateway mode - single ISP access

Scenario overview: The firewall is deployed at the Internet egress in gateway mode and is
connected to a single ISP. The WAN GE port is configured with DHCP or a fixed IP address. The
firewall connects to the LAN office area and the DMZ server area through GE electrical ports.
NAT and DHCP are enabled on the firewall to allow office terminals to access the Internet.
Access control policies, IPS policies, DDoS policies, and application control policies are
enabled on the firewall through port scan and traffic learning to control and protect assets

and servers on the office network.
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FAQs

DMZ

WWw

\?

(

E-mail

%%

/.
.//

&

DNS

(

Scenario overview: The firewall is transparently deployed on the network. It connects to the

LAN areas through multiple ports and connects to the Internet through the same WAN port

to provide services to external users.
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10.2.2 Can GE Optical Port and 10GE Optical Port Form a Bridge?

The GE optical port and 10GE optical port can form a bridge.
10.3 Typical Feature Configuration

10.3.1 How Is Source NAT Implemented?

Source NAT means source network address translation for packets, which is implemented through
NAT policies. You need to specify the source security zone, source address, destination security

zone, destination address, and data packet after translation in a NAT policy.

10.3.2 Does the Firewall Support Link Detection?

The firewalls running NTOS1.0R3 and later versions support link detection.

10.3.3 Does the Z-S Series Firewall Block TCP Sessions in the Secondary

Traversal Scenario?

No. However, if the same packet flow traverses the firewall for a second time, secondary
authentication of SYN-Cookie will be triggered if SYN flood attack defense (DDoS attack defense)

is enabled, causing TCP connection setup failure.

10.3.4 Does the Firewall Support Port Aggregation?

The firewalls running NTOS1.0R4 and later versions support port aggregation.
10.4 Login Management

10.4.1 What CanI Do IfI Fail to Log In to the Web Page?

Possible Causes
e The firewall is not fully started.
® A network connection error occurs between the PC and firewall.

® The address https://Device IP address is incorrect. (The default address https://192.168.1.200

can be used.)
® The browser is incompatible.

Solution
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(1) Wait for about 2 minutes until the firewall is started. Observe indicators (including PWR, SYS,

and interface status indicators) on the firewall until all of them are on and try again.

(2) Check the Link/ACT indicator on the interface. If the indicator is blinking green or steady on,
the connection is normal. Check whether the IP addresses of the PC and firewall are on the

same network segment. (The default address 192.168.1.9 can be used.)

(3) Confirm that the address (https://Device IP address) entered in the address bar is correct. (The
default address https://192.168.1.200 can be used.)

(4) Change the browser.

10.4.2 What Can I Do If I Fail to Log In to the System Through SSH?

Possible Causes

The SSH port number is incorrect.
Solution

(1) Check the network connection.

(2) If the network connection is normal, choose System > System Config > Service Parameters >

SSH and modify the SSH port number.

Figure 10-1Modifying the SSH Port Number

Ru;ﬁ_e Z Series Firewall © Home 7 Monitor & Network & Object 2 Policy {23 System

Web SSH Advanced Settings

* Allowed Consecutive 3

Login Failures
* Lockout Period (min) 1

e ele Save Restore Defaults

418


https://192.168.1.200/

Product Cookbook FAQs

10.5 O&M and Monitoring

10.5.1 How Do I View the CPU, Memory, and Hard Disk Information of

the Firewall?

Log in to the web management page, and view the CPU, memory, and hard disk usage on the
home page.

Ruijie | z s all @ Home  © Moni

policies to be optimized

traffic exceptions to be
handled

CPU Memory Hard Disk

10.5.2 How Do I View the Interface Traffic of the Firewall?

Log in to the web management page, choose Monitor > Traffic Monitoring > Traffic

Monitoring > Interface Traffic Statistics, and view the interface traffic.
GHome = ©Monitor  ® Network & Object & Policy &3 System @

Src. IP Traffic Statistics App Traffic Statistics Interface Traffic Statistics

Interface Traffic Statistics | Interface Traffic Details Interface | All WAN Interfaces & Display Cycle Real-Time

Interface:All WAN Interfaces
140.00Kbps
120.00Kbps
100.00Kbps
80.00Kbps
60.00Kbps
40.00Kbps
20.00Kbps
Obps

2331 23:32 2333 2334 2335

Select an interface and set the display cycle to view the real-time traffic or traffic trend of the
interface.
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1 1 Troubleshooting

11.1 Security Policy

11.1.1 Principle

(1) The NGFW uses security policies to control data flows in a unified manner and facilitate user
configuration and management. Security policies can be configured on the firewall to

effectively control and manage data flows passing through it.

(2) After a firewall receives a data packet, the firewall matches the packet information including
the direction, source address, destination address, protocol, and port number with security
policies configured by the user to determine whether to set up a data flow. After a data flow is
set up, the firewall associates the data flow with a policy to permit or discard subsequent
packets transmitted over this data flow. You can determine whether to perform Layer 7 service

processing on the permitted data flows.

(3) Layer 7 service processing means that the firewall can block data flows or generate alarms
based on the IPS and virus protection rules. The firewall permits data flows that do not match

any IPS or virus protection rule.

(4) If no security policy is configured, the system has a default policy in which all items are set to
any and the action is Deny. In this case, the firewall blocks all the data flows passing through
it.

(5) Security policies are matched from up down to process data flows passing through the firewall.

They do not apply to data flows destined to the firewall or data flows sent by the firewall.

11.1.2 Configuration Points of Security Policies

Basic elements of a security policy include matching condition and action. Matching conditions
include the data flow direction, source address, destination address, service, and policy effective

time range.

The data flow direction is determined by the source security zone and destination security zone,
while the source address, destination address, service, and time range can directly reference

defined objects.

(1) Source security zone: Incoming direction of a data flow, which must be a defined security zone.

The value any indicates all security zones.
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(2) Source address: Source address of a data flow, which can be referenced from a defined

address object or address group object. The value any indicates any source address.

(3) Destination security zone: Outgoing direction of a data flow, which must be a defined security

zone. The value any indicates all interfaces.

(4) Destination address: Destination address of a data flow, which can be referenced from a
defined address object or address group object or be referenced from a virtually mapped IP

address.

(5) Policy effective time range: Time when a policy takes effect, which can be referenced from a

configured time object. The value any indicates all the time.

(6) Service: Service attributes of a data flow, including the protocol, source port, and destination
port, which can be referenced from a system pre-defined service or a defined service object or

service group object. The value any indicates all services.
(7) Application: Application type of a data flow. The value any indicates any application.

(8) Action: Action performed on data flows meeting the matching conditions. The action can be

Permit or Deny.

(9) Content security: Content template that can be selected for permitted data flows. The firewall
matches the data flows based on rules in the selected template. Currently, only URL filtering,

intrusion prevention, and virus protection templates are supported.

11.2 Data Packet Processing

The following figure shows data packet processing of the firewall.

421



Product Cookbook Troubleshooting

Data packet

A

Data flow processing: IN

NIC interface .| DosS defense _ IP header _ Destination Routing
(link layer) o policy | integrity check | | address translation table
ki
Status Session tracking
detection ﬁl‘i?ﬁﬁ -— Policy query -=— iden?}fi)fation - (session table
engine P 9 maintenance)

No (fast routing)

UTM
Flow :
detection Intrusion
i detection (IPS)
engine
\A

Source address .| Routing o NIC Data packet
translation . table 7| interface P

Data flow processing: OUT

(1) Interface (NIC interface)

The NIC interface drive is responsible for receiving data packets and forwarding the packets to the

next node.
(2) DoS sensor (DoS defense, disabled by default)

The DoS sensor is responsible for filtering out DoS attacks such as SYN flood, UDP flood, and
ICMP flood and limiting the number of concurrent connections of the specified source or

destination IP address.
(3) IP header integrity check
The firewall checks the integrity of the data packet header.
(4) DNAT (destination NAT)

The firewall checks the destination IP address in the data packet. If the destination IP address is in
the VIP (destination NAT) table, the firewall translates the destination IP address into a mapped IP

address (real IP address) and port number.
(5) Routing

The firewall determines the outbound interface of the data packet based on the destination IP

address.

(6) Stateful inspection engine
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The stateful inspection engine consists of the following components:
® Policy lookup

In the session setup stage, the firewall determines whether to allow data to pass, sets up a
session statue, and determines whether to send the data to the flow-based inspection engine

based on whether the policy is associated with a content template.
® Session track

The firewall maintains the session table and tracks the session status, NAT, and other relevant
functions. After a session is set up, the firewall no longer matches policies for subsequent data

packets but directly forwards the packets based on the session status.
® Session helpers (that is, ALG)

The firewall can dynamically enable policies, be enabled with NAT, automatically modify the
payload, and take other measures to ensure normal communication of special applications such
as FTP and TFTP,

(7) Flow-based inspection engine

If IPS is enabled in a firewall policy, the flow-based inspection engine takes over to process

subsequent data packets of a session.
(8) Source NAT

If NAT is enabled in a policy, the firewall translates the source IP address and source port of a data
packet into the destination interface address or an IP address in an IP address pool (usually a

public network IP address).
(8) Routing

The firewall determines the outbound interface of a data packet and forwards the data packet

using the routing engine.
(10) Egress

The NIC of the flow outbound interface sends the data packet out of the firewall.

11.3 Diagnostic Center

Application Scenario

The diagnostic center integrates various functions including traffic receiving detection, basic

configuration (security policy and NAT policy) detection, packet tracing, and traffic forwarding
detection and provides a standard troubleshooting roadmap to help you locate network faults
with one click. It also offers explicit and practicable recommendations to achieve efficient and

easy network troubleshooting.
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U Note
The diagnostic center function is supported from NTOS1.0R3. If your version is lower than

NTOS1.0R3, upgrade it to NTOS1.0R3 or higher.

Procedure

(1) Choose System > Fault Diagnosis > Diagnostic Center.

(2) Click Diagnose.

I Diagnostic Center

Network Connectivity Diagnosis

Network connectivity is interrupted
. P s < e

s Tow:

Diagnostic Center Overview

The diagnostic center integrates various functions Inc roadmap to help you quickly and accurately
ocate

@

(3) Enter the source/destination IP address, source/destination port, source/destination MAC
address, inbound interface, and protocol, and click Diagnose. The firewall checks the network

connectivity between the specified source and destination IP addresses.

Network Connectivity Diagnosis

Diagnostic Parameter Settings

(i) The diagnostic parameters will be used throughout the diagnostic process, covering basic configuration detection, packet tracing, and traffic receiving and forwarding detection.
Note: You are advised to minimize the range to achieve a better diagnostic result. If the diagnostic range is too large, only 1000 flows will be obtained. Packet tracing only displays the

packets forwarded by the CPU, but not those forwarded through hardware fast forwarding.

* (D Src. Address @ Src. Port
@ Dest. Address @ Dest. Port
Inbound Interface * Protocol

@ Sre. MAC O Dest. MAC

(4) (Optional) Stop diagnosis or exit the diagnostic task at any time if required.
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Network Connectivity Diagnosis

Fault Diagnosis Tracing

Diagnostic Parameters:

2

23%

Src. Address:172.20.37.124  Src. Porkany  Dest. Addressiany

fic Receiving Detection

ompleted within 23Second

Diagnostic Result

£f Result Details

Dest. Port:any

Troubleshooting

Inbound Interface:  ProtocolTCP Sre. MAC: any  Dest. MAC: any

Pause Network Diagnosis

No data

(5) After the diagnosis is complete, the diagnostic result and diagnostic details are displayed in

the lower part of the page. After you troubleshoot the fault based on the diagnostic details,

click I have handled the problem.

Network Connectivity Diagnosis

Fault Diagnosis Tracing

Diagnostic Parameters:  Src. Address:192.168.1.44  Src. Port:any

2

c Receiving Detection

Basic Config Detection

The following 1
Diagnostic Result

Result Suggestion

interfacemodule: The interface has not obtained an IPv4 address.(Ge0/1)

interfacemodule: The interface has not obtained an IPv4 addres:

Dest. Address:114.114.114.114

Dest. Portzany

Exit

Inbound Interface:Ge0/0  Protocokip  Src.MAC: any  Dest. MAC: any

| I have handled the |

Check interface configuration and connections.

errors have been found. Please handle them according to suggestions.

Operation

Troubleshooting Operation w

The interface is not added to the corresponding security zone. Check

whether a LAN interface is added to the trust zone, and whether a WA

N interface is added to the untrust zone.

nterfacemodule: The WAN interface is not added to an untrust zone...
erfacemodule: The interface is Up, but no configuration is perform...
terface
The NAT module passes the check. @
The security policy module passes the check. @

he DNS module p

eck. @

Configure a static IP address, DHCP, or PPPoE for the corresponding in

(6) In the Tip dialog box, select Network connectivity is normal. and click Confirm. The firewall

continues to check the next item.

& Note

If the fault is not rectified, select Do not ignore unhandled issues and continue the detection.

The firewall performs the detection again.
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Tip ®

Check the network status.

On a client, ping the intranet interface IP address,
extranet interface IP address, and destination |P address
of the firewall in sequence to determine whether
network connectivity is normal.

© Network connectivity is normal. End the detection.

Do not ignore unhandled issues and continue the detec
Ignore unhandled issues and go to the next phase.

(7) Repeat steps (5) and (6) until all the items are checked.

Follow-up Procedure

Click View Historical Diagnostic Record to view and download historical diagnostic records.
I Diagnostic Center

Network Connectivity Diagnosis

CX | @ view Historical Diagnostic Record

Tast Diagnosis Time: 2023-03-14 23:22:55

Diagnostic Center Overview

The diagnostic center integrates various functions including basic information collection, firewall traffic diagnosis, and packet tracing and provides a standard troubleshooting roadmap to help you quickly and accurately
locate network faults. It also offers explicit and practicable recommendations to achieve efficient and easy network troubleshooting.

——

pravem—

Comm
-

= =o

v
P "

Traffic Receiving Detection

Basic Config Detection Packet Tracing Traffic Forwarding Detection

11.4 Packet Obtaining

Application Scenario

The web management page provides the packet obtaining function. If a software fault occurs,

administrators can use the packet obtaining tool to assist troubleshooting of R&D personnel. The
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packet obtaining tool is used to obtain data packets on the network and save them to a file.

Development personnel can analyze the obtained data packets to quickly locate software faults.

Procedure

(1) Choose System > Fault Diagnosis > Packet Obtaining Tool.

(2) Click Start.

RUIfie | X series Firewal 1 System
I Packet Obtaining Tool

swart | fof

Packet obtaining status:Packet obtaining is stopped.
Name <+ Interface Size Operation

2023-03-10_15-55-55.Ge0_3.pcap Ge0/3 780 KB v Download Delete

Packet Obtaining Option ®

() You are advised to enter the complete source MAC address, destination MAC address, source IP address
{port number), destination IP address (port number) to improve packet obtaining efficiency. An unspecified

item is set to any.

* Interface

Packet

Obtaining Rule
Layer 2 Protocol @ any IP ARP
DSrc. MAC

(DDest. MAC

(3) Set the packet obtaining option.

e Interface: Select a physical interface or subinterface from which packets are obtained.

e layer 2 Protocol

o When you set this parameter to any, you can enter the source or destination MAC address.
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If you enter only one MAC address (source or destination MAC address), the tool obtains
data packets of this MAC address. If you enter both the source MAC address and
destination MAC address, the tool obtains all the packets exchanged between the two
MAC addresses.

o If you set this parameter to ARP, the tool obtains ARP packets only. You can enter the
source or destination MAC address. If you enter only one MAC address (source or
destination MAC address), the tool obtains data packets of this MAC address. If you enter
both the source MAC address and destination MAC address, the tool obtains all ARP

packets exchanged between the two MAC addresses.
o If you set this parameter to IP, you can further select any, TCP, or UDP.

e If you specify only the source options (source MAC address, source IP address, and source
port) or the destination options (destination MAC address, destination IP address, and
destination port), the tool obtains packets with the specified source or destination options. If
you specify both the source options and the destination options, the tool obtains all the

packets meeting these options.

Configuration Example 1

Packet Obtaining Option )

(i) You are advised to enter the complete source MAC address, destination MAC address, source IP address
(port number), destination IP address (port number) to improve packet obtaining efficiency. An unspecified
item is set to any.

* Interface Gel/0

Packet

Obtaining Rule
Layer 2 Protocol any (- Wl ARP
Layer 3 Protocol any TCP O UDP
(DSrc. IP (Port) 192.168.1.1
(DDest. IP (Port)
DSrc. MAC

(DDest. MAC
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The tool obtains all the UDP packets passing through Ge0/0 with the source IP address
192.168.1.1 or destination IP address 192.168.1.1.

Configuration Example 2

Packet Obtaining Option )

() You are advised to enter the complete source MAC address, destination MAC address, source IP address
(port number), destination IP address (port number) to improve packet obtaining efficiency. An unspecified
item is set to any.

* Interface Gel0/0

Packet

Obtaining Rule
Layer 2 Protocol any [- |l ARP
Layer 3 Protocol any @ TCP UDP
DSrc. IP (Port) 192.168.1.1
(ODest. IP (Port) 192.168.23.100 80
DSrc. MAC

(DDest. MAC

The tool obtains all the packets passing through Ge0/0 with the source IP address 192.168.1.1 and
destination IP address 192.168.23.100:80 or with the source IP address 192.168.23.100:80 and
destination IP address 192.168.1.1.

Follow-up Procedure

After packet obtaining is complete, click View to view and analyze the packet obtaining file in
online mode and download the packet obtaining result to the PC. The file can be analyzed using a

packet obtaining tool such as Wireshark.

11.5 Device Self-Test

Application Scenario
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The device self-test function can detect the device version, CPU usage, memory usage, and

whether risky configuration exists.

@ Note

The device self-test function is supported from NTOS1.0R3. If your version is lower than
NTOS1.0R3, upgrade it to NTOS1.0R3 or higher.

Procedure

(1) Choose System > Fault Diagnosis > Device Self-Test > Device Self-Test. The Device
Self-Test page is displayed.

(2) Click Start Check to start device self-test.

Policy & System @ 8 . e ) 3 o
etwork Discovery  Network Mgmt  Quick Onboarding  Policy Wizard  Customer Service  admin

Device Self-Test

Self-Test Score

Start Check

Last Check Time:No data
Self-Test Details

[%) Export Check Log

System Basic Info Check System Basic Status Log Status Check

No result No result No result

(3) After device self-test is complete, in the dialog box that is displayed, click OK.

Tip ®

Check succeeded.

(4) For an abnormal item, click Fix to switch to the corresponding configuration page.
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Device Self-Test

Self-Test Score

83

Last Check Time:2023-03-14 23:30:13
Self-Test Details
[*) Export Check Log
System Basic Info Chack System Basic Status Log Status Check -2points
Device ModelZ3200-5 @ Whether Hard Disk Is Available:Yes

Device Hardware SN:MACC932672666 o Whether Syslog Server Is Set:iNo syslog server is set. The log
storage time requirement may not be met.
Device Software SN:M20540903132023

35.4% 41.5%
) [ Device Software Version:NGFW_NTOS 1.0RS,
Release(03151320) Unable to obtain the version recammended by the
cloud server,
CPU Usage Memory Usage Fix
Management Mode Check -1 Opoints Authorization Status Check -5Spoints Policy Check
@ ssH Login Failure Limit @ Threat Intelligence (T): The license file has expired. ) High-risk policy: The interface configuration of the policy is any.

@ &dmin Timeout Pericd : The login timeout period is long, and

security risks exist. Fix

11.6 One-Click Fault Information Collection

Application Scenario

When a device fault occurs, you can collect the fault information of devices with one click to

facilitate analysis by troubleshooting personnel.

Procedure
(1) Access the One-Click Collection page.
Choose System > Fault Diagnosis > One-Click Collection.

Ruijie | : ewa ©r Home © Monitor @ Network & Object [ Policy £3 System

1 One-Click Collection

‘ () One-click collection is complete. You can download collected information or perform collection again.

Last Collection Time2023-03-11 13:40:28

One-Click Collection

One-Click Collection
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(2) Click One-Click Collection and wait for 3 to 5 minutes until information collection is

complete.

(3) Click Download to download the collected fault information to the PC for fault analysis.
11.7 Data Flow Diagnosis

11.7.1 Packet Statistics Collection

1. cmd debug-support fp exec stats

This command is used to collect the number of sent and received packets of an interface and
packet processing information in the forwarding path. The fields with annotation need your

attention.

firewall> cmd debug-support fp exec stats
==== interface stats:

lo-vr0 port:65534

_eth0-vr0 port:65534

_ethl-vrO port:65534

_eth2-vr0 port:65534

Ge0_0-vr0 port:65534

ifs_ipackets:124720 --->Number of packets received by the interface
ifs_ibytes:14454713 --->Number of bytes in the packet received by the interface
ifs_opackets:23430 --->Number of packets sent by the interface
ifs_obytes:29152694 --->Number of bytes in the packet sent by the interface

TenGe0_0-vr0 port:65534
ifs_opackets:739
ifs_obytes:33994

brO-vr0 port:65534
ifs_ipackets:306
ifs_ibytes:18360
==== global stats:
fp_dropped:11053053
fp_dropped_excp:14155
fp_dropped_ether:326
fp_dropped_bridge:2
fp_dropped_npf:11038563 --->Total number of lost service packets in the flow platform.

The data will be used with statistical analysis of the flow platform later.
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fp_dropped_system:6

=== exception stats:

LocalFPTunExceptions:253437

ExceptionByModule:
fp_exception_ether:199272
fp_exception_bridge:734
fp_exception_ip:37548
fp_exception_ipv6:15883

LocalExceptionClass:
FPTUN_EXC_SP_FUNC:206764
FPTUN_EXC_ETHER_DST:28299
FPTUN_EXC_IP_DST:15196
FPTUN_EXC_ICMP_NEEDED:687
FPTUN_EXC_NDISC_NEEDED:2491

LocalExceptionType:
FPTUN_IPV4_OUTPUT_EXCEPT:2491
FPTUN_ETH_INPUT_EXCEPT:250946
FPTUN_ETH_SP_OUTPUT_REQ:2444

ExcpDroppedFpToLinuxUserExcSendtoFailure:102

=== ]Pv4 stats:
IpForwDatagrams:1648056613
IpInReceives:1648056613

=== arp stats:
arp_unhandled:168695

=== ]Pv6 stats:

=== TCP stats:

total packets received:6758

# of packets not managed by MCORE_SOCKET:6758

=== UDP stats:

=== vlan stats:

== dsa stats:
DsaDroppedInOperative:1

=== bridge stats:
L2ForwFrames:251334551
BridgeDroppedNoOutputPort:2
=== ebtables stats:

=== pppoe stats:
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2. cmd debug-support npf exec stats
This command is used to display statistics of various services in the flow platform.

firewall> cmd debug-support npf exec stats

Policy action: --->Statistical summary of a security policy

1008 Policy permit ---> Number of flows permitted by the security policy

0 Policy deny ---> Number of flows blocked by the security policy
Packets dropped: --->Total number of lost service packets in the flow platform

0 RPF check drop
0 Connection create failed drop
0 Connection install failed drop
0 Connection threshold drop
0 Connection invalid state drop
0 Invalid connection drop
0 Do SNAT drop
0 Do DNAT drop
0 NAT transition drop
0 Do ALG drop
624879 Route error drop
0 thd-event mlist full drop
0 thd-event error drop
0 Prepend failed drop
0 Header too short drop
0 Fragment failure drop
0 Invalid IP drop
Wrong packets dropped:
0 Interface error
0 Ip header error
0 Frament packet
0 IP header hl error
0 TCP header error
0 UDP header error
0 ICMP header error
0 ICMP packet error
0 ICMP6 header error
0 ICMP6 packet error
0 checksum error

0 Ipv6 header error
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0 Ipv6 extension header error
Connection entries:
625887 Connection allocations
0 Connection reverse
625886 Connection release
625884 Connection destructions
0 Connection refresh conflict
0 Connection allocation failures
0 Connection ID limit
0 Connection ID invalid
0 Connection ID no entry
NAT entries:
0 NAT entry allocations
0 NAT entry destructions
0 NAT entry allocation failures
0 NAT port allocation failures
Invalid packet state cases:
0 cases in total
0 TCP case invalid first packet
0 TCP case RST
0 TCP case invalid transition
0 TCP case REOPEN
0 TCP case Out of window range
0 TCP case Invalid seq
0 TCP case Invalid ack
TCP Reass:
0 TCP Reass present
0 TCP Reass present cover
0 TCP Reass present overlap
0 TCP Reass present cut
0 TCP Reass cache
0 TCP Reass cache head
0 TCP Reass cache tall
0 TCP Reass cache head overlap
0 TCP Reass cache tail overlap
0 TCP Reass cache new drop
0 TCP Reass cache old drop

0 TCP Reass cache overflow
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0 TCP Reass cache timeout
0 TCP Reass cache release
0 TCP Reass error

Packets reentrant:

0 reentrant

0 reentrant drop

Packet race cases:

0 NAT association race

0 duplicate state race

11.7.2 Flow Status

The show nfp flows stats command is used to display flow table statistics.

The show nfp flows command is used to display all the flow entries in the system.

The show nfp flows filter { app appid | addr address | dport port | dstif interface | policy

policy-id | proto protocol-id | saddr address | session-id id | sport port | srcif interface } command

is used to display flow tables by filtering condition.

This command is used when flow tables are created based on the specified control flow (for

example, data flows in the ALG scenario).

firewall> show nfp flows

38:

proto:17 tsdiff:7 timeout:120 State:established
FORW 20.0.0.2:39304 -> 114.114.114.114:53

BACK 114.114.114.114:53 -> 20.0.0.2:39304

Srcif:lo Dstif:Ge0/0 alg:none flags:0x2000000
vrf:0  Appid:0-0-0-0  Policy:local action:permit
Send packets:2 bytes:136

Recv packets:2 bytes:622

firewall> show nfp flows filter dport 9209

1191:

proto:6 tsdiff:1 timeout:1800 State:established
FORW 172.16.33.5:9404 -> 172.18.142.16:9209

BACK 172.18.142.16:9209 -> 20.0.0.2:52438

snat id: 0

Srcif:Ge0/1 Dstif:Ge0/0 alg:none flags:0x804a000
vrf:0  Appid:0-0-0-0  Policy:8192 action:permit
Send packets:16572 bytes:2435798

Recv packets:8331 bytes:2114493
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firewall> show nfp flows stats
The capacity of the flow: 1000000
Allocated flows num: 63

Active flows num: 63

Note: The following part describes fields in the flow table.

1191:
proto:6 tsdiff:1 timeout:1800 State:established
FORW 172.16.33.5:9404 -> 172.18.142.16:9209
BACK 172.18.142.16:9209 -> 20.0.0.2:52438
snat id: O
Srcif:Ge0/1 Dstif:Ge0/0 alg:none flags:0x804a000
vrf:0  Appid:0-0-0-0  Policy:8192 action:permit --->Security policy matching result.
The value of local indicates access to the local host or access actively initiated by the local host,
which is not restricted. The value of default indicates that the default block policy is matched.
The value of bypass indicates that a whitelist is matched. If a number is displayed, the number
indicates the ID of a specific policy.
Action:security-defend(1l) Reason:flood detect(11) -->Module and cause. The
information is displayed only when packet loss in the flow is not caused by a security policy.
Send packets:16572 bytes:2435798
Recv packets:8331 bytes:2114493
1191: Flow id/session id
Proto: Protocol number (Liicmp 6:tcp  17:udp)
tsdiff: Session idle time (remaining time before session aging)
timeout: Session aging time
State: Session status
FORW: Quadruple information of the forward session flow
BACK: Quadruple information of the reverse session flow
snat id: ID of the NAT policy hit by the flow
Srcif: Source interface of the forward flow
Dstif: Destination interface of the forward flow
Alg: ALG type of the flow
Flags: Flow table status
vrf: vrf id
Appid: Application identification ID
Policy: ID of the security policy hit by the flow
Action: Policy action (permit/deny)
Action: Module with packet loss
security-defend:DDOS
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Reason for packet loss (Reason):
XXX
Send packets: Number of sent packets

Recv packets: Number of packets received

11.7.3 Packet Tracing

Use command (1) to configure filtering conditions and command (2) to configure the module
(type-on field in command 2) to be enabled. In most cases, you are advised to use the

recommended command.
Commands:

(1) cmd trace-filter enabled true [ proto protocol-id ] [ saddr address ] [ sport port ] [ daddr
address ] [ dport port ] [ ifid1 interface-id ] [ ifid2 interface-id |

firewall>cmd trace level DEBUG max-number O timeout 0 type-off "all" type-on "NFP BASIC"
firewall>cmd trace-filter enabled true proto 1 saddr 10.1.1.10

firewall> show log max-lines 2000

[2022/02/17 11:24:39]Feb 17 11:23:51 firewall fp-rte[1339]: fp_ether_input(ifp=Ge0_6
port=65534)

[2022/02/17 11:24:39]Feb 17 11:23:51 firewall fp-rte[1339]: fp_ether_input_one(ifp=Ge0_6
port=65534)

[2022/02/17 11:24:39]Feb 17 11:23:51 firewall fp-rte[1339]: fp_ip_input_bulk_check:
mbuf=0x18ad669c0

[2022/02/17 11:24:39]Feb 17 11:23:51 firewall fp-rte[1339]: npf_packet_handler:
mbuf=0x18ad669c0, npf_mode=0

[2022/02/17 11:24:39]Feb 17 11:23:51 firewall fp-rte[1339]: npf: mbuf 0x18ad669c0 find

connection 662, dir=back

[2022/02/17 11:24:39]Feb 17 11:23:51 firewall fp-rte[1339]: vrfid 0 flags 0x804a000 alg
none policy 8192 action permit

[2022/02/17 11:24:39]Feb 17 11:23:51 firewall fp-rte[1339]: forw proto 1 5.0.64.53:1->
172.18.25.214:1

[2022/02/17 11:24:39]Feb 17 11:23:51 firewall fp-rte[1339]: back proto 1

172.18.25.214:458-> 192.168.101.2:458

[2022/02/17 11:24:39]Feb 17 11:23:51 firewall fp-rte[1339]: fast path: security_defend returns 0
[2022/02/17 11:24:39]Feb 17 11:23:51 firewall fp-rte[1339]: fast path: conn_reroute returns 0
[2022/02/17 11:24:39]Feb 17 11:23:51 firewall fp-rte[1339]: fast path: conn_update returns 0
[2022/02/17 11:24:39]Feb 17 11:23:51 firewall fp-rte[1339]: fast path: policy_rematch returns 0
[2022/02/17 11:24:39]Feb 17 11:23:51 firewall fp-rte[1339]: fast path: service_chain returns 0
[2022/02/17 11:24:39]Feb 17 11:23:51 firewall fp-rte[1339]: fast path: alg returns 0
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[2022/02/17 11:24:39]Feb 17 11:23:51 firewall fp-rte[1339]: fast path: do_nat returns 0
[2022/02/17 11:24:39]Feb 17 11:23:51 firewall fp-rte[1339]: fast path: security_defend returns 0
[2022/02/17 11:24:39]rns O

[2022/02/17 11:24:39]Feb 17 11:23:51 firewall fp-rte[1339]: fp_fast_ip_input_pre_routing:
mbuf=0x18ad669c0

[2022/02/17 11:24:39]Feb 17 11:23:51 firewall fp-rte[1339]: fp_fast_ip_output_post_routing:
mbuf=0x18ad669c0

[2022/02/17 11:24:39]Feb 17 11:23:51 firewall fp-rte[1339]: fp_ether_output:
mbuf=0x18ad669c0, ifp=Ge0_1 port=65534

[2022/02/17 11:24:39]Feb 17 11:23:51 firewall fp-rte[1339]: fp_if_output: mbuf=0x18ad669c0,
ifp=eth0, port=0

[2022/02/17 11:24:39]Feb 17 11:23:51 firewall uwsgi[2445]: <190>1
2022-02-17T03:23:51.525503Z firewall web 2445 - [operationLog@4881 ip="192.168.1.100"
operator="<E7><AB><AF><E5> <8F<8F><A3><E6><98> <A0><E5><B0><84>"
operate="<E5><90> <AF><E7><94><A8>/<E7><A6><81><E7><94><A8><E7><AB><AF
><E5><8F><A3><E6><98><A0><E5><B0><84>"

description="<E7> < <AB><AF><E5> <8F> <A3> <E6><98> <A0> <E5> <B0> <84>
<E5><90><AF><E7><94><A8>/<E7><A6><8<81><E7><94><A8><E7><AB><AF><E5><
8F><A3><E6><98><A0><E5><B0><84><E6><88><90><E5><8A><9F>"
timestamp="1645068231" admin="admin"]

[2022/02/17 11:24:39]Feb 17 11:23:52 firewall fp-rte[1339]:

[2022/02/17 11:24:39]Feb 17 11:23:52 firewall fp-rte[1339]: fp_ether_input(ifp=eth0 port=0)
[2022/02/17 11:24:39]Feb 17 11:23:52 firewall fp-rte[1339]: sbuf data at [0x18e60ab82], len=78
[2022/02/17 11:24:39]Feb 17 11:23:52 firewall fp-rte[1339]: 00000000 30 0D 9E 41 D8 D1 22 22
22 22 22 24 C0 10 00 00

[2022/02/17 11:24:39]Feb 17 11:23:52 firewall fp-rte[1339]: 00000010 08 00 45 00 00 3C 3E 34
00004001 31700500

[2022/02/17 11:24:39]Feb 17 11:23:52 firewall fp-rte[1339]: 00000020 40 35 AC 12 19 D6 08 00
1914 00 01 34 47 61 62

[2022/02/17 11:24:39]Feb 17 11:23:52 firewall fp-rte[1339]: 00000030 63 64 65 66 67 68 69 6A
6B 6C 6D 6E 6F 70 71 72

[2022/02/17 11:24:39]Feb 17 11:23:52 firewall fp-rte[1339]: 00000040 73 74 75 76 77 61 62 63
64 65 66 67 68 69

[2022/02/17 11:24:39]Feb 17 11:23:52 firewall fp-rte[1339]: fp_ether_input(ifp=Ge0_1
port=65534)

[2022/02/17 11:24:39]Feb 17 11:23:52 firewall fp-rte[1339]: fp_ether_input_one(ifp=Ge0_1
port=65534)
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[2022/02/17 11:24:39]Feb 17 11:23:52 firewall fp-rte[1339]: fp_ip_input_bulk_check:
mbuf=0x18e60a900

[2022/02/17 11:24:39]Feb 17 11:23:52 firewall fp-rte[1339]: npf_packet_handler:
mbuf=0x18e60a900, npf_mode=0

[2022/02/17 11:24:39]Feb 17 11:23:52 firewall fp-rte[1339]: npf_packet_handler, 1029: conn 662
is expired, drop the mbuf 0x18e60a900!packet m=0x18e60a900 dropped at
npf_packet_handler():1030

[2022/02/17 11:24:39]Feb 17 11:23:53 firewall fp-rte[1339]: flow-log 1230 send: src 83902517
sport 16374 dst 1964509311 dport 80 natsrc 3232261378 natsport 9278 natdst 1964509311
natdport 80 proto 6 direct 1 sendbytes 415 recvbytes 410 sendpkts 8 recvpkts 2 srcif Ge0_1 dstif
Ge0_6 appid 0-0-0-0 policy allow_all action 0 module reason time 1645068232
[2022/02/17 11:24:39]Feb 17 11:23:53 firewall fp-rte[1339]: flow-log 662 send: src 83902517
sport 1 dst 2886867414 dport 1 natsrc 3232261378 natsport 458 natdst 2886867414 natdport
458 proto 1 direct 1 sendbytes 54068232

[2022/02/17 11:24:39]Feb 17 11:23:53 firewall fp-rte[1339]: flow-log 710 send: src 83902517
sport 12345 dst 660748687 dport 8000 natsrc 3232261378 natsport 8959 natdst 660748687
natdport 8000 proto 17 direct 1 sendbytes 205 recvbytes 0 sendpkts 1 recvpkts O srcif Ge0_1
dstif Ge0_6 appid 0-0-0-0 policy allow_all action 0 module reason time 1645068232
[2022/02/17 11:24:39]Feb 17 11:23:53 firewall fp-rte[1339]: flow-log 138 send: src 83902517
sport 61509 dst 2567170222 dport 8000 natsrc 3232241498 natsport 8326 natdst 2567170222
natdport 8000 proto 17 direct 1 sendbytes 1170 recvbytes 70 sendpkts 6 recvpkts 1 srcif Ge0_1
dstif Ge0_7 appid 0-0-0-0 policy allow_all action 0 module reason time 1645068233
[2022/02/17 11:24:39]Feb 17 11:23:53 firewall fp-rte[1339]: Connection 662 is destroyed

(2) emd trace [ level EMERG | ALERT | CRIT | ERR | WARNING | NOTICE | INFO | DEBUG ]
[ max-number line ] [ timeout seconds | [ type-off "all" ] [ type-on "NFP BASIC "]
This command is used to set the output level of debugging logs, the maximum number of

rows in a log, maximum record timeout period (in seconds), and module enabling/disabling
log.
o max-number: Specifies the maximum number of rows in a printed log.

o timeout: Specifies the time when the log is printed.

' Note

The levels in the command format are ranked in descending order by the severity. The default
level is ERR. After a level is set, all the logs higher than or equal to this level will be printed.

The following command is used to display the forwarding packet loss information.
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c¢md trace level DEBUG max-number O timeout 180 type-off "all" type-on " NFP BASIC "

max-number 0 timeout 180 indicates that log recording is automatically disabled in 3 minutes.
If both max-number and timeout are set to 0, log recording must be disabled manually after

information collection.

Use the following command to disable log recording (restoring to the default value).

cmd trace level ERR max-number 5000 timeout 60 type-off "all"
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12 Running Status Check After Product Implementation

12.1 Checking the Software Version

Standards

® The software version must be the latest. Confirm on the Secure Cloud Platform or choose
System > System Maintenance > System Upgrade > Online Upgrade to check whether a
recommended version is available. If no, the system displays that the current version is already

the latest version.

e Users have purchased the online upgrade service for the app identification signature library
and IPS signature library and the current version is the latest.
Precautions
® The device needs to be restarted after online device upgrade, which may cause customer

service interruption.

® Users can upgrade to the latest signature libraries only after they purchase the upgrade

service for the Ruijie IPS signature library and virus library.

e DNS and the time zone must be correctly configured to allow the app identification signature

library and IPS signature library to access the Internet.

Method

(1) Check whether the software version is recommended using one of the following methods:

e Method 1: Log in to the Secure Cloud Platform (https://secloud-en.ruijienetworks.com/), click

Version Upgrade, and select an applicable version to download it.

Ruifie

e Method 2: Log in to the web page of the firewall and choose Home > View Device Detail >

Version Info or System > System Maintenance > System Upgrade.

442


https://secloud-en.ruijienetworks.com/

Product Cookbook Running Status Check After Product Implementation

FRUIIE | Series Frew @ System
I System Upgrade

cn On the platform, access the Software Version

T) You can perform an upgrade online or visit Ruiie Secure Cloud Platform at htps:

page and download the latest system upgrade file. Then, perform the upgrade locall jose o refresh this page during the upgrade process.
Otherwise, the upgrade may fail

Note: The file name cannot contain any Chinese or full-width character. Before the upgrade, verify that the target version matches the device model

Version Info

Current 'Jers:;rl NGFW_NTOS 1.0RS, Release(03151320)

Version Rollback You can roll back toNGFW NTOS 1.0R4, Release(02151401)
Version Rollback
Online Upgrade
Recommended Version
Local Upgrade

Download Download Link:https i1.ruijie.com.cn

import GBS Upgrade Now

(2) Check whether signature libraries (app identification signature library, IPS signature library,
virus protection signature library, ISP address library, threat intelligence signature library) are

of the latest version.

1 Signature Library Upgrade

Enable Auto Upgrade

L] t L]
o so
Lo e
v

12.2 Checking the Management Mode

Standards
e Preferentially use secure management modes HTTPS and SSH and test whether the firewall

can be remotely managed over the customer LAN or Internet.

e Confirm that the administrator login timeout period is not over 30 minutes. (A too long

timeout period causes security risks.)

e It is recommended that the allowed consecutive login failures be not higher than 6 and the
lockout duration be not less than 300s. (A large login failure count will lead to brute-force

attack risks. The re-login interval cannot be set to a too small value.)
e Confirm that the firewall restricts management hosts.
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Precautions

e By default, ping or SSH is disabled on the interface.

® The default timeout period is 30 minutes and maximum configurable timeout period is 1440

minutes.
e The default allowed consecutive login failures is 6 and the re-login interval is 3 minutes.

e A specific host address rather than a network segment must be added for a management host.
Fully consider the probability of LAN and WAN management to properly add management

hosts.

Method

(1) Check whether remote management is enabled on the interface.

Log in to the web management page and choose Network > Interface > Physical Interface.

Ruijie | z ewa & Home @ M r @ Network &2 0}
Mode @ Routing Mode Transparent Mode Off-Path Mode
* Zone untrust @ Add Security Zone

Interface Type @ WAN Interface LAN Interface

Address

IP Type 1Pv4 IPvé

Connection Type Static Address © DHCP PFPPoE

Line Bandwidth

Uplink

Downlink

Access Management

Permit HTTPS PING SSH

Advanced

ISP Address Library

@ MTU 1500

MAC | 00:d0:f8:22:37:10 Restore Default MAC

Link Detection

(2) Check whether web service parameters are set.
e Administrator login timeout period

Log in to the web management page and choose System > System Config > Service

Parameters.
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Policy £} System

Web SSH Advanced Settings
Device Name RG-WALL

HTTPS Port 443

* Login Timeout Period 1440

(min)

Service Parameters * Allowed Consecutive 6

Login Failures

* Lockout Period (min) 3

Verification Code Enable © Disable

Save Restore Defaults

e Limit on administrator login failures

Log in to the web management page and choose System > System Config > Service

Parameters.

Web SSH Advanced Settings
Device Name RG-WALL
HTTPS Port 443

* Login Timeout Period 1440

{min)

* Allowed Consecutive 6

Login Failures

* Lockout Period (min) 3

Verification Code Enable © Disable

Save Restore Defaults

(3) Management host settings
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Log in to the web management page and choose Policy > Security Defense > Local Defense.

RUIJIC | X series Firews

I Local Defense

Priority  Name Src. Security Zone Src. Address Dest. Address Service Action Description Operation

12.3 Checking Firewall Policies

Standards

An any-to-any policy makes the firewall meaningless and cannot achieve the purpose of
access control. Administrators must know the data flow direction of customer services and

implement access control based on the IP address and port number.

All policies must be enabled. If a policy is not matched or does not hit any data flow within 90

days, the policy is considered to be improper.

If the matching scope of one policy covers that of another policy but the two policies define

different actions, a policy conflict occurs.

Method

Log in to the web management page and choose Policy > Security Policy > Policy

Optimization.

Check whether policies with major problems exist in the Issue Policies area.

Policy with all permissions (All objects in the policy are set to any.)

Policy not matched within 90 days (The policy does not match any data flow within 90 days,

according to the last time the policy is matched.)

Completely conflicting policy (The matching scope of policy A covers that of policy B but the

two policies define different actions.)
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RUTie | Z seres sirevl

I Policy Optimization

Policy analysis intelligently identiies policy issues to provide policy optimization suggestions. Analyze Policy

Issue Level ssue Type ik Operation

EEER EREAFEASHEASNIEns, WRIA

12.4 Checking the Operation Status

Standards
e Ensure that the CPU usage is lower than 75% during the service peak period. If the CPU usage

of the firewall is too high, it may be encountered with attacks or abnormal traffic. In this case,

the firewall stops forwarding data or discards packets and the firewall cannot be managed.

® Ensure that the memory usage is lower than 75% during the service peak period. If the
memory usage of the firewall is too high, it may be encountered with attacks or abnormal

traffic, or the number of abnormal concurrency is too high, which causes firewall exceptions.

Precautions

® The possible causes for high CPU usage are as follows:
o The output of the top command indicates that some processes consume high CPU.
o The UTM security function is enabled.
o Abnormal traffic from attackers such as DDoS and broadcast storm exists.
® The possible causes for high memory usage are as follows:
o The output of the top command indicates that some processes consume high memory.
o The UTM security function is enabled.

o The idle memory (cached or swap) is used to improve the system performance, which has
no impact on services. You can run the show memory command to view the memory

allocation information.

Method

Log in to the web management page and click Home to view the CPU usage and memory usage.
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policies to be optimized
traffic exceptions to be handled

Memory Hard Disk

12.5 Checking the System Status

Standards

® Check whether the NTP server is configured and whether the time zone is correct.

e Confirm that the customer has purchased a license for the upgrade service and the license is

still valid.

Precautions

Confirm that the customer has purchased the relevant license.

Method

(1) Check whether the system time is accurate.

Log in to the web management page and choose System > System Config > System Time.

Policy £ System

© Home

I System Time

System Time Settings
Date
Time
Time Zone (UTC+08:00) Shanghai, Beijing, Hong
Synchronization Settings
Auto Sync with Internet Time Server

Time Server (time servers of the system: ntp.ntsc.ac.cn and ntp1.aliyun.com)

(2) Check the license status to confirm that the purchased license for the upgrade service is still

valid.
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I Authorization Management

License Config

Activate Online

e
Device SN:MACC932672666

License Info

B Performance License

3G/36

E1 SSLVPN License

B Security Capability License
No. Security Capability Name Description License Type Status
1 App Identification (APP Formal License | (Expiry Time:2024-03-07)
It o
Intrusion Prevention (1PS) Formal License | P 2024-0

12.6 Checking the Log Status

Standards

e If no hard disk is available, logs cannot be stored for 180 days.

e If no hard disk is available and no Syslog server is configured, the required storage time

cannot be satisfied.

Precautions

e Confirm that the customer has purchased a hard disk.
e If no hard disk is available, the Syslog server is configured.

Method
(1} Check whether a hard disk is available.

e Log in to the web management page and choose Monitor > Device Monitoring > Device

Hardware Monitoring.

I Device Hardware Monitoring

Device Hardware Usage

O Refre Display Cycle

CPU Usage
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® Run the firewall> show state system linux command in the CLL

disk-usage sda
total 1000204536016
partition sdal
fstype ext3

total 1006
avallable 9339547443260

(2) Check whether the Syslog server is configured and whether Syslog recording is enabled.

Log in to the web management page and choose Monitor > Log Monitoring > Syslog Server.

Ruifie | I © Home = @ Monitor & Network 2 Object

I Syslog Server

(D) The syslog protocol can be used to send firewall logs to a third-party log analysis platform for unified storage, analysis, and processing.Note:When the fast sysl

bandwidth and affect existing network services. Please operate with caution,

Fast Syslog Forwarding

Syslog Serveril Syslog Server2

* Server [P
* Port 514
* publicstand @ rfc3164 rfc5424

ardProtocolVe

rsion
ERZSyslogiRSERIHEEER

- BE Sellct a syslog log type

Save

12.7 Checking the Network Connectivity

Standards
Use the traceroute method to check the network connectivity and data forwarding path. The

purpose is to test the consistency of each path in the forward and reverse directions in the routing

design. Specify a test plan according to the network planning in advance.

(1) Select typical test items according to the actual service routes of the customer.
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(2) Suggestion: Test packets of the lengths 500, 2000, and 65000 to ensure that packets of

different sizes can be normally forwarded.

@ Note

ICMP filtering is enabled on some network devices by default. When you perform the preceding
operations on these devices, packet loss may occur periodically. You are advised not to set the
destination address to the device IP address during the execution.

Method
Check the service paths and then check the interface negotiation status after a certain time of

delay.

Perform the traceroute or ping test on the web management page to check the connectivity of an

Internet access device in the LAN.
FRuijie | Z series Firewall ©r Home @ Monitor @ Network S Object 2 Policy 53 System

I Ping
Diagnostic Parameters
Src. Type @ Src. IP Src. Port
Src. 1P
* Dest. IP/Domain Name
Ping Count

Packet Length

Diagnostic Result

A

12.8 Checking the Service Use Status

Method

Select a typical service system to perform subjective inspection on the service application use.

Standards

Verify the network deployment correctness through real service testing.
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Check the application service use of the customer and check whether the software service system

is normal.

e Internet services: Web browsing, file downloading, QQ, email, online video watching, and

other service system access

e Internal customer services: Video conference and OA office. Test specific application services

involved in the customer site.
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